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Preface

This book offers a selection of chapters in the field of supply chain management in the
era of Industry 4.0, promoting new research results in the field. It is written by experts
from Botswana, China, Egypt, Greece, Hungary, Ireland, Italy, Japan, Malaysia,
Poland, South Africa, the United Kingdom, and the United States. The transformation
of conventional manufacturing and service processes into cyber-physical systems
using Industry 4.0 technologies influences the complexity of connected supply chain
solutions. The book covers eleven topics determined by the theoretical and practical
aspects of supply chain solutions based on Industry 4.0 technologies.

Chapter 1, “Industry 4.0 and Its Implications: Concept, Opportunities, and Future
Directions”, introduces the framework of Industry 4.0 and discusses the drivers,
potential effects, and obstacles of the Industry 4.0 paradigm.

Chapter 2, “Enabling Sustainable Supply Chains in the Industrial 4.0 Era”, focuses on
the potential of Industry 4.0 technologies. As the chapter shows, these technologies
offer solutions for environmentally and commercially sustainable processes.

Chapter 3, “Industry 4.0: The Tenets of the Next Generation of Supply Chain
Management”, describes the supply web concept and its distinctive tenets focusing on
vertical, diagonal, and horizontal dimensions.

Chapter 4, “Application of Internet of Things in the Movement of Goods at Customs
Level during Covid-19 Pandemic”, identifies potential governmental solutions at the
customs level for improving customs operations and enhancing their efficiency and
effectiveness in a pandemic situation.

Chapter 5, “Industry 4.0 Technologies Impact on Supply Chain Sustainability”,
describes the most important Industry 4.0 technologies including big data analytics,
artificial intelligence, machine learning, Internet of Things, sensors, blockchain tech-
nology, robotic systems, cloud computing, cyber-physical systems, additive manufac-
turing, virtual reality, augmented reality, and autonomous vehicles and drones and
focuses on their impact on sustainability, efficiency, cost reduction, transparency,
traceability, and collaboration.

Chapter 6, “Open Innovation Strategies on New Product and Process Development
Prospects: A Case of the Automotive Component Manufacturers in South Africa”,
discusses potential open innovation practices and their impact on the processes

of automotive component manufacturers focusing on sustainable new product
development.

Chapter 7, “Shipping Digitalization and Automation for the Smart Port”, describes
a potential framework for shipping digitalization and port automation. It presents a
case study to illustrate the advantages of blockchain technology applications.



Chapter 8, “Enhancing the Resilience of Sustainable Supplier Management through
Combination with Lean and Audit”, shows how to pull production and employee
involvement under lean practices to strengthen supplier management robustness and
enhance the prevention ability of resilience in dealing with opportunistic behavior.

It also highlights how the combination of lean practices with an audit mechanism
strengthens the practice effect of pull production and employee involvement.

Chapter 9, “Production Systems Performance Optimization through Human/ Machine
Collaboration”, chapter presents potential robotic displacement solutions in produc-
tion systems. It also proposes solutions for human-machine interaction problems.

Chapter 10, “Supply Chain: A Modeling-Based Approach for Cyber-Physical Systems”,
focuses on the optimization of green supply chain solutions using Industry 4.0
technologies. The mathematical model and the computational results validate that
Industry 4.0 technologies can improve the performance of supply chain processes.

Finally, Chapter 11, “Sustainable and Efficient City Logistics”, describes the main
trends, impacts, and challenges of city logistics solutions. It also discusses the impor-
tance of smart technologies, with a focus on last-mile delivery operations.

The aim of this book is to help students as well as managers and researchers to
understand and appreciate the concept, design, and implementation of supply chain
solutions in the Industry 4.0 era.

The editors thank the chapter authors for their scientific contributions. The chapters
were edited and published following a rigorous selection process. We also wish to
thank and acknowledge the many individuals who helped us throughout the editorial
process that made this book possible.

Tamds Bényai and Agota Banyai
Institute of Logistics,

University of Miskolc,

Miskolc, Hungary

Ireneusz Kaczmar

Institute of Technical Sciences,

East European State University in Przemysl,
Przemysl, Poland
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Chapter1

Industry 4.0 and Its Implications:
Concept, Opportunities,
and Future Directions

FathyElsayed Youssef Abdelmajied

Abstract

This chapter aims to analyze the Industry 4.0 framework, identify the definition
and drivers of the Industry 4.0 paradigm, discuss its potential effect, and determine
obstacles of the Industry 4.0. For the research methodology, a critical literature
review is performed, we relied on the recent studies related to industry 4.0. Findings -
This study concluded that Industry 4.0 describes a future production system’s vision;
it is an inevitable revolution and radical change, covering a wide range of innovative
technologies, and all sectors. Industry 4.0 brings significant advantages to organiza-
tions, including real-time data analysis, increased visibility, autonomous monitoring,
enhanced productivity, and competitiveness. The key features of Industry 4.0 are
collaboration and integration of schemes, both horizontal and vertical. Innovation
performs an essential role in organizations, sectors, countries. Industry 4.0 has enor-
mous potential effect in many areas, and its application will have an impact across
transforming the work environment. Industry 4.0 leads to potentials in three dimen-
sions of sustainability. The KUKA corporation is an application for industry 4.0,
for instance, smart factories, M-2-M, intelligent robots, etc., these technologies help
industry 4.0 to separate rapidly. In contrast, there are some barriers, to implementing
Industry 4.0 for example financial constraints, technical competency, organizational
restraints.

Keywords: industrial revolutions, components of industry 4.0, impacts of
industry 4.0, industry 4.0 drivers, barriers of industry 4.0

1. Introduction

Issues related to Industry 4.0 are constantly discussed among researchers,
entrepreneurs, representatives of government agencies, and public organizations.
Specifically, the impacts of the Industry 4.0 paradigm in the global and national
economies, individual industries, employment, and capital markets are attract-
ing more and more attention from economists. The global industrial environment
has transformed dramatically in recent years as a result of technological advances
and inventions. Industry 4.0 can be compared to three industrial revolutions that
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happened in the previous centuries and represent the most significant disruptive
shifts in manufacturing as a result of technology advancements [1].

The advent of the steam engine accelerated the First Industrial Revolution, which
began in Britain in the middle of the 18th century. The Second Industrial Revolution
arose in Europe and the United States in the second mid-nineteenth century. This
revolution had characterized by mass manufacturing and the substitution of chemi-
cal and electrical energy for steam. Many technologies and mechanization had been
developed to meet the increased demand, allowing productivity to increase [2]. The
Third Industrial Revolution was sparked by the creation of the Integrated Circuit
(microchip). Using electronics and information technology to accomplish increased
automation in manufacturing is a significant characteristic of this revolution, which
arose in many industrialized countries around the world in the later years of the
twentieth century [1].

Every industrial revolution centered around boosting productivity. The first
three industrial revolutions had a significant impact on industrial operations, allow-
ing for increased productivity and efficiency by utilizing innovative technological
breakthroughs, such as steam engines, electricity, and digital technology [3]. Industry
4.0, which could ultimately be referred to as the fourth industrial revolution, is a
highly complex framework that has been commonly debated and discovered. It has
a significant impact on the industrial sector because it introduces relevant improve-
ments related to smart and future factories. This developing Industry 4.0 concept is
an umbrella term for a new industrial paradigm that includes Cyber-Physical Systems
(CPS), the Internet of Things (IoT), the Internet of Services (IoS), Robotics, Big
Data, Cloud Manufacturing, and Augmented Reality, etc. [4].

The adoption of these technologies, which will bring together the digital and
physical worlds through embracing a set of future industrial developments, is essen-
tial in the development of further smart industrial processes. This adoption includes
devices, machines, production modules, and products that can exchange information
and control each other independently, resulting in a smart manufacturing environ-
ment [5]. This new approach will allow the improvement of productivity and effi-
ciency, carrying enormous potential effects, and it will support a set of economic and
social opportunities among the companies that are adopting this new manufacturing
paradigm [1].

This chapter intends to provide clear insight into the current developments
within Industry 4.0 phenomenon, due to the inconsistency within the existing
literature, some stress positive effects of Industry 4.0, while others, negative ones.
As aresult, the purpose of our research is to provide a full explanation of the
Industry 4.0 paradigm, as well as to determine whether or not it is appropriate for
businesses, stockholders, and countries to adopt this new approach. This chapter
gives a review of Industry 4.0 and definitions in the literature, as well as introduces
a brief on Industry 4.0’s main components. Additionally, this chapter’s research
methodology was based on papers related to Industry 4.0, which are the most
recent and cited references. As well as this study differs from past studies in several
aspects, as shown in 1) It conducts a comprehensive survey of all Fourth Industrial
Revolution technologies or applications, whereas earlier literature focused on one
or a few technologies. 2) It performs a case study of KUKA Corporation, a pio-
neer company in the manufacturing technologies and applications of the Fourth
Industrial Revolution.

Thus, this chapter is structured in seven sections. After this introduction about
the Industry 4.0 phenomenon. Section 2 answers the question “What is the industry
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4.0?”, presenting two points: an overview or background about Industry 4.0, and
provides a comprehensive definition of this concept, its visions. The key Industry
4.0 technology enablers or components of Industry 4.0 characteristics are described
in Section 3, which is divided into ten parts. The characteristics of Industry 4.0 state
in Section 4. Section 5 provides an analysis of the impacts and influence of this new
industrial paradigm: industrial sector, business models and markets, work environ-
ment, work skills, economy and sustainability, the value chains, and supply chains.
While Section 6 presents the key drivers and obstacles or barriers of the Industry 4.0
concept; also, this part presents a pioneering experience in implementing the applica-
tions of the Fourth Industrial Revolution technology “KUKA corporation.” Finally,
Section 7 draws the main conclusions and findings of the Industry 4.0 vision and
implications.

2. What is industry 4.0?
2.1 An overview of industry 4.0

There have been three earlier industrial revolutions that have resulted in a trans-
formation in manufacturing patterns: mechanization via water and steam power,
mass production in assembly lines, and automating through computer and informa-
tion technology [6].

The first industrial revolution (Industry 1.0) was developed in the United
Kingdom at the end of 18th century with the advent of water and steam power
and mechanization of production. It was the most significant advancement
in human productivity, which considerably aided mechanical production and
greatly improved agriculture and trade. Where steam engines could be used for
power. Developments such as the steamship or the steam-powered locomotive
brought about further massive changes because humans and goods could move
great distances in fewer hours [4]. Then, it was followed by the second one
(Industry 2.0) at the beginning of 19th century which introduced the electri-
cally powered machines and assembly line production, which is described as
the period when mass manufacturing became the dominant style of production
in general. The introduction of railways into the industrial system was assisted
by steel mass manufacturing, which in turn assisted mass production [7]. The
third industrial revolution (Industry 3.0) took a place in the 1970s by adopting
electronics and devices within the machines, which led to developing automation
and robots within the manufacturing process. Industry 3.0 developed with the
introduction of the Digital Revolution, which is more well-known than Industry
1.0 and 2.0, since most people today are familiar with industries that rely on
digital technology in production [4].

The Fourth Industrial Revolution is presently being implemented. This is also
known as “Industry 4.0,” and it is defined by the use of information and commu-
nication technology in the industry. It is based on the Third Industrial Revolution’s
advancements. Production systems using computer technology are enhanced by a
network link and, in a sense, have a digital twin on the Internet. These enable commu-
nication with other systems as well as the production of data about themselves. This is
the next phase in the automation of production [8].

All systems are connected, resulting in “cyber-physical production systems” and,
as a result, smart factories, in which production systems, components, and people
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interact through a network and production is almost autonomous. When these
enablers are combined, Industry 4.0 has the potential to offer some amazing improve-
ments in manufacturing environments. Machines that can foresee faults and initiate
maintenance operations on their own, for example, or self-organized logistics that
adapt to unexpected changes in production are examples (Figure 1) [9].

It also has the ability to alter people’s working habits. Individuals can be drawn
into smarter networks by Industry 4.0, which might lead to more efficient work-
ing. The manufacturing environment’s digitization provides for more flexible
means of providing the appropriate information to the right person at the right
time. Maintenance personnel may now receive equipment documentation and ser-
vice history more quickly and at the point of use, thanks to the growing usage of
digital devices inside factories and out in the field. Maintenance personnel prefer
to spend their time addressing issues rather than waste time looking for technical
knowledge [10].

In a summary, Industry 4.0 is a game-changer in the industrial world.
Manufacturing will alter as a result of digitization, including how things are manu-
factured and delivered, as well as how products are maintained and enhanced. As a
result, it may legitimately claim to be the start of the fourth industrial revolution.
Industry 4.0 is presently taking shape and its supporting technologies, such as the
Internet of Things (IoT) and Cloud Manufacturing (CM), are, nevertheless, poorly
defined, and under-researched.

2.2 Definition industry 4.0

Industry 4.0 is better known as the fourth industrial revolution and describes a
future production system’s vision. The idea of Industry 4.0 was established by a group
of professionals from several professions (such as business, politics, and academia)
as part of an endeavor to integrate all manufacturing industries systems to achieve
sustainability. The German government initially officially approved and imple-
mented industry 4.0 for supporting automation in manufacturing, and for boosting
German competitiveness in the manufacturing industry. Essentially, as a result of
Industry 4.0, operations and manufactures will become further efficient and less
expensive. These are accomplished through the simple interchange of information,
integrated control of industrial goods and equipment, which work synchronously

] %

Il | P
| a’fs
= (]]]

1784 1870 1969 Today
Industry 1.0 | Industry2.0 | [ Industry3.0 " Industry 4.0
Mechanization, Mass production, Automation, Cyber physical systems,
stream power, assembly line, electrical computers, and Internet of Things,
weaving loom energy ) | electronics networks

Figure 1.
Represents a graphic illustration of the industrial revolutions overall. Source: Constructed by the author.
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and intelligently in interoperability [11]. However, several researchers have different
perceptions of the meaning of industry 4.0.

Kagermann, et al. [12] stress that industry 4 utilizes the power of communications
technology and innovative inventions to boost the development of the manufacturing
industry. Corresponding to Kagermann et al., the primary features of the industry
4.0 idea are characterized by three aspects: (1) horizontal integration, (2) vertical
integration, and (3) end-to-end digital integration of engineering. Qin, Liu, and
Grosvenor [13] emphasize that industry 4.0 encourages manufacturing efficiency by
collecting data, making correct decisions. By using the most advanced technologies,
the procedures will be easier. The interoperability operating ability to ensure a stable
manufacturing environment. This overall consciousness gives Industry 4.0 the most
important aspect of artificial intelligent functions.

The Fourth Industrial Revolution, 4IR, or Industry 4.0 conceptualizes rapid
change to technology, industries, and societal patterns and processes in the 21st
century due to increasing interconnectivity and smart automation [14]. Schwab
pointed out that Industry 4.0 is one of the most important concepts in the develop-
ment of global industry and the world economy, he accentuates that, Industry 4.0 is
differentiated by a few characteristics of new technologies, the improvement in tech-
nologies is bringing significant effects on industries, economies, and governments’
development plans [15]. Industry 4.0 also denotes a social, political, and economic
transformation from the digital age of the late 1990s and early 2000s to an era of
embedded connection marked by widespread technological use (e.g., a metaverse).
That, in comparison to humans’ inherent senses and industrial ability alone, we have
constructed and are entering an augmented social reality [16].

Wang et al., [17] defined the fourth industrial revolution as the modern and more
sophisticated machines and tools with advanced software and networked sensors
that can be used to plan, predict, adjust, and control the societal outcome and busi-
ness models. Thus, Industry 4.0 is an advantage to stay competitive in any industry.
Also, Industry 4.0 can be perceived as a strategy for being competitive in the future.
It is focused on the optimization of value chains due to autonomously controlled and
dynamic production [18]. Furthermore, industry 4.0 is possible to indicate three
future-relevant themes related to it, such as: dealing with complexity, capacity for
innovation, and flexibility [19].

According to the concepts above, the majority of the researchers considered
Cyber-Physical Systems (CPS), Internet of Things (IoT), Industrial Internet, and
other topics to be part of Industry 4.0. Numerous authors also emphasized Industry
4.0 on the cost and profitability of recently created high-tech information and
intelligent services. According to previous research on Industry 4.0, the early focus
was mostly on the industrial manufacturing sector, but many industries are now
adopting Industry 4.0, including automotive, engineering, chemical, and electron-
ics. Asaresult, Industry 4.0 is aggregating existing ideas into a different value chain
that leads to an improvement in transforming entire value chains of goods life cycles
while developing innovative products in manufacturing, involving the connection
of systems and things that create self-organizing and dynamic control within the
organization.

Industry 4.0, often referred to as the fourth industrial revolution, is the vision or
scenario of a future production process characterized by new levels of controlling,
organizing, and transforming the entire value chain with the life cycle of products
through three types of effective integration: horizontal, vertical, and end-to-end
engineering integration, resulting in increased productivity and flexibility, the
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industry 4.0 leads to cost optimization and reduction [11]. The Cyber-Physical
Systems (CPS), Internet of Things (IoT), artificial intelligence (AI), additive manu-
facturing, cloud computing, and other technologies are then combined to construct
dynamic, real-time optimized, and self-organizing cross-company value networks.
All of these components are necessary and integral to the futuristic Industry 4.0
concept.

3. Components of industry 4.0 and the key enabling technologies

Industry 4.0 is a complicated technical pattern characterized primarily by
connection, integration, and industrial digitalization, highlighting the possibilities
for integrating all components in a value-adding system. Digital manufacturing tech-
nology, network communication technology, computer technology, and automation
technology are all included in this approach. Industry 4.0 technology breakthroughs
are blurring the lines between the digital and physical worlds by merging human
and machine agents, materials, products, production systems, and processes [20].
Industry 4.0 enables rapid technological advancements in a variety of areas; however,
the emerging fourth industrial revolution is being shaped largely by the technical
integration of Cyber-Physical Systems into manufacturing processes, as well as the
use of the Internet of Things and Services in industrial processes [1]. As a result, this
section gives a brief overview of each significant technology driver for Industry 4.0. It
also is providing information on the basic components of Industry 4.0 or key tech-
nologies enablers for Industry 4.0, which consists of 10 components.

3.1 Cyber-physical system (CPS)

Cyber-Physical Systems (CPS) is the combination of computational and physical
processes, which are essential components of Industry 4.0 implementations. They
integrate imaging and control capabilities into the relevant systems. The ability of
these systems to respond to any input generated is a key feature. They provide rapid
control and verification of process feedback in order to generate predicted outputs.
Bergera et al. (2016) defined cyber-physical sensor systems as part of cyberspace,
special types of embedded systems, based on powerful software systems, enable inte-
gration in digital networks, and generate whole new system features [21]. Generally
speaking, the evolution of a CPS is characterized by three phases. Identification
technologies are included in first-generation CPS. Second-generation CPS is equipped
with some sensors and actuators with a limited number of functions. In the third-
generation CPS, data is kept and analyzed in addition to setting up the equipment.
The CPS has many sensors and actuators and is meant to be network compatible.
CPSs offer various features [19].

The CPS has several sensors and actuators and is meant to operate with a network.
CPSs have features including quicker information access, preventative maintenance,
pre-defined decision-making, and optimization processes. Also, CPS can boost con-
sumers awareness and consciousness. Conversely, the CPS has certain security issues,
which means that further usage will definitely result in increased dangers. It was
pointed out that CPS equipment might cause disruptive societal changes since intelli-
gent assistive or autonomous environments can cause mental illnesses, which can lead
to bias toward new technology adoption and usage [21]. Cyber-Physical Systems have
consisted of two key components: i) A virtual environment built through computer
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simulation of items and actions in the actual world, and ii) a network of objects and
systems interacting with each other over the internet with a designated address [4].

3.2 Cloud systems (CS)

The term “cloud” is utilized for applications, for instance, remote services, color
management, and performance benchmarking applications. It has taken remarkable
attention from the IT community, and its role in other business areas will continue to
grow. Machines, data management, and functionality will continue to transition away
from traditional ways and toward cloud-based solutions as technology improves. The
cloud enables significantly faster distribution than standalone systems, as well as
quick upgrades, current performance models, and other delivery possibilities [19].

The industry has found a significant shift toward cloud solutions, which will
continue to develop and represent a substantial challenge to traditional data storage
methods. Cloud technology is the most basic online storage service that gives opera-
tional comfort with web-based apps that do not require any installation. Cloud com-
puting refers to the process of storing all applications, programs, and data on a virtual
server. It improves efficiency by guaranteeing those input suppliers, employees, and
consumers have access to the same information at the same time [22]. Cloud Systems
lower costs, simplify infrastructure, expand work areas, safeguards data, and allow
for instant access to information. There are four types of the system, mainly: i) Public
Cloud; ii) Private Cloud; iii) Hybrid Cloud (combination of public and private cloud);
4) Community Cloud (this refers to the co-operation of any service on the cloud with a
few companies) [9].

Cloud systems are an excellent source of Big Data (which might be organized or
unstructured) management solutions. Because traditional computers may not be
capable of managing large amounts of data, using a cloud system to do the necessary
analysis, would be much easier and more efficient. As a result, data analysis and cloud
systems should be inescapable components of Industry 4.0. The integration of cloud-
connected robots into everyday life, as well as their impact, is considerable [4].

3.3 Machine to machine (M2M) communication

Machine to machine (M2M)), refers to the technology that allows direct commu-
nication between devices using any channel, wired or wireless. Machine-to-machine
communication can include industrial instrumentation and personal communications
[23]. M2M is also considered to be an essential component of Industry 4.0. Machine to
machine (M2M) is a technology that allows devices to communicate directly with one
another over any channel, wired or wireless. Machine-to-Machine Communication
can include industrial instrumentation and personal networks. M2M is also consid-
ered to be an essential component of Industry 4.0. The apps are geared toward adding
value to the enterprises by introducing alternative revenue streams and reducing
operational costs [24].

Ackermann (2013) clearly states that M2M operations have to enable aspects
with different networked organizations including i) Remote Service and Asset
Information Management delivering, which provide information federation and
lifecycle support. ii) Connected Vehicles, which creates relationships and interac-
tions. iii) Smart Vending, which includes retail, supply chain, and associated sub-
elements [4]. The M2M vision has raised a number of issues, including establishing
smart settings, smart architecture, and a smart grid with wireless sensors, as well
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as developing a communication language between machines and humans, as well as
between humans in different locations [23].

3.4 Internet of things and internet of services

The Internet of Things (IoT) is an emerging concept that combines various tech-
nologies and techniques, based on the interaction between physical things and the
Internet. The advancement of technology in recent decades has enabled the Internet
to be expanded into a new level known as “smart objects,” which is the foundation of
an IoT vision, for this, the novel pattern consists in awarding ordinary things with
intelligence, permitting them not only to accumulate information and cooperate
with their surroundings, but also to be interrelated with other items, communicating
information, and conducted a preliminary via the Internet. The growing interest in
this field, which is widely regarded as one of the primary drivers of Industry 4.0, has
produced the development of a number of visions and definitions for (IoT) [1].

The Internet of Things (IoT) refers to the interconnection of physical devices,
cars, buildings, and other entities that are equipped with electronics, software, sen-
sors, actuators, and network connections to gather and share data to create a smart
manufacturing environment, also known as a smart factory [25]. Additionally, the
concept of “The Internet of Services (IoS)” takes a similar approach to IoT but applies
it to services rather than physical assets. The Internet of Services (IoS) idea will open
up new prospects for the service sector by providing a commercial and technological
foundation for the construction of business networks between service providers and
clients [4].

The expansion of IoT in industrial contexts and value chains will give several
opportunities for users, manufacturers, and businesses, having a significant influ-
ence in a variety of industries. The Internet of Things is breaking new ground, with a
slew of new applications emerging around three key pillars: i) process optimization;
ii) resource optimization, and iii) the building of sophisticated autonomous systems.
IoT technology will continue to evolve and spread, allowing objects to become
smarter, more dependable, and autonomous, allowing for the supply of higher-value
products and services [1]. On the other hand, the effectiveness of Industry 4.0
depends upon existing network infrastructure, the intelligence, and human knowl-
edge embedded into the system [22].

3.5 Smart factories or smart manufacturing

Smart factories or Smart manufacturing is a type of manufacturing that aims to
improve concept creation, production, and product interactions by moving away
from traditional methods toward automated and digitized systems. It aims to take
advantage of advanced information and manufacturing technologies in order to oper-
ate and produce fully flexible production at the highest speed required [6].

“Dark factories,” “lights off factories,” and “unmanned factories” are all terms
used to describe smart factories, this system is integrated with the small interven-
tion of human beings. The individual is entering into these systems mainly in the
problem-solving stages. The concept known as Lights out (dark) or unmanned
factories nowadays is an automation and autonomy enhanced methodologies includ-
ing equipment used in factories that actively operate the production [4, 26]. The
most famous characteristic of dark factories is that they do need no human power. In
unmanned factories, there is not enough time to enter the plant from the raw material
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to the exit from the factory. That is to say that in these factories, production is car-
ried out entirely with robotic systems [18]. It is self-evident that smart factories will
have the characteristics and procedures required by the Fourth Industrial Revolution.
And these processes, which are of great importance to our future of production.
Furthermore, the essential activity for generating a smart factory running under
Industry 4.0 is integrating different other components together, such as big data,
CPS, cloud, IoT, M2M, etc. [4].

There are many challenges that determine the formation of smart factories, such
as the availability of energy and its supply, the efficiency of the labor, and the avail-
ability of the technological infrastructure necessary to shift toward smart factories.
On the other hand, these factories will have a negative impact on existing employ-
ment and increase unemployment rates [7].

3.6 Big data and data mining

Big data is being generated continuously by everything in environments. Every
digital process and social media exchange produce data. Systems, sensors, and mobile
devices transmit those. Big data is arriving from multiple sources at an alarming
velocity, volume, and variety. To extract meaningful value from big data, thereisa
need for optimal processing power, analytics capabilities, in addition to information
management skills [4]. An abundance of heterogeneous data abounds in the world
around us. Without properly applying data mining technology, it appears impossible
to make this atmosphere keenly intelligent. With today’s automation, data mining can
be supervised, unsupervised, or reinforcement learning. When executed in numerous
layers in a hierarchical way, computer-assisted learning becomes more exact. Machine
Learning is the process of automatically extracting features through supervised or
unsupervised learning in a hierarchical fashion (ML) [27].

3.7 Intelligent robotics

Every day, new goods and systems emerge as a result of technological advance-
ments. Flying automobiles, holographic television, and hundreds of electrical devices
to be implanted into the human body are all possibilities [26]. Humanoid robots
will be a part of everyday life in the not-too-distant future. Recent innovations have
brought about skills that empower robots to control their environment. Artificial
intelligence will contribute to the development of having robot teams cooperating and
collaborating in achieving certain tasks defined for a specific purpose [28].

Implementing a collaborative robot in a factory will provide several benefits for
the company, including i) preventing humans from performing repetitive, non-
ergonomic, and dangerous work; ii) producing high-quality products with favorable
cost-benefit ratios while also increasing productivity; and iii) increasing competi-
tiveness in comparison to countries with cheap labor [29]. When a robot is used ina
productive process, the benefits of the robot utilization are combined with the effort
of an operator. There is no teamwork between the man and the robot on the first level.
The workplace is totally shared between the man and the robot at the final level [30].

3.8 Augmented reality and simulation

Simulation, the data obtained and processed from big data and cloud systems can
be used as a feed to a virtual model to evaluate all possible scenarios related to the
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product design, development, and production. Simulation is used broadly in business
models to leverage the available real-time data and simulate the actual working world
in a virtual ecosystem. Process testing and optimization through simulation permit
people to decrease business changeover, risk, setup time, and enhance quality control
for future processes and services, even before the implementation of adjustments in
the actual physical world [22].

Simulation and augmented reality (AR) is a type of enhanced reality in which
live direct or indirect views of physical real-world environments are augmented
with computer-generated visuals projected on top of them. Industry 4.0 applica-
tions rely heavily on this technology. This innovative technology, which is critical to
the industrial revolution, was created by combining real operations and simulation
industries [4]. These strategies have a lot of advantages, especially when it comes to
creating products and manufacturing processes. One of the cutting-edge technologies
included in the Industry 4.0 trend is augmented reality, which is particularly useful in
producing smart manufacturing functions [28].

3.9 Enterprise resource planning (ERP) and business intelligence

Enterprise resource planning (ERP) refers to information systems that are
designed to integrate and efficiently employ all of an organization’s resources. An
ERP software is a system that supports an organization in bringing together pro-
cesses and data that are executed all over the processes (suppliers, production, stock,
sales). ERP systems are able to provide an integrated approach to information use,
to start forecasting and extracting information, which can use in various depart-
ments [4]. There is a connection between big data and Industry 4.0, Manufacturing
Executive Systems (MES), cloud systems, and ERP are integrated. It is critical that
all procedures in the design stage as well as the customer journey are compatible with
the Industry 4.0 approach. The ERP process is also a vital component in this frame-
work [28].

The idea of Industry 4.0 necessitates connection and collaboration criteria. End-
user feedback is critical, as is providing immediate additional value to all interested
parties. In order for personalization to be possible, network systems must be intel-
ligent [22]. A telecom operator may be able to analyze network performance during
fluctuations and use preventive scenarios to reduce client dissatisfaction. A well-
structured ERP system can enable these characteristic features. ERP systems can help
with Industry 4.0 implementations, especially as a result of the following advantages:
i) Real-time data may be evaluated and allow for early detection; ii) ERP systems
can provide sales and purchasing transparency; iii) ERP data may be used by mobile
applications to communicate; iv) Optimum resource utilization may be achieved
under varying job descriptions; v) Clients may be able to track their orders online and
receive the necessary information quickly [4].

3.10 Smart virtual product development system (SVPD)

The Smart Virtual Product Development (SVPD) system is a product development
decision support technology that saves, uses, and shares the experiential knowledge
of previous decisional events in the form of SOEs. It was created to address the
requirement for digital knowledge captured in smart manufacturing product design,
production planning, and inspection planning. As a result, product quality and
development time will be improved, as required by Industry 4.0 concepts [31].
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4. Industry 4.0 characteristics

The core progress from traditional manufacturing toward Industry 4.0 concluded
into four key features and characteristics [32]: (1) vertical networking of smart
manufacture schemes; (2) horizontal integration through a new generation of global
value chain networks; (3) through-life engineering across the entire value chain; and
(4) the impact of exponential technologies.

4.1 Vertical networking of smart production

Industry 4.0’s first main characteristic is the vertical networking of smart
manufacturing systems. Vertical integration in Industry 4.0 establishes a connec-
tion between the many levels of the industry, from the manufacturing floor up, via
production monitoring, control, and supervision, quality management, operations,
product management, processing, and so on. This interconnectedness across all
corporate levels provides for a fluid, transparent data flow, allowing for data-driven
strategic and tactical choices [20]. Hence, the main objective behind vertical net-
working is to utilize Cyber-Physical Production Systems (CPPSs), to enable industries
to quickly respond to unexpected order changes resulting from demand fluctuations,
equipment failure or stock shortage. Vertical networking improves an organization’s
capacity to adequately adapt to changes in market requirements and benefit from new
possibilities [22].

Furthermore, it makes it easier to link resources to goods and find supplies and
parts at any time. Similarly, processing data, anomalies, and defects from vari-
ous processing stages of the manufacturing line are automatically captured and
registered, allowing for quick responses to order changes, quality variations, and
even machinery breakdowns. As a consequence, waste is decreased, and resource
efficiency, notably in terms of material usage, energy consumption, and human
resources is improved [28].

4.2 Horizontal integration through a new generation of global value chain
networks

In the Industry 4.0 concept, horizontal integration refers to the network of diverse
processes, companies, and services that make up a product’s global value chain. This
can be viewed at the production level as a total consolidation of all associated manu-
facturing processes. Vertical integration, on the other hand, refers to a high level of
coordination between production and top management layers such as quality man-
agement, product management, and production control [33].

The horizontal integration in an Industry 4.0 enterprise occurs at different levels:
production floor, multiple production facilities, and entire value chain. Each con-
nected machine or production unit becomes a node with well-defined properties
within the production network. These nodes continuously communicate their status
to respond autonomously to dynamic production requirements cost-effectively and
reduce system downtime through predictive maintenance . If an enterprise owns
several production sites, the horizontal integration enables to share inventory levels
and unexpected delays, and possibly redistribute work among owned facilities to
respond to market demand fluctuations rapidly or increase the efficiency and speed
of the production process. However, the most critical and global horizontal integra-
tion remains the integration across the entire value chain [12].
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Industry 4.0 offers a highly automated and transparent collaboration across the
complete value chain, using CPPSs, from the inbound assembly, packaging, storing,
production, quality control, marketing, and sales, to outbound distribution, logis-
tics, and retail services. The horizontal integration across all these activities creates
a transparent value chain that is updated in real-time. Hence, this feature provides
a high level of flexibility to respond more rapidly to changing market demands,
shortcomings, and problems, facilitates the optimization of the production process,
increases its efficiency, and reduces the generated waste [17]. Additionally, the fact
that any part or product’s history is logged and can be accessed at any time ensures
constant traceability, also known as “product memory” [19].

4.3 Through-life engineering across the entire value chain

Among the characteristics of the Fourth Industrial Revolution is also the impact of
the ten components of the 4th Industrial Revolution “ten types of innovation,” Efficient
management of innovation, and finally, Efficient life cycle management. These are
shown below.

The “ten types of innovation” (Components of Industry 4.0). Industry 4.0 will enable
integrated and cross-disciplinary engineering throughout the value chain, as well as
throughout product and customer life cycles. Industry 4.0 applications are intended
to ensure the traditional domain of product innovation. Innovation is not limited,
innovation has traditionally been related mainly to product offerings, but it also has
significant potential in areas such as company structures, processes, networks, and
profit models, as well as customer-facing functions [5].

Efficient management of innovation. The digital transformation to industry 4.0 will
make it possible to improve further the efficiency of innovation management in all
the Components of Industry 4.0. Interactive and designed curricula make individual-
ized learning achievable, thereby, speeding up strategic implementation and organi-
zational development [34]. Industry 4.0 solutions in project portfolio management
make it easier to track not only the return on investment (ROI) in innovation, but
also to identify risks by utilizing global comparative project data for monitoring and
remediation. Information technology can be utilized to speed up R&D in the field of
product development [5].

Efficient life cycle management. The digital transformation industry 4.0 will allow
essential data for life cycle management to be provided at any time and from any loca-
tion. These data will include not just information and reports, but also the outcomes
of big data processing, which will be used to develop appropriate early indicators
using artificial intelligence (Al). Al will employ global cross-checking to determine
the plausibility of developing suitable bases for data-driven decision-making. It will
allow businesses to better understand and address the needs of their customers, as
well as customize product cycles [5].

4.4 The impact of exponential technologies

Exponential technologies solutions. Corporate venture capital firms have a strong
chance of profiting from disruptive innovation and exponential technology by invest-
ing in new trends early on. Corporate venture capital Investing in start-ups allows
businesses to participate in the development of new products and services while also
ensuring their long-term competitiveness. This type of investment allows for early
and convenient access to new technologies. Companies must be given more leeway
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to “see around the next corner” Only then can a new business region be formed,
which will eventually become the company’s new heart. Companies’ survival may be
jeopardized if such possibilities are neglected [2].

The learning organization. If companies are to fully use the promise of exponential
technologies in making the digital transformation to industry 4.0, they must change
into learning organizations. Exponential technology adoption and integration must
be slow but continuous. Learning is essential for long-term organizational develop-
ment. It is time to make a change that is not so counterproductive. New ideas, pro-
cesses, and business sectors are most successful when they begin as a learning niche
and eventually migrate to the center of the organization, establishing themselves as a
new leading segment [5].

5. Effects of industry 4.0

Innovation and scientific advancements perform an essential role in businesses,
sectors, and countries. However, the digital improvements and the increasing
interconnectivity will bring additional challenges and upgrades to societies, since,
Industry 4.0 (Ir 4.0) will significantly change the manufacturing systems in terms of
design, processes, operations, and services. Industry 4.0 will lead to potential deep
changes in a variety of fields outside of the industrial sector. Its influence and effect
may be divided into six categories: (1) Industry sector, (2) Products and services,

(3) Business models, entrepreneurship, and market competition, (4) Economies of
nations, (5) Work environment, and (6) Skills development.

5.1 The impact of industry 4.0 on the industrial sector

The industry sector will be the first to feel the effects of Industry 4.0. This new
industrial paradigm will usher in a vision of manufacturing that is decentralized and
digitalized, with production elements that can autonomously govern themselves,
trigger operations, and adapt to changes in their surroundings. Furthermore, the
developing paradigm recommends fully integrating products and processes, altering
industrial vision from mass production to mass customization, resulting in increased
complexity [35]. Consequently, advanced technologies and the building of smart
factories will have a significant impact on production processes and operations, pro-
viding for greater operational flexibility, and more efficient utilization of resources.
Industry 4.0 will have a considerable effect on the production systems, supply chains,
and industrial activities. This new paradigm is changing the current industrial land-
scape in three ways: (1) production digitization, (2) automation, and (3) integrating
the manufacturing site to a larger supply chain. Industry 4.0, in this sense, entails
complete network integration and real-time data sharing [1]. Productivity growth is
at the core of each industrial revolution. The 4th industrial revolution, on the other
hand, will influence the entire supply chain, from product creation and manufactur-
ing to outbound logistics, in addition to enhancing productivity [36].

ROJKO, et al. (2020) used the vector autoregression model forecast for data from
the manufacturing sector in the United States over the period (2008—2018) and con-
cluded that, the share of manufacturing output and employment has declined, and
that the manufacturing sector has reached a turning point, after which robotization
can increase employment and labor productivity of workers while also stimulating
further growth of their education levels. They concluded that the shift to Industry 4.0
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has a significant impact on the growing demand for new knowledge and skills in order
to boost productivity. As a result, anticipated growths of assessed manufacturing
indicators imply that the negative effects of robotization in the recent past were only
transient, as the Industry 4.0 age has begun. Nonetheless, further policies are needed
to enable long-term industry development [37].

5.2 The impact of industry 4.0 on products and services

This new industrial paradigm has a significant impact on products and services.
Rapid changes in the economic landscape and dynamic market demands have resulted
in an increased demand for the development of more complicated and intelligent
products in recent years [36]. Products will become increasingly modular and con-
figurable, allowing for mass customization to match individual consumer needs [35].
As aresult, Industry 4.0 is defined by the emergence of new products and services
as embedded systems that can become attentive and interactive, be managed, and
tracked in real-time, optimize the entire value chain, and provide pertinent informa-
tion about their status throughout their lifecycle [37].

5.3 The impact of industry 4.0 on business models and market

In the previous few years, company models and markets have swiftly altered, and new
inventive business models will emerge. In the context of Industry 4.0, the introduction
of new disruptive technologies has altered the way products and services are sold and
delivered, disrupting established enterprises, and introducing new business prospects
and models [33]. Asaresult, value chains are becoming more responsive, as Industry
4.0 encourages integration between manufacturers and customers, allowing for closer
customer connection and business model adaption to market demands. The rising digita-
lization of industrial production, combined with system integration and complexity, will
result in the establishment of increasingly sophisticated and digital market models, boost-
ing competitiveness by removing barriers between information and physical structures [1].

5.4 The impact of industry 4.0 on the work environment

Because of technological advancements, the workplace environment is chang-
ing fast, and Industrial revolution 4.0 is redefining jobs and key competencies.

The most significant transition is the human-machine connection, which includes
employee contact and a set of new collaborative work approaches [18]. The number
of robots and intelligent technologies is growing, the real and virtual environments
are merging, implying the existing work environment is undergoing a considerable
transition [13].

The rising importance of human-machine interfaces will encourage interaction
between production elements as well as the necessary communication between smart
machines, smart products, and employees, which will be aided by CPS’ vision of
IoT and IoS. As a result, ergonomic concerns should be considered in the context of
Industry 4.0, and future systems should emphasize the relevance of workers. Job
profiles, as well as work management, organization, and planning will be affected
by the integration of Industry 4.0 in industrial systems and the rising deployment
of new technologies [12]. In this scenario, the major task is to avoid technological
unemployment by reframing present jobs and taking steps to adapt the workforce to
the new jobs that will be generated [28].
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5.5 The impact of industry 4.0 on skills development

One of the most significant fundamental factors for a successful acceptance and
implementation of the Industry 4.0 framework is skill development, which will lead
to demographic and societal changes. New competencies will be required in the future
work vision, and it will be vital to provide opportunities for the acquisition of these
abilities through high-quality training. This new industrial paradigm will have a
significant impact on the labor market and professional roles, and it will be critical to
ensure that more jobs are generated than are lost [26].

Interdisciplinary thinking will be vital, and outstanding abilities in social and
technological domains will be desired. The new required competency sectors must be
included in schooling. As a result of Industry 4.0’ rising automation of jobs, work-
ers must be prepared to take on new responsibilities [28]. The same can be said for
engineering education, which has a lot of promise in terms of training future profes-
sionals and informing them about new technical trends and opportunities, as well as
managers who need to adapt their management strategies to meet changing market
demands. Furthermore, in order to address Industry 4.0, more qualified personnel
will be required in technological sectors [1].

In summary, Industry 4.0 has enormous potential in many areas, and its imple-
mentation will have an impact across the entire value chain, improving production
and engineering processes, improving product and service quality, optimizing
customer-organization relationships, bringing new business opportunities and
economic benefits, changing educational requirements, and transforming the current
work environment.

5.6 The impact of industry 4.0 on the economy

An economy can be inspired by the introduction of new models and emerging
technological improvements. Digitization involves the convergence between physi-
cal and virtual worlds and will have a widespread impact in every economic sector
[15]. This will be the primary driving force behind innovation, which will be crucial
to productivity and costs of production, which is reflected in the competitiveness
(companies, sectors, and nations) [17].

Industry 4.0 also, can transform existing relationships in the manufacturing
process, allowing the manufacturing sector to join the information age by allowing
communication at all stages of the manufacturing process. Some academics anticipate
that Industry 4.0 would lead to new economic forms in the industry, agriculture, and
services [3]. The majority of businesses expect a two-year payback on their Industry
4.0 investments, which leads to a considerable rise in investment in this area is likely,
it’s reflected in economic growth [37].

On the other hand, some experts believe that Industry 4.0 will result in increased
inequality due to its threat of disrupting labor markets. It is argued that the continu-
ous growth in automation, robots, and computers will take the jobs of workers in
many industries with the most worrying factor being the increased danger of the
disappearance of low-skill/low-pay jobs which will cause a lot of challenges for the
poor, which will lead to a rise in social tensions [37]. The most concerning fact in
Industry 4.0 is that it is not only the transfer of labor from one sector of the economy
to another but also the availability of technology that will replace human capital,
in other words, taking people’s jobs. The technological revolution will also have
an impact on topics such as material or ideological changes brought about by the
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introduction of new gadgets or systems, all of which will have an impact on redefin-
ing humanity’s culture [3].

In general, digitization and interconnection of industrial processes, lead to poten-
tials in all three dimensions of sustainability. However, achieving long-term benefits
of sustainability is accompanied by several challenges respectively, especially in the
implementation phase of Industry 4.0 [38].

Referring to the economic perspective of Industry 4.0, transparency and interconnec-
tion of processes enable process optimization, resulting in increased efficiency, flex-
ibility, quality, and customization. Industry 4.0 allows load balancing between smart
manufacturing technologies, innovative value propositions, and increasing demand
orientation. All these are enabling smart products, which boost a company’s competi-
tiveness [39]. In the same regard, increasing process openness in intra- and inter-firm
logistics can also be accomplished, lowering logistics costs. On the other hand, such
procedures, as well as the adoption of Industry 4.0 in general, represent risks in terms
of high investments and uncertain profitability [38]. Furthermore, manufacturers
consider the transition to Industry 4.0 of their current business models to be difficult.
Furthermore, Industry 4.0 necessitates the standardization of processes both within
and between businesses. Due to their low degree of process standardization, more
flexible but less automated manufacturing equipment, and resource limits, among
other things, both undertakings, i.e., business model change and standardization, can
become particularly problematic for SMEs [40].

Regarding the ecological dimension of sustainability, Industry 4.0 offers a number
of advantages: transparency in demand and process enables for an intelligent task
and process scheduling, resulting in lower energy use [38]. Furthermore, direct
data linkage from product consumption back to design can improve manufacturing
design, resulting in improved product lifecycle management, including recycling, as a
result, Industry 4.0 aids in the identification and reduction of greenhouse gas emis-
sions [40]. As a result, waste reduction and resource consumption can be improved.
Reduced transportation operations and superfluous material flows can also be
realized in logistics [25]. Furthermore, data openness across the entire supply chain
can reduce the frequency of incorrect deliveries, wasteful waiting time, and damaged
items. Decentralized production close to the point of consumption minimizes both
logistics costs and environmental concerns [41]. Similarly, emerging manufactur-
ing technologies such as additive manufacturing can aid in the reduction of waste in
manufacturing and logistics processes, such as replacement parts [42].

Regarding the social dimension of Industry 4.0, several benefits for employees
are named, such as improved human learning through intelligent assistance systems
as well as human-machine interfaces that lead to increased employee satisfaction in
industrial workplaces [8, 22]. However, current literature cannot provide a unified
perspective on whether Industry 4.0 will cause an increase or decrease in employee
numbers in the industry. In this regard, concrete numbers named differ to a large
extent [3, 15]. In general, a further replacement of simple tasks is expected, whereas
tasks such as monitoring, collaboration, and training will still be required [3]. Hereby,
new job profiles with novel requirements for training and education are expected to
emerge, mostly referring to decreasing importance of manual labor in contrast to
IT skills. On the other hand, tasks that include planning and monitoring, as well as
decision-making, could fall to autonomous systems, therefore, possibly replacing jobs
in this area.

Regarding the social dimension of Industry 4.0, Several benefits for employees are
mentioned, such as improved human learning through intelligent support systems
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and human-machine interfaces that lead to increased employee satisfaction in indus-
trial environments [38]. However, the present research cannot agree on whether
Industry 4.0 would result in an increase or decrease in the number of employees in
the industry [25]. In general, easy jobs will be replaced further, while monitoring,
collaboration, and training will continue to be required. It is possible that occupa-
tions in this field will be replaced [38]. As a result, implementing Industry 4.0 in an
organization necessitates deliberate transformation activities, sometimes known

as “digital transformation.” It necessitates new attitudes for dealing with digital
transformation difficulties as well as a unified approach for staff qualification and
acceptance [43].

5.7 The impact of industry 4.0 on value chains and supply chains (SC)

The fourth industrial revolution has a significant impact on supply chain interac-
tions, which is mainly due to the exponential growth of sensible data and the wide-
spread of digitalized processes [40]. To understand the impact of the adoption and
exploitation of Industry 4.0 technologies on the value chains and supply chains (SC).
Based on the review, the effect of Industry 4.0 implementation on the supply chains
(SC) are identified as follows:

Agility and Customization. Industry 4.0 implementation enables real-time plan-
ning and control, permitting organizations to be flexible and agile in responding to
rapidly changing conditions; for example, by faster reacting to changes in demand,
supply, and prices, companies can reduce planning cycles and frozen periods [34].
Future events and trends, such as consumer behavior, delivery time, and industrial
output, can be predicted using business analytics techniques. Real-time delivery
routing and tracking also allow logistics operations to be more flexible, efficient,
and agile [44].

Accuracy and Efficiency. Industry 4.0 technologies provide better decision-making
by providing real-time, consistent, and accurate data. As a result, next-generation
performance management systems will improve end-to-end visibility across the value
chain. The data includes everything from key top-level performance metrics like
customer service and order fulfillment to detailed process data like a truck position
in the logistics network. The automation of physical tasks, planning, control, and
information exchange processes improves supply chain (SC) efficiency. Automated
technologies are used by a large number of businesses, particularly in their logistics
operations [44]. Companies choose cross-company transportation optimization to
optimize truck utilization and boost transport flexibility by cooperating and sharing
facilities. The entire SC network design is constantly optimized to ensure that itisa
perfect fit for business needs [34].

6. Key drivers and obstacles or barriers of industry 4.0
6.1 Key drivers of industry 4.0

Despite the rapid rise of Industry 4.0, research related to the identification of
potential drivers and hurdles to its implementation are scarce. To better understand
the motivations and challenges to the adoption and use of Industry 4.0 technologies,
a literature review was conducted. The following are the primary drivers for Industry
4.0 implementation, as determined by the review:
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Agility and Customization. Industry 4.0 implementation enables real-time plan-
ning and control, permitting organizations to be flexible and agile in responding to
rapidly changing conditions; for example, by faster reacting to changes in demand,
supply, and prices, companies can reduce planning cycles and frozen periods [34].
Future events and trends, such as consumer behavior, delivery time, and industrial
output, can be predicted using business analytics techniques. Real-time delivery
routing and tracking also allow logistics operations to be more flexible, efficient, and
agile [44].

Accuracy and Efficiency. Industry 4.0 technologies provide better decision-
making by providing real-time, consistent, and accurate data. As a result, next-
generation performance management systems will improve end-to-end visibility
across the value chain. The data includes everything from key top-level performance
metrics like customer service and order fulfillment to detailed process data like a
truck position in the logistics network. The automation of physical tasks, planning,
control, and information exchange processes improves SC efficiency. Automated
technologies are used by a large number of businesses, particularly in their logistics
operations [44].

6.2 Applications of fourth industrial revolution

In this section, we introduce an overview of some applications of the Fourth
Industrial Revolution. Also, we provide a case study for these applications by
KUKA Group in many fields. KUKA is an international automation corporation
based in Augsburg, Germany. As a world-class provider of intelligent automation
solutions. In areas such as automotive, electronics, metal & plastic, consumer
products, e-commerce/retail, and healthcare, KUKA provides everything from
a single source: from robots and cells to completely automated systems and their
networking [45].

The “Smart Factories” are automation solutions from KUKA, which is able to trans-
port aircraft components around the production hangar with millimeter precision.
The employees at the Airbus production plant move enormous A380 fuselage sec-
tions, weighing 90 tons and measuring 15 meters in length around a building the size
of a football stadium. This is made possible by the KUKA omniMove mobile transport
platform, a transport vehicle for heavy loads that is equipped with omnidirectional
Mecanum wheels [46].

Similarly, using techniques such as Machine-to-Machine (M-2-M) and intelligent
robots as applications from the KUKA company. Robot-based KUKA system technol-
ogy for machine tool automation is used, among other things, for the loading and
unloading of machines and supports elements of Industries 4.0 [47]. In the KUKA’s
site in Augsburg, work 7 robots, which is a typical production environment at an
international machine manufacturer [48].

Another application of industry 4.0 in the medical sector, automation solutions for
greater efficiency in hospitals, in areas of diagnosis and surgery to therapy, KUKA
robots meet the stringent requirements of the medical sector and are well-suited to
a wide range of medical technology applications. For this, KUKA offers a wide range
of medical high-tech products, ranging from robot-based help systems for surgery to
assistive components for diagnosis or rehabilitation [45].

There are several applications for industry 4.0, for example, the KUKA corpora-
tion which works in the areas, for instance, smart factories, M-2-M, computing cloud,
intelligent robots, e-commerce, and so on.
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6.3 Key obstacles or barriers of industry 4.0

There are also some intimidating resisting forces, barriers, for implementing
Industry 4.0 practices. These obstacles may be classified under the following business
dimensions: Firstly, Financial constraints. Financial constraints are a fundamental issue
in implementing Industry 4.0 in terms of developing sophisticated contemporary
infrastructure and sustainable process improvements [28]. Secondly, the technical
competency of the focal organization is the key focus that influences the scale of
investment. The economic perspective, on the other hand, is still in its infancy; a lack
of clarity about cost-benefit analysis and monetary rewards on digital investments is
a critical issue for deploying Industry 4.0 [40].

Thirdly, Organizational nature. Other obstacles that businesses aiming to integrate
Industry 4.0 technologies confront include insufficient research and development
procedures, a lack of infrastructure, poor data quality, a lack of digital culture, and
alack of trust among partners [17]. Poor infrastructure and internet connectiv-
ity are significant impediments to any digital transformation or adoption [22]. As
well as fourthly, Lack of management support and Resistance to change. Industry 4.0
transformative changes are fast-paced and necessitate proper skill development and
training, which is difficult to do without a high degree of management support, which
is the most important requirement for launching Industry 4.0. Industries are unsure
and unfamiliar with the term Industry 4.0 and are ignorant of the benefits of digital
transformation due to which there is reluctance in adopting it [22].

Additionally, Legal Issues. The big data transaction brings cybersecurity risk;
therefore, privacy and security concerns must be considered when implementing
Industry 4.0 [44]. Finally, Lack of policies and support from the government. In most
nations, governments supply the infrastructure for the digital world (such as the
internet and communication networks). However, there is a lack of a roadmap for
transforming industrial infrastructure, owing to a lack of clarity (for example, the
development of the 5G network and its benefits for Industry 4) about the implications
of Industry 4.0 [22].

7. Conclusion

This study contributes to bridging the critical gap, by discussing the key com-
ponents, characteristics, effects on many dimensions, drivers, barriers, and other
implementation challenges of Industry 4.0, the fourth industrial revolution describes
a future production system’s vision. Industry 4.0 is an inevitable revolution cover-
ing a wide range of innovative technologies, such as cyber-physical systems, RFID
technologies, IoT, cloud computing, big data analytics, advanced robotics, smart
factories, etc. The Industry 4.0 paradigm is transforming business in many industries,
e.g., automotive, logistics, aerospace, and energy sectors, etc. Industry 4.0 realizes the
development and integration of information and communication technologies into
business processes. The capabilities or components of Industry 4.0 bring significant
advantages to organizations, including customization of products, real-time data
analysis, increased visibility, autonomous monitoring and control, dynamic product
design and development, enhanced productivity, and competitiveness.

The key characteristic features of Industry 4.0 are collaboration and integration
of schemes, both horizontal and vertical. In vertical integration, Information and
Communication Technology (ICT) is integrated into various hierarchical levels of
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the organization, from floor-level control to production, operations, and manage-
ment levels. This vertical integration networking empowers the use of components
of Industry 4.0 for production to respond to demand disparity or the fluctuations

in stock levels. In horizontal integration, ICT is used to exchange information
between many players. Integration of these systems for a flawless collaboration,
integration, and exchange of data with all the stakeholders is a complicated scenario.
Implementation of Industry 4.0 apps support to reduce costs, improves productivity,
efficiency, and flexibility, and enhance product customization.

Innovation and technological advancements perform an essential role in organiza-
tions, sectors, countries. However, the digital transformation improvements and the
rising interconnectivity will bring new challenges to societies, since Industry 4.0
will significantly change the products and manufacturing systems regarding design,
processes, operations, and services. Industry 4.0 uses several advanced tools and
technologies, thus helping to redefine conventional industrial processes. Industry 4.0
has enormous potential effect in many areas, and its application will have an impact
across the entire value chain, improving production and engineering processes,
improving product and service quality, optimizing customer-organization relation-
ships, bringing new business opportunities and economic benefits, changing educa-
tional requirements, and transforming the current work environment. Digitization
and interconnection of industrial processes (Industry 4.0), leading to potentials in all
three dimensions of sustainability.

There are several applications for industry 4.0, applied by the KUKA corporation
which works in the areas, for instance, smart factories, M-2-M, computing cloud,
intelligent robots, e-commerce, etc., these technologies or applications help the
industry 4.0 to separate rapidly. On the other hand, there are also some barriers, for
implementing Industry 4.0 practices. These obstacles may be classified into many
business dimensions: financial constraints, technical competency of the focal, orga-
nizational nature, lack of management support and resistance to change, legal issues,
lack of policies and support from the government.
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Chapter?2

Enabling Sustainable Supply
Chains in the Industrial 4.0 Era

Thuso Mphela, Christopher ]. Savage and Alejandro Gutierrez

Abstract

Sustainability has become a global policy agenda following the United Nations
adoption of Sustainable Development Goals 2030. Supply chains can contribute to
this by adoption of eco-friendly technologies, sustainable materials, reducing waste,
among others. Adopting and scaling innovative technologies such as machine learn-
ing, blockchain, internet of things (IoT), and 3D printing has potential to improve
efficiency through improved visibility, flexibility and decision making across the sup-
ply chain. Efficiency and lean operations may induce vulnerability in supply chains,
due to disruptions like the Covid-19 pandemic which can compromise business. The
concept of sustainability is explored from both the business and customer perspec-
tives, as well as in the broader policy environment that includes politics, the economy
and society. Businesses are likely to adopt sustainable practices if there are financial
incentives. However, environmental sustainability cannot be pursued at the expense
of business survival. Therefore, the adoption of different technologies has potential to
bring us closer to solving the sustainability-profitability paradox.

Keywords: sustainability, logistics, supply chains, internet of things, blockchain,
machine learning, 3D printing, efficiency, supply chain risk

1. Introduction

Sustainability is not a new phenomenon in business and its associated literature
but started receiving greater attention in the supply chain management (SCM)
research in the mid-1990s. Unfortunately, a review of literature reveals that most
SCM research is slightly detached from the real sustainability problems of the world
which include environmental sustainability, reduction in biodiversity, and others [1].
Sustainability is becoming increasingly important not only because of the negative
impacts business has had on the environment, but also because customers are starting
to use their purchasing power to patronise organisations that are inclined towards
sustainability. Although this change in attitude is currently negligible it must have
an impact eventually. Recent studies have revealed that despite customers knowing
that their choices may contribute to harming the environment, their actions and
behaviours seem to not change much [2]. In some instances, customers simply lack
understanding on how their choices impact on sustainability. For example, when a
customer selects Amazon Prime that promises expedited delivery times, it creates
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excess packaging, and poor loading, routeing, and scheduling. While the customer
may be satisfied, the net effect is an increase in unsustainable outcomes.

Logistics remains a critical component in the delivery of these products and services,
and for many companies it is a strategic competitive asset [3]. It is this desire and focus
on competitive advantage that may come at the cost of sustainability. The advancement
of technology and online instantaneous delivery models have created a customer and
society dependent on instant gratification [4]. It is estimated that due to the heightened
use of e-commerce the last-mile transportation (B2C) will see delivery vehicles grow
by 36% which will result in a 32% increase in emissions in the top 100 cities globally by
2030 [5]. Supply chains have become increasingly more connected, interdependent, and
complex, reducing the desired levels of visibility leading to negative ecological and social
consequences [6]. Technology may offer solutions to some of these challenges. Current
trends of global warming and extreme weather dictate that concerted global effort is
vital in adopting sustainable practices. Yet, long payback periods in sustainability initia-
tives may prove to be a disincentive for businesses [7]. For the latter, financial sustain-
ability, without which they will collapse, remains critical. Therefore, a balance is needed.

The objectives of the chapter are to:

1. Define the concept of sustainability and its application in business operations,
with a specific reference to financial sustainability.

2.Discuss components and activities of supply chains and their contributions to
environmental sustainability.

3.Demonstrate how technology can be used to integrate sustainability into
supply chain decisions in relation to the supply chain components and activities,
through the improvement of information and financial flows.

4. Offer a sustainable supply chain governance model that incorporates and
balances competing multi-stakeholder interests.

2. Methodology

The Chapter adopts a pragmatist paradigm [8] using a narrative literature review
[9], given that the objectives are focused on presenting the current knowledge on
sustainable supply chains and showing gaps in their practices, while offering practical
tools for improvement. Pragmatism offers flexibility on the choice of methods used in
research as guided by the research questions. Therefore, the following approach was
taken; (1) Objectives and structure of the chapter (topics to be covered) were dis-
cussed and agreed by the authors; (2) Literature was searched from a few databases
including Science Direct (predominantly), Ebscohost and Google scholar; (3) Grey
literature was added to capture practitioner knowledge and current practices as the
subject is constantly evolving; (4) Synthesis of the literature was conducted.

3. Sustainability within the supply chain

As stated in the Introduction, sustainability is not a new concept, and it is a term
that is used quite broadly. It therefore tends to take different forms depending on
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the respective disciplines. For example, a systematic literature review [10] revealed
rather divergent areas of sustainability that include Ecological Sustainability,
Economic Sustainability and Social Sustainability. Literature commonly presents
these as independent concepts. According to the authors, definitions of sustainability
in supply chains are disjointed across the literature which makes frameworks for
research and practice challenging. In many instances, the concept of sustainability
has been narrowed down to very specific areas such as sustainable procurement,
production, packaging, and transportation, among others, leading to fragmentation.
Generally, sustainability in supply chains has been viewed as attaining a balance
between economic, environmental, and social objectives, a concept commonly
referred to as the triple bottom line (TBL), and sometimes referred to as Profit,
Planet, and People (3Ps). This is reflected and expanded in Searcy’s [11] idea of

focal firm, supply chain, and sustainability context within which the firm operates.
Critically, Searcy emphasises the need for the focal firm and its supply chain partners
to consider broader social and environmental boundaries at local, regional, and
global levels. This is motivated by the understanding that economic advancement is
inherently linked to long-term stability of the environment. To date, the definition of
sustainability [12] that posits that sustainability is achieved when current needs are
met without compromising the ability of the future generations to meet their needs,
remains pivotal both in practice and academia. Incorporating this ideology into SCM
to create sustainable supply chain management (SSCM), the authors propose the
following definition.

Sustainable supply chain management is the attainment of efficiency, visibility, and
security of supply chain member interactions for profit by harnessing technological
capabilities in a way that the curvent and future economic, ecological, and societal
intervests are integrated and not compromised.

This definition brings two new aspects to the definition of SSCM. First, the belief
that technology will be a critical driving force given the desired and realistic SCM
future. Second, given the need for urgent action to reverse and slow climate change,
the ability to meet the needs of the identified stakeholders is already compromised.
To put this into perspective, Brundtland made this assertion more than three decades
ago.

4. Role of supply chains and logistics in sustainability

Logistics has become the backbone of business globally. Today, more than ever,
the Covid-19 pandemic has demonstrated how the world desperately depends on
the movement of goods with container prices growing tenfold from 2019 to 2021.
Despite the global disruptions, supply chains have shown resilience in moving what
needs to be moved. According to UNCTAD [13], the world ship carrying capacity
reached 2.1 billion dead-weight tonnes (dwt) after increasing by 81 million dwt by
January 2021. The classical contribution by Converse [14] that recognises logistics
as the other half of marketing simply emphasises the position the function occupies
in the broader business environment. A supply chain consists of many players (local
or international) that work together to create value in an arrangement sometimes
referred to as value chains. Figure 1 below shows a graphical representation of the
traditional logistics and value chain activities by Porter [15], made up of primary and
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Figure 1.
Logistics and value chain activities. Source: Porter [15].

secondary activities. Primary activities that involve inbound logistics, operations,
and outbound logistics among others depend a lot on movement of raw materi-
als, semi-finished, finished goods, services, information, and financial resources
between the different players using different modes. Most of the inefficiencies and
waste occur when the coordination of these activities fails. For example, wrong fore-
casts may lead to bullwhip effects creating huge disruptions in supply chains, build-
ing up inventory or necessitating expedited shipments. Two cases that are cited [16]
of the “Norwegian salmon” and “Rolls Royce wheels” where these high-end products
(despite efforts to make their production environmentally friendly), reverse all these
gains through increased movement for purposes of “value addition”. In the case of the
salmon, it goes to China from Europe for processing only to be shipped back to the
west for consumption. This increases the carbon footprint of these products, which
unfortunately, is not often captured as a cost in supply chains. Equally, there are
still controversies around net benefits on the use of electric cars when the industries
that produce them and the cars themselves are still powered by fossil fuels generated
energy.

In responding to environmental concerns businesses have adopted concepts such
as green logistics and circular economy [17]. The green concept forces businesses
to infuse sustainability in every decision made—that holistic optimisation in sup-
ply chains should go beyond operational and profit efficiencies but also consider
environmental and societal impacts with a view to reduce waste at source. On the
other hand, the circular economy concept is driven by the idea that waste can be fed
back into the system to harness its value as long as it is possible to do so [18]. In other
words, business activities can be arranged in a way that one’s waste serves as an input
for another’s production. Materials are re-used until they can no longer be useful,
thereby delaying their disposal. To that extent, ecosystem- models like business clus-
tering have made this possible. Some traditional industries have incorporated partial
recycling simply as a cost saving measure without being concerned with sustainabil-
ity - for example, steel production uses scrap iron as a component (often 15-25%) of
refined steel finished products. By contrast Just in Time (JIT) has led to clustering of
component industries around major manufactures - e.g., in the European automotive
industry.
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5. Augmenting sustainability efforts through technology

The Fourth Industrial Revolution (4IR) presents great opportunities to revolu-
tionise supply chains, changing how products and services are designed, produced,
distributed, and disposed [19]. Broadly, integration of 4IR and sustainability goals
has potential to improve chances of attaining positive environmental and ecological
outcomes [20]. Despite this, challenges in the adoption and implementation of 4IR
initiatives for sustainable supply chains range from organisational, technological, stra-
tegic, ethical and legal issues. These are especially true for the developing world. Faced
with these challenges, the following technologies are potential gamechangers. By far
the greatest benefits are improved visibility, flexibility, security, and integration over a
complex web of different supply chains, with sustainability as the likely outcome.

5.1 Machine learning

Inventory and warehousing are some of the main contributors to inefficiencies in
the supply chain. Overstocking is a common practice across warehouses around the
world. The main reason behind this is the limited information available to decision
makers regarding how external factors can impact their operations.

Machine learning provides solutions in the form of inventory control towers that
enables recommendations based on data previously gathered. The algorithms created
can identify the impact of external and internal factors on inventory cycles upstream
and downstream [21]. Also, it allows prediction of potential imbalances in supply
chain networks providing reaction time to redistribute goods in a more efficient
manner. The result of this is improved energy efficiency and reduced greenhouse
gases (GHG) emissions.

5.2 Blockchain and internet of things (IoT)

Supply chain sustainability risk (SCSR) is prevalent because buying firms possess
little information about their suppliers and their operations [22]. New technologies
like Blockchain and IoT devices are providing a path for companies to solve issues
related to visibility (provenance, fraud, and democratisation of data). It is impor-
tant to mention that lack of visibility can create inefficiencies within supply chains
directly impacting on the sustainability of company operations. IoT leads to improved
profitability through in-built supply chain flexibility, optimised shipments and reduc-
tion of excess production [23].

IoT devices can be defined as the latest generation sensors that have the capabili-
ties to track, collect and transmit multiple parameters like geo-positioning, tempera-
ture, pressure, gas concentration among others in real time. Having access to this data
in real time allows supply chain practices not only to take better decisions, but also
have a better data for future analysis. IoTs have been successfully used to define the
provenance of sensitive goods allowing customers to take better decisions on their
sustainable journeys.

Blockchain is defined as a “public ledger in which each node in the blockchain net-
work stores the same ledger” [24]. The adoption of Distributed Ledger Technologies
(DLT), like Blockchain, in supply chain management is advancing rapidly in top tier
companies. Blockchain is providing a foundation to reduce silos across the supply
chain flows (physical, financial and informational) as it allows for integration of
multiple legacy platforms with new solutions like IoTs. One of the most important
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characteristics of DLTs, which is also very attractive to the business community, is

the immutability of the data recorded [25]. This feature provides companies and
customers with a level playing field, resulting from distribution of power [26], where
concepts like greenwashing are not relevant anymore due to visibility and the prove-
nance provided. Furthermore, DLTs provide a chance for brands to involve customers
in their validation frameworks due to the decentralised nature of these solutions.

5.33D printing

Companies are integrating critical parts of their supply chains in order to have
better controls and increased suitability efficiencies. 3D printing has become a perfect
initiative for companies to regain control of their own supply chains. The Covid-19
pandemic has highlighted how companies have become extremely dependent on
outsourced manufacturers located in places far from where their markets are.

Sustainable Supply Chains 4IR
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Sustainable supply chains 4IR. Source: Authors illustration.
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3D printing and point of sale production can have a dramatic impact in the
sustainable strategies that companies are putting forward. One of the benefits that
can be identified from 3D printing is the decrease in long-distance shipping and fossil
fuel consumption. The idea is that as long-distance shipping decreases, the last mile
will increase due to production sites being closer to final consumers. Also, 3D print-
ing will have a long-term impact in physical warehousing as the need for spare parts
and storage will be minimised. Parts will be replaced by blueprints that can be used
when required. These actions will save resources currently needed to run facilities and
greatly reduce the waste coming from obsolete stock and unused spare parts.

It is worth mentioning that 3D printing can be more energy intensive than tradi-
tional methods, but overall, across the whole supply chain there is a greater positive
impact when considering not just the manufacturing processes.

Since Porter’s value chain framework was introduced in 1985, supply chains
have evolved with environmental and societal concerns becoming more significant.
Cashflow as opposed to profitability has also become a critical indicator for a healthy
business. The advent of 4IR has catalysed this trend, promising accelerated posi-
tive outcomes if done right. Figure 2 above shows a transformed value chain whose
players are more integrated in a complex network than before, enhancing visibility
and thus offering the potential for flexibility and agility in response to changing
circumstances.

6. Why does sustainability matter?

This section discusses the views of the different stakeholders on sustainability.
In the beginning, the divergent views are discussed independently and subsequently
synthesised to demonstrate their congruence and incongruence at the same time.
The bigger question is whether these seemingly competitive views can be reconciled
or not.

6.1 Policy view

Governments play a critical role in sustainability through policy, law, and invest-
ments. Despite the urgency to cut carbon emissions significantly, the United States of
America (which is the second highest emitter after China) withdrew from the Paris
Agreement under the Trump administration, only to re-join when President Biden
took over. Law on methane taxation and tax credits on electric cars is facing resistance
from both the Republican party, petroleum companies and third-party lobbyists.
China is still non-committal on its plans to cut emissions. On a positive note, the
European continent through its Green Deal has aligned its development agenda to
attain 55% emission cuts by 2030. Substantial financial resources have been commit-
ted towards the eight actions identified including transportation, energy, industry,
research, and innovation [27]. By contrast, the developing world does not have the
luxury of resources commanded by their developed counterparts. Inevitably, this will
keep sustainability off the developing countries’ tables as they have more pressing
priorities such as dealing with poverty, hunger and failing healthcare. In 2015, the
United Nations COP21 agreed that the developed member countries will jointly raise
USD100 billion to fund climate mitigation and adaptation plans for the developing
world. Six years later, this is proving to be a challenge. On the other hand, politics,
especially in working democracies can bring about change if the electorates are
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informed and demand sustainable development policy. The decarbonisation of devel-
opment has catalysed investments in clean energy, sustainable industry, development
of electric cars, intensified research, and development in sustainable solutions. In the
Netherlands, every new law passed, and policy made has to reflect their effects on
sustainable development goals. At global level, the United Nations (UN) sustainable
development goals (SDGs) 2030 have set the tone with the desire to achieve a sustain-
able future for all.

6.2 Business view

The need for businesses to be financially sustainable cannot be over emphasised.
Again, businesses remain committed to creating wealth for investors, unless they
have very clear social goals. Even then, [28] who claims to have coined the term triple
bottom line (TBL), observes that 25 years later business thinking has not changed
much. He asserts that business executives would “move heaven and earth” to ensure
they reach their profit targets but the same cannot be said about the other two dimen-
sions — people and planet. Part of the reason why businesses were reluctant to fully
embrace sustainability was the idea that it only added costs and constrained economic
performance [29]. Does sustainability pay? Using game theory, findings [30] demon-
strated that businesses would invest in sustainability only if the demand-enhancing
effect supersedes the cost-increasing effects especially when managerial incentives
are subjected to negative rewards. From a business perspective, they may need
government policy incentives to nudge them into sustainable practices [31]. Unless
integrated global policies that motivate businesses to adopt sustainable practices are
developed, the future looks bleak for both the planet and people.

6.3 Customer view

In the Introduction section of this Chapter, the customer is identified as a critical
stakeholder through their choices of products and services. Their purchasing power
gives them leverage as agents of change to influence business decisions, especially
where sustainability is an important consideration in product choices. Whereas knowl-
edge can be (and remains) critical, in some cases it does not shape action. In the UK,

a study by Hornibrook et al. [32] that followed an observation of no discernible effect
of carbon labelling on customer product choices, concluded that lack of awareness and
understanding of carbon labelling were among the major contributors to low carbon
products unfavourable uptake. The evidence points to either an informed customer
but little will, or uninformed customers (who are the majority) with no appreciation
and requisite tools to make sustainable decisions. Knowledge on sustainable practices
is even limited in high institutions of learning in present-day USA [33]. Heeren et al.
[34], however, demonstrated that knowledge was insignificant in predicting behaviour
when controlling for attitudes, norms, and perceived behavioural control variables of
the Theory of Planned Behaviour. Even though this study was also carried out on uni-
versity students in the USA, the message is that there needs to be more than knowledge
to realise the desired change in behaviour towards sustainable practices.

6.4 Societal view

Recent years have seen socio-economic inequalities widen despite the advance-
ment of technology and innovation that promised democratisation of economies.
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According to the International Labour Organisation (ILO) [35] it is estimated that
modern day slavery reached almost 25 million cases globally as of 2016. On the other
hand, poor countries and those with low latitudes are disproportionally affected by
climate change [36]. From a societal perspective, despite supply chains offering them
choices, if not practised in a responsible manner, they have the potential of impacting
lives and the future of the next generations negatively. Families are separated through
forced labour while other vulnerable societies are exposed to harsh climate conse-
quences. An existential threat is a reality. In the early 1990s, businesses started the
incorporation of more socially responsible practices and the triple bottom line (TBL)
reporting was born. According to Slaper and Hall [37], comprehensive investments
that considered the people, planet and profit will likely support sustainable goals.
The idea is that society through its forms (legal and political) can exert some pressure
on business to act both ethically and morally. Society also desires to see governments
taking action against polluters and irresponsible supply chains by making them pay
for their deeds [11]. Unfortunately, global society hardly has a unified view on a

wide variety of issues including sustainability. Societies tend to be heterogenous and
have low issue agreement, making them very weak in putting pressure on the market
players [38]. It makes sense to argue that societies are part of a political system that
continually polarises them. On the world stage we have already seen how polarising
politics can be on issues of sustainability in the USA elections. If society is to have
any significant influence on sustainability, there is a need to confront an arena where
power dominates knowledge [39].

6.5 Conglomerate (or summary) view

Societies, especially those that are vulnerable see sustainability as an urgent matter
that should be prioritised by policy. Ironically, when the same society assumes the
customer cap, they lose their power of influence driven by either selfish gains (instant
gratification) or lack of appropriate tools to exercise this power. The business com-
munity is looking for incentives to do what is “right”, but in some instances doing
the right thing may lead to bankruptcy and collapse. On the other hand, govern-
ment becomes the hope through policy—this may prove ineffective when political
mileage is the ultimate goal of politicians, overpowering scientific evidence. At the
end of it all, no matter what the view or interest is, everyone shall pay for the severe
consequences of nature when supply chains practices are oblivious of sustainability
concerns.

7. Sustainability vs. financial sustainability

Ever since the concept of ‘supply chain sustainability’ was first mooted, there has
been a debate around its possible conflict with profitability. One problem is that, in
some cases, there is confusion between environmental (green issues) and commercial
sustainability. This phenomenon is particularly noticeable in developing countries’
small transport businesses, where a typical reaction from an operator when asked
about sustainability could be, ‘I don’t have time to worry about that green stuff, I have
to concentrate on paying my bills and putting food on my family’s plates’ [40].

There is a genuine fear in many businesses, especially small and medium sized
ones, that the short-term costs of operating in a sustainable manner will outweigh any
longer-term benefits. This fear can become acute in businesses that operate in a hand
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to mouth manner, i.e., those that need all their available cash to operate and pay wages
and so have insufficient money with which to make provision for the future. In some
cases, this fear can be very real, businesses do not fail because of lack of profitability
but they will fail, sometimes very quickly, when the cash-flow dries up [41]. In other
words, if there is a risk that the immediate investment needed to generate sustain-
able benefits could lead to business failure and even bankruptcy, there is very little
chance that those investments will be made. This is particularly sad because, in many
cases, strategies designed to give environmental benefits will also create operational
cost reductions. For example; efficient routeing and scheduling will reduce fuel bills
and allow more ‘drops’ to be completed in a given time [42], whilst good warehouse
management systems can have a major positive impact on supply chain efficiency and
effectiveness [43] and therefore on both sustainability and operating costs.

Seeking long-term benefits can also cause problems. For example, extending one’s
supply chain with a view to taking advantage of the low prices or variety offered by
globalisation, increases the risk of failure as has been unfortunately demonstrated
by supply problems encountered during the Covid-19 crisis. This has led to many
companies reversing their globalisation efforts (e.g., by re-shoring) to shorten their
supply chains and reduce risks, sometimes at a short-term reduction of profit or even
financial loss to enhance longer term viability. Some businesses, that were unable to
react quickly to the changing circumstances, failed.

Nevertheless, the key would seem to be to take a long-term view, but this can be
difficult when one is fighting for survival. One way to reduce the short-term cost of
implementing sustainability measures is to co-operate not just with one’s own partners
and suppliers but across, as well as, up and down supply chains, even with competi-
tors. Such practices, which hitherto would have been an anathema to many businesses,
have come to the fore in recent years where sharing data and even transport can be
shown to be mutually beneficial to facilitate survival and enhance sustainability [44].

Green supply chain management and other sustainable concepts are slowly
gaining popularity in developing countries. If sustainable supply chain management
practices are to be fully adopted by all organisations, a demonstrable link between
such measures and improving economic performance and competitiveness will be
needed [45]. In particular it is essential that any short-term operational costs are not
allowed to inhibit potentially beneficial moves towards sustainability. Perhaps the key
is to be found in collaboration through technology to minimise both costs and risks,
whilst avoiding cyber information risks [46].

8. Governance and sustainability

One of the principles that runs through this Chapter is the need to consider
sustainability of the varied stakeholders. Only when economic, environmental, and
social sustainability concerns are integrated throughout the decision-making process
can you achieve sustainable development [47]. One of the reflections is that despite
knowledge of the need to balance these three concerns, in practice, this has been
harder to achieve. Even though sustainability in principle is an inclusive concept and
possesses broader stakeholder interests, some of the interests have not been suffi-
ciently represented. Consistent with the ‘leave no one behind’ principle embedded in
the SDG 2030, the governance framework on sustainability should be formulated to
include even the least of interests. Access to accurate, immutable, and timely data on
local, regional, and global supply chain networks and activities promises information
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symmetry that allows accountability and gives power to policymakers and society in
decision making and influences the conduct of the supply chains. The same techno-
logical capabilities driving global supply chain excellence can be harnessed to facili-
tate sustainability in them.

Calls for governance models that decentralise and realign decision-making
in a manner that drives inclusion through stakeholder engagement, empowered
participation and engaged decision making have been made by researchers [48].
Sustainability governance models have taken different forms including community,
state, or private-led initiatives. Debates on which approach(es) is effective ensue.
Private governance is normally driven by certification processes based on standard
norms that individual companies across the chain commit to adhering to. Companies
are incentivised through access to premium markets using certification that is
recognised and practised by both producers and buyers. According to Grabs [49],
the ability of private governance initiatives to play any meaningful role, depends
on whether they can be scaled and institutionalised in a given sector. Grabs’ study
found that, despite the advancement in the sustainable norms and institutionalisa-
tion of standard setting, integration of social and environmental externalities into
production and procurement of highly priced certified products remains a challenge.
Considering the complexity of global supply chains, sustainability governance pres-
ents a huge challenge. Advancement in technological tools affords an opportunity to
counter this. Generation of sustainability data that can be visibly and timely circu-
lated among the critical stakeholders can re-shape power balances and accountability
in supply chains [26]. Using a sustainability matrix in the US agri-food supply chains
private-ordering systems proved that continuous improvement in sustainability, can
be achieved.

9. Conclusion

It is axiomatic that supply chains are not only essential to the twenty-first century
way of life but that they have a major influence on the environment and therefore on
their own sustainability and that of our planet. It is also apparent that most people
that have the luxury of being able to think about it, would like to minimise and ideally
reverse their impact. Unfortunately, ‘thinking’ and ‘doing’ are often worlds apart from
each other and reality.

Even if one accepts people’s good intentions, it is apparent from this chapter that,
confusion reigns. So many things influence sustainability through supply chains, that
it is difficult to know where to start, but some things are very clear:

¢ Technology offers many techniques to tackle the problem or (in the modern idiom)
‘provide a -solution’ For example:

* Physical distribution aids such as: Drone technology and its adoption into main-
stream parcels delivery can assist addressing the ‘last mile problem’.

* Technology such as: 4IR can provide data and visibility of supply chains.

* Such tools are simply enablers. Like every claim made by a software salesman,
the savings can only be achieved if people act effectively on the information they
provide.
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This chapter has shown that 4IR technologies offer an unprecedented, if confus-
ing, wealth of data and visibility with which to manage our supply chains so that,
if we desire, they can become sustainable both environmentally and commercially.
Importantly, that opportunity is only meaningful if the right policies, as well as lead-
ership, exist and that global supply chains should be made more honest and open to
scrutiny. Above all, environmental sustainability can only be achieved if, at all levels,
from corporate down to personal, we put the planet before people and people before
profit — in other words, we all aspire to use 4IR technology to become ‘global citizens’
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Chapter 3

Industry 4.0: The Tenets of the
Next Generation of Supply Chain
Management

Andpre T. Mayounga

Abstract

The supply chain industry is at the crossroads of the business revolution through
the Fourth Industrial Revolution (4IR), impacting business activities across indus-
tries. The transformative elements of 4IR offer individual consumers, corporations,
and governments unprecedented opportunities to link, collaborate, process, and
manage rising consumer and business data to boost decision-making, efficiency, and
productivity. Evidence shows that have applied a mix of collaborative and innovative
technologies to internal and external activities to manage supply chain disruptions.
The groundbreaking technological advancements paved the way for the supply
industry to shift supply business prototypes from traditional supply chain models
to supply web models. The shift has helped firms resolve national and global supply
chain disruptions. The present chapter introduces the Supply Web (SW) concept and
its distinctive tenets by adding to the growing body of the evolving Industry 4.0 field,
knowledge to help advance the field. The author calls on governments, the global
supply industry, and academia to consider embracing the new SW paradigm evolv-
ing under 4IR to help resolve societal and consumer challenges emerging in the 21st
Century.

Keywords: Industry 4.0, supply web, supply web management, SWM, fourth
industrial revolution, 4IR, supply chain management, supply, SCM, artificial
intelligence, big data, IoT, Internet of Things, innovation

1. Introduction

The coronavirus pandemic 2019 (COVID-19) and the 2021 delay of cargo ships
along the California coastline illustrated recent challenges facing the supply indus-
try and governments across the globe. Evidence shows that supply and demand
challenges in the last years resulted from improper collaboration. The global sup-
ply industry saw nearly half a million containers of goods stuck off the coast of
Southern California as state seaports operated below optimal capacity due to the
coronavirus 2019 (COVID-19). The delay of containers disrupted services and
delivery of goods in the United States and globally pre-2021 holiday season. Cargo
ships could not return to their ports of origin to drop off or pick up more goods
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while customers canceled orders impacting business bottom lines. Meanwhile,
much of the global supply chain difficulties anticipating to anticipate COVID-19
pandemic-induced lockdowns and closures, which reduced the ability of firms to
satisfy global market demands.

At the pick of COVID-19 and the Los Angeles seaport congestion, many firms
satisfied consumer demands by utilizing a series of innovative digital technologies
which include the Internet of Things, big data to machine learning (ML). COVID-19
pandemic and the California seaport crisis demonstrate the challenges facing firms
that applied 20th century supply chain models to 21st-century problems. Today,
evidence suggests that companies that employed a blend of new technologies dur-
ing recent crises registered efficiency and productivity by addressing customer or
industry needs in real-time (Imran Ali). The concoction of new technologies gave
many firms opportunities to increase productivity and efficiency through big data,
intelligent software, Internet of Things (IoT), and hardware. The 4IR is setting to
disrupt orthodox supply chain knowledge by offering groundbreaking ways to meet
and satisfy customer needs amid crises [1].

Meanwhile, many countries and firms still lack the basic infrastructure desirable
to reap the benefits of the 4IR despite the usefulness and potential for the supply
industry. The succeeding sections provide a background, methodology, results and
discussion introducing the concept of the Supply Web and its tenets.

2. Literature review
2.1 Earlier industrial revolutions and supply chains

History shows technological innovation has always been at the center of business
productivity and social emancipation. It brought individuals and firms to mass-
produce by moving from manual and small-scale trade activities to mechanization
and large-scale engineering productions. Material and services that evolved from the
revolutionary innovations impacted every aspect of economic activities [2]. Makers
of goods and service providers from agriculture to factories practiced primitive forms
of trades to address the challenges and conditions of their respective eras. Previous
industrial transformation exacerbated economic activities and created processes and
concepts suitable to describe and resolve enduring challenges.

Business concepts relating to earlier supply chain activities, procedures, and
actions did not develop until later. The academia, industry, and governments
described the activities associated with the phenomenon after they had already hap-
pened [3]. However, identifying and describing developing innovative technologies
and related processes offered the supply industry concepts and procedures to struc-
ture and shape future business activities.

Figure 1 illustrates the typical model of the supply chain showing the association
between firms from raw material to end-use. While the linear nature of the supply
chain models was suitable to satisfy earlier business practices, it is no longer practical
to address problems facing value chains in the 21st Century.

For instance, as figure one illustrates, end-users lack the capability or option to col-
laborate with material (A), Transformation (B), and so forth if they were a desire to do
so. The absence of these options in the linear supply chain model reduces the potential
of firms to collaborate within a broader supply chain at the national or global scale.
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Figure 1.
Supply chain architype.

2.2 Paradigm shift

To understand the urgency to shift supply paradigms, one must grasp the cur-
rent business environment. The global population doubled since the 1980s when
only a handful of companies utilized computers for business. Many companies used
computer technologies for small tasks, ranging from storing essential inventory data
to chart display. At the time, most firms only performed business activities without
computers due to the affordability of the technology. Nevertheless, the business
industry and its concepts still evolved along with the adoption of computer technol-
ogy. For instance, the radio frequency identification (RFID) technology helped the
retailer industry and governments describe policies and procedures associated with
tracking and tracing consumer products. Hence, though RFID technology did not
exist earlier, most producers and retailers could still manage data and track and trace
goods through traditional bookkeeping.

Meanwhile, as consumer demand evolved, so did the supply industry by adopt-
ing technologies such as RFID in various applications, including product recalls [4].
Referring to the linear supply chain (Figure 1), RFID sensors in most retail products
often connect trade and distribution, removing end-users from collaboration despite
the ability of the technology to do so. However, the linear supply chain paradigm does
not envisage a collaborative transaction between the consumer and the manufacturer.

As civilizations progress, the global supply industry and governments must adopt
emerging technologies and concepts to address current challenges. Industry 4.0 not
only gives governments and the global supply industry the necessary tools and ideas
to manage challenges, but it equally provides consumers the prospect to be a part of
the solution. The current supply chain models have not successfully predicted and
evaded supply chain-related predicaments. The failure is arguably in how the concept
of the supply chain itself.

Today, while most supply chain firms employ computer technologies, many still lack
the essential technology to collaborate successfully with partners. While many firms
remain indifferent in linking their pieces of machinery with others, the speed of technol-
ogy advancement equally makes it difficult to address security shortfalls as they occur.
Nonetheless, a partner’s lack of understanding and awareness of existing technological
innovation will lead firms not to take advantage of the innovative technologies despite
the rationality. In one instance, a farmer revealed during an interview to have never
heard of blockchain or cloud computing [5], which many have come to consider as
the cornerstone of business security and operations. Since a lack of coordination and
collaboration could result in the absence of visibility and synchronized strategy between
partners, firms not adopting the industry 4.0 technologies would become the gateways
to substandard products and services [6]. The inability of a farmer or supply partner to
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Figure 2.
Three-dimensional collaboration.

successfully and securely collaborate with others at various ends of the supply spectrum
could only negatively impact the resiliency of the chain.

Linear supply chain models do not provide the necessary collaboration needed to
connect valued chains at various levels of the industry. The current consumer and
business data necessitate supply firms connect not only with businesses but also with
consumers; hence, the necessity for multidimensional collaboration. As Figure 2
shows, Industry 4.0 allows firms to exercise cooperation in terms of vertical, diago-
nal, and horizontal dimensions. When supply firms implement the 4IR technological
tools, they enhance their ability to exchange business data internally, externally, and
between partners beyond primary products (PBPP).

2.3 Dimensional collaboration

The Horizontal Dimension denotes the breadth of internal transactions within the
main production effort. These transactions represent activities that enhance the inter-
nal collaboration between firms with direct equities on the primary production effort.
Firms could have a mutual horizontal dimension when one adds value directly to the
product line. For instance, tire, and windshield manufacturers add value to producing
a motor vehicle a car. The three companies from the tire, windshield and carmaker
have internal transactions that impact making a motor vehicle. A new motor vehicle
would necessitate, among others, tires and a windshield for it to be complete. In this
instance, the business transactions from the windshield and tire manufacturers make
up the internal transaction of motor vehicles (main production effort).

The Vertical Dimension denotes the scope of transactions external to the main
production effort. The transactions represent activities that enhance the external col-
laboration between firms having indirect equities on the primary production effort.
Firms have a mutual vertical when one adds value indirectly to the main production
effort. Using the motor vehicle example from the Horizontal Dimension, car dealers
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and transportation services do not directly add to the main production effort. In this
instance, neither transportation services that take the finished car from the plant

to the dealership nor the car dealership adds directly to the main production effort.
While car dealerships and transportation services could negatively impact produc-
tion, they do not generate the main production effort. However, they add value to the
overall supply web production of the motor vehicle.

The Diagonal Dimension symbolizes the breadth of transactions that could occur
internally and externally to the main production effort. These transactions represent
activities that enhance both internal and external collaboration between firms having
direct and indirect equities on the primary production effort. Firms have a mutual
diagonal dimension when they complement value directly and indirectly to the
primary production effort. In the above example of a motor vehicle’s main production
effort case, the tire, windshield, and carmakers would add value to one another when
engaged in active (direct) or passive (indirect) joint activities that enhance firms’
resiliency and purpose. Meanwhile, the Diagonal Dimension also includes other value
partners supporting internal and external business transactions. The value partners
range from financial, government, security, and others supporting institutions that
directly or indirectly impact the firms’ overall business operation value.

The global supply industry no longer relies on the next mile or the input from the
value chain to remain resilient and anticipate the next medical shortage or cargo ships
bottleneck crisis. As COVID-19 pandemic and the Los Angeles cargo crises proved,
the global supply industry needs better tools and concepts to anticipate an evolving
global turmoil. As opposed to employing linear supply chain models, supply firms
desiring competitive advantage at the international stage should implement supply
web models that integrate horizontal, vertical, and diagonal dimensional business
models.

3. Methodology

This chapter intends to explain how Industry 4.0 innovative technologies impact
the supply industry and introduce the tenets of the next generation of the supply
chain. A qualitative exploratory design method helped to gather Industry 4.0 tech-
nologies and related concepts with impact on the supply industry to find patterns in
data [7]. The mining of associated technologies and ideas was achieved utilizing codes
and developing terms, which helped analyze and describe emerging themes [8]. The
data used in the analysis originated from government, non-government, business,
and peer-review texts.

4, Results and discussion
4.1 Results

The Supply web is the next generation of a supply chain that integrates valued
chains horizontal, vertical, and diagonal dimensions through collaboration. Through
Industry 4.0, supply web management (SWM) would allow firms to perform a
hundred times better at fractions of the price similar firms achieved nearly fifty years
ago. For instance, an iPhone device can store terabytes of data and process hundreds
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of business transactions in fractions of the time it would have taken a hundred 1980-
era computers housed in a large building. In so far, not only the device holds a storage
capacity of over a hundred earlier computers, but it is also capable of executing thou-
sands of transactions in a record time. Modern technology has enabled businesses,
individuals, and governments to conduct virtual meetings miles away, real-time
monitoring of product manufacturing and delivery using automation. The current
technology innovation has changed societies and demonstrates a ‘creative destruc-
tion’ currently trending to extinguish old industries [9]. Experts believe that Industry
4.0 is comparably helping developing countries as mobile phones did with personal
communication. The use of trucks and drones to deliver goods in secluded and urban
areas across the globe showed efficiency in developing countries [10]. Industry 4.0
enabled real-time vendor and subcontractors monitoring to manage rapid change and
inventory [11] and reduce supply-demand misalignment [5]. Evidence suggests 4IR
technologies or Industry 4.0 enhance visibility, interoperability, modularity, decen-
tralization, virtualization, and service orientation [12].

Nonetheless, despite the potential of 4IR in the global supply industry, challenges
remain without a deeper understanding of barriers and drivers. While a business’ lack
of collaboration, awareness, and organizational inertia bare, among others, its ability to
execute supply web, a firm likewise needs to master and adopt processes and tools that
add value to the supply web. For instance, a firm’s plan to adopt strategies that address
the reduction of supply—demand misalignment, fast-changing consumer needs, threats
of legal penalties, and cost optimization could enhance its Implementation [5].

By addressing the barriers and implementing the drivers to Industry 4.0, the
global supply industry would benefit of the 4IR [11]. In the interim, the adoption
of Industry 4.0 necessitates investment. In contrast to small firms during the first
industrial revolutions, today’s small enterprises can reap the benefits of evolving
technologies at affordable costs [12]. For instance, a small firm could subcontract its
operations or services to large and specialized corporations. Businesses source several
activities to lower operating costs, increase market access, enhance scalability, and
diminish risks [11, 13].

4.2 Supply web: The next generation of supply chain

The Supply web is the next generation of a supply chain that integrates valued
chains horizontal, vertical, and diagonal dimensions through collaboration. Through
Industry 4.0, supply web management (SWM).

Which Industry 4.0 strategy supports the tenets of the next generation of the
supply chain into a supply web? The answer cannot fundamentally be linear, as the
strategy would be dependent on the industry. Nonetheless, firms would want strate-
gies that can integrate basic tenets of the supply web. In so doing, firms would need
to employ a blend of technologies into their business operation. While not inclusive,
such technology could range from cloud computing, big data, artificial intelligence
(AI), machine learning (ML), commodity sensors, robotics to automation. For the
clarity and organization of concepts into the figure, the collaborative dimensions are
categorized into levels: One, Two, and Three.

Figure 3 illustrates how the supply web incorporates the three-dimensional
(vertical, diagonal, and horizontal) collaborations into a framework. The vertical
Dimension or Level one (L1) represents internal business activities between firms
that impact the main production effort. The level 1 collaborative dimension concerns
firms within the same product line as A-A, B-B, and C-C.
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Unit of supply web.
4.3 Tenets

The main production effort is the final service product can a single, or multiple
firms produce conjointly. Meanwhile, a horizontal collaborative dimension or Level
Two (L2) outside the primary production when as in A-B, C-D, A-E.... For instance, a
transportation firm that delivers parts or final products participates in the collabora-
tion under this category. Finally, firms maintain a diagonal collaborative dimension or
Level Three (L3) collaboration when they have business transactions that impact the
main production effort’s internal and external activities. Level 3: A-A-B-B-C-C... The
preponderance of Industry 4.0 elements that enable SW within and outside the main
production effort would occur at this level. Firms that provide innovative technolo-
gies services from cloud computing, Big Data, ML, AI, RFID, IoT, and others add
value to the supply web by enabling collaborative Dimension.

The tenets that enable tenets supply web include among others:

Big Data. Consumer and company data collection and storage paved the way
for extensive data trends analysis. Data has become the most valued asset of any
organization today, enabling analytics and market intelligence on customers’
behavior, business practice, and decision-king [12]. Businesses and governments
could use crowdsourcing technology to reinforce manufacturing standards. Many
firms also offer to monitor and track production processes to support the supply
industry, enhancing the efficacy of production control and decision making [11].
Comparatively, researchers from the Boston University School of Medicine applied
big data analytics to realize early exposure to unsafe food products [14]. In so doing,
they discovered that hazardous consumer products in the market could have been
possible without the current state of technology [15].

Artificial Intelligence (Al). A survey found because of COVID, 55% of compa-
nies fast-tracked their way onto Al implementation in 2020, with more companies
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expected to do the same in 2021 and beyond [16]. With the help of Al, it is possible
to depict trends out of large amounts of data. Governments and corporations now
employ Al technology in place of human intelligence to enhance decision-making
capabilities in machines, which apply scientific models for swift trends analysis. Al
technology proved to accurately forecast consumer behavior and business trends
crucial to sustaining commodities’ management.

Internet of Things (IoT) digitizes business and social activities. Intelligent fac-
tories, for instance, enable customers, companies, machines to communicate with
workers, other technologies, and resources [12] to facilitate collaborative planning,
goal setting, and sharing decision-making with stakeholders. The Just-In-Time or JIT
model is an efficient inventory management concept used to lessen the need for ware-
housing and decrease warehousing-associated costs. Thought JIT model antedates
Industry 4.0 when applied within IoT, strengthening collaboration. “Much of what
people say about the New Economy is not all that new. A series of discontinuous tech-
nological changes before the industrial age sparked technological innovations in the
18th Century. The inventions that the steam engine, railroads, steel, electrification,
and telecommunications characterized improved internal and external collaboration
with various industries [5]. For instance, a home device equipped with intelligent
technology could detect and place an order when certain goods reach a set limit. The
sensor submits an order processed through the web and informs what follows. The
customer and all other statehooders could monitor the order fulfillment and address
any issues accordingly.

Throughout humankind, societies implemented innovative technologies to fix
the crisis of their time. The massive backlog of cargo ships in Los Angeles ports and
across the globe in October 2021 illustrates some of the issues of the state of the early
supply chain models. During an interview on CNN, the Executive Director of Port
of Los Angeles noted that the orchestra of players needs to get on the same schedule.
COVID-19 pandemic reaffirmed that efficient inventory management continued to be
a common business challenge for many firms [12]. COVID-19 induced lockdowns dis-
rupted medical and other supply chains creating impacting commodities supply chain
[6]. There is evidence that there is a need for greater collaboration between industries
and governments to minimize supply disruption at the national and global scales.
Firms that collaborate with multiple stakeholders have better business strategies [6].

5. Discussions

This chapter provides a synopsis of 4IR innovative technologies and related con-
cepts for the next generation of the supply chain. Industry 4.0 is setting the next gen-
eration of the supply chain by making it more agile and efficient than the traditional
supply chain [17]. The next generation of supply chain management ought to integrate
processes that share data among partners through collaborative efforts and automation
enabled by the Internet of Things, machine learning to artificial intelligence.

The current global environment enables businesses to expand and connect
internal processes with customers and suppliers [18]. The expansion and connections
require collaboration, flexibility, redundancy, and integration impact supply chain
resilience [19]. The collaboration empowers customized configuration processes and
is an essential element in tracking products from suppliers to customers with custom-
ized configuration [20] 14.0 offers a set of tools to support decision making through
collaboration [21].
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The impact of the COVID-19 pandemic and other recent supply chain crises
offered the supply industry compelling arguments for implementing4.0 [22]. The
adoption of 4.0 has grown in the manufacturing and supply chain sector [23].

Several barriers and drivers exist to Industry 4.0 implementation in the supply
chain, including economic, technological, social, organizational, environmental, and
inter-relationships [24]. A study found the reduction in supply-demand misalign-
ment, changing consumer needs, legal penalties, and cost optimization as drivers
of 14.0. At the same time, a lack of collaboration, organizational inertia, and lack of
awareness are designated as barriers [5, 25]. Despite its advantages, firms still face
challenges in implementing the 4.0 and in sustaining the security requirements. The
cyber community continues to register attacks on secure systems that include attacks
in web applications using TLS to secure HTTP communications [17, 26].

Not enough knowledge exists on the implementation strategies of Industry 4.0
concepts for small and medium-sized enterprises [27]. Additionally, no evidence of
a conceptual SCM integrates the fundamentals of Industry 4.0, henceforth suggest-
ing the development of business models that tolerate integrative and collaborative
connectivity [28].

6. Conclusion

The next generation of supply chain management needs to integrate automa-
tion of processes from manufacturing, distribution, retailing to customers through
Industry 4.0. The capability gives the supply industry compelling arguments to
shift from traditional supply chain models to a supply web for enhanced collabora-
tion and efficiency. The supply web paradigm offers the supply industry to generate
and transfer business data internally, externally, and between PBPP. The chapter
presented and defined Supply Web (SW) and suggested the basic tenets. Firms
need to have their business operation participate in the three collaborative levels to
integrate SW. Primarily, firms need to maintain an internal Collaborative Dimension
with other firms that add value to the primary product or service. Next, a firm must
maintain another level with firms external to the main product or service. Lastly,
firms will equally require a collaborative dimension that impacts internal and external
operations.
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Application of Internet of Things in
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Abstract

The rapid growth of trade volume makes it necessary on the one hand to increase
the safety and security of international trade and, on the other hand, to leave the flow
of goods unobstructed. The Covid-19 pandemic severely impacted the world goods
and services trade which, after almost 2 years, are still not back to December 2019’
volumes. This chapter investigates some of the different suggestions proposed by
international organizations to mitigate the pandemic effect on international trade,
with a specific focus on trade facilitation measures such as international certifications
(i.e., Authorized Economic Operator), risk management strategies and new technolo-
gies which are deeply transforming and helping the movement of goods at customs
level. After reviewing published reports, this chapter aims to verify which are the
most feasible solution to be implemented by the government at the customs level for
improving customs operations enhancing their efficiency and effectiveness.

Keywords: Covid-19, trade facilitators, Internet of Things (IoT), authorized economic
operator (AEO), customs

1. Introduction

As of March 2020, the Covid-19 pandemic has had an enormous impact on trade
volume, disrupting international and sometimes even national trade exchange for
several months [1]. As experienced worldwide, the first common reaction to the
widespread of the SARS-CoV-2 has been the implementation of travel restrictions
and closures of borders, with the obvious consequence of directly affecting goods
and services trade. From the first case identified in Wuhan (China) on December,
31st 2019 until March, 11th 2020 when the World Health Organization declared the
pandemic, as shown in Figure 1, most countries have progressively introduced severe
travel restrictions and border closures with the highest expression of this hard situa-
tion reached between April and May 2020, leading to a constant increase of shipping
costs and transport duration [2].
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International travel controls by stringency and date (1st January-1st August 2020). Souvce: World Trade
Organization [2].

Given that, it is estimated that regulatory and legislative differences, as well as
trade policy barriers, still count for no less than 10 per cent of trade cost [2] it is of
the utmost importance to ensure a safer and faster international trade: this concern is
even truer in hard times as the one we are facing. As known, safety is often defined, in
international trade, as the condition in which the various risk, which is linked to the
exercised activity, has been acknowledged, in which the likelihood of some specific
adverse events have been identified and in which all the feasible special measures
have been taken to limit, as far as possible, the associated risks [3]. To achieve safety
and velocity, several instruments could be taken into consideration, including trade
facilitation. In this regard, the World Trade Organization (WTO) specifically high-
lights that, as done in the current pandemic time on medical products and personal
protective equipment, countries should put in place electronic systems and certifi-
cates [2] to achieve the above-mentioned goals. Before specifically focusing on this
issue, it is useful to recall some of the most efficient tools proposed and adopted by
the World Customs Organization (WCO) Council in the last 20 years to reach velocity
and safety in international trade: (i) SAFE Framework of Standards to Secure and
Facilitate Global Trade (SAFE Framework) in 2005 and (ii) the Authorized Economic
Operators (AEO) Program in 2007. The SAFE Framework is a non-binding unique
international instrument that ushered in the supply chain which comprised technical
security customs standards without obstructing international trade and creating a
closer partnership between customs and business operators [4, 5], while the AEO isa
voluntary certification that allows traders who meet certain criteria to assure the sup-
ply chain security and then to enjoy customs benefits throughout the European Union
[6, 7]. Although, the SAFE Framework has proved to work well, in 2021 the WCO
undertook a revision of it aiming at “strengthen[ing] co-operation between Customs and
Other Government Agencies; promot[ing] smart security devices to optimize Customs con-
trol and effectively monitor the movement of goods in a real-time basis; and, includ[ing]
baseline provisions on the development of regional Customs union AEO programmes and
the implementation of mutual vecognition” [8].
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Similarly, after the period 2016-2020 where the goal was to support European
Union’s (EU) competitiveness on the world markets, the—at the time—EU
Commission’s candidate U. Von Der Leyen highlighted those further steps should be
taken to lead Customs Union up to the next level, as it is necessary to equip it with new
and stronger legislation and framework which would eventually allow the Union to bet-
ter protect the single market and the citizens [9]. As a result of the Covid-19 pandemic,
the 2020-2024 Strategic Plan developed by the European Commission’s Directorate-
General for Taxation and Customs Union (DG TAXUD) highlights that the European
Union needs today more than ever tax and customs policies which can support eco-
nomic recovery and to guarantee that all the financial resources are correctly and sus-
tainably allocated to create a level playing field capable of higher protection to both the
citizens and the Single Market [10]. To achieve this ambitious plan, DG TAXUD started
developing trader portals and single EU access points accelerating electronic exchanges
between customs authorities and traders enabling 24/7 operativity to Union customs.

As known, to effectively guarantee safety and security in goods and services’
trade, it is essential to develop a close partnership between national customs and busi-
nesses. To do so, one of the aspects to be taken into consideration consists in ensuring
to have implemented an in-depth risk analysis enabling each custom to correctly
assess its own procedures. A tool that is commonly accepted and that is gaining more
and more importance is the Authorized Economic Operator (AEO) together with the
information management and information technology (IT) tools.

As above-mentioned, AEO is recognized as a certification scheme using shared
information to assess and lower risks associated with trade. The companies which
can gain such certification are allowed to have softer or removed border controls that
other companies normally undergo [11].

Given the above, this chapter presents an analysis of some of the Covid response
papers issued by international organizations and bodies in the period 2020-2021 with
a focus on the new technologies, to understand whether there could be some efficient
trade facilitator in this global pandemic era to implement the performance of the
whole supply chain.

With the purpose to achieve the aim of this research, the following hypothesis has
been developed:

H. In international trade there is an increasing need to monitor the supply chain
also about the movement of goods, furthermore, it is necessary to increase and facili-
tate the safety and velocity of these exchanges particularly in this pandemic period.
Since the Internet of Things is considered a strategic tool in many sectors, it would be
significant to identify nowadays strategies to help international trade to recover during
the Covid-19 pandemic.

To the Author’s knowledge, this is the first manuscript that analyses the inter-
national bodies’ responses to the impact of Covid-19 and the different suggestions
issued by the International Organizations.

The study is therefore organized in 3 further sections: Section 2, review on
international bodies recommendation; Section 3, discussions and implications and, in
Section 4, conclusions are presented.

2. Review on international bodies recommendation

The International Chamber of Commerce (ICC) [12] after reminding that every
exceptional time increase the risk for illicit behavior affecting business such as

55



Supply Chain - Recent Advances and New Perspectives in the Industry 4.0 Era

corruption, money-laundering and fraud, called for the drivers that businesses and
policy makers should follow not to be overcome by the pandemic: transparency and
integrity in all procurement stages which are helped by the digitalization of permits
and licensing; keeping the due diligence process ongoing to mitigate supply chain’s
risks; fighting corruption in the context of borders and customs; and, protecting the
rule of law.

In such a contest, where states closed upon themselves and made trade extremely
difficult, in the last 2 years several international organizations presented different
suggestions to mitigate the Covid-19 trade-related effects.

The United Nations Industrial Development Organization estimated in July 2020
that, among the 49 countries which represent almost 87% of world manufacturing
value-added, about 81% of countries faced a decrease of an average of 6% in indus-
trial production comparing the dataset in December 2019 and March 2020, and an
average of 20% in 93% of nations comparing December 2019 and April 2020 [13].
The situation has not changed afterward, with several and severe economic conse-
quences hitting countries until June 2020 [14] where the index of industrial produc-
tion kept on decreasing, although with a small improvement: from —5.6% in March
2020 to —2.5% in June 2020.

The export of goods has had a particular trend which is indicated in Table 1 from
the 4th quarterly 2019 to the 3rd quarterly 2021 (Q4-2019-Q3-2021), the tendency is
expressed in billions of US dollars, for each member of the Group 20 (G20). Figure 2,
furthermore, highlights that the export of goods of these countries has marginally been
impacted in 2020 Q1-2020, and then has had a strong downshift in Q2-2020. Starting
from Q3-2020, G20 countries have seen a positive trend of it and in Q4-2020 they
exported more goods than in Q4-2019, the quarterly previous the start of the pan-
demic. In the following quarterlies (Q1-2021 and Q2-2021), this trend has continuously
increased reaching, in Q3-2021, the amount of 4262.96 billion US dollars.

Given the above, in 2020, the United Nations Conference on Trade and
Development (UNCTAD) drafted a report suggesting some measures to efficiently
manage the pandemic consequences [16]. While the world would have needed
higher agility and efficiency, trade experienced extensive disruptions, with medical
devices and personal protective equipment firstly affected by the export restriction.
Therefore, four main interventions categories were identified:

i. Process optimization;
ii. Cost reduction;
iii. Transparency and cooperation;
iv. Technology.

With regards to “process optimization”, UNCTAD recommended following the
criteria specified by art. 7.8 of the WTO Trade Facilitation Agreement introducing,
among others, fast tracks lanes, prioritization, implementing the trusted traders such
as the AEO and simplifying the declarations. About “cost reduction”, the UNCTAD
remarked the importance of reducing some tariff, accepting some goods received as
gifts by approved organizations free of charges, while on point (iii)—“transparency
and cooperation”—it highlighted the necessity of having prompt and transparent
information among all countries not only about the pandemic itself but also on the
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Time 2019 2020 2021

Q4-2019 Q1-2020 Q2-2020 Q3-2020 Q4-2020 Q1-2021 Q2-2021  Q3-2021
Country
Argentina 15.25 1741 13.26 13.53 12.85 17.82 18.83 21.37
Australia 64.92 61.21 59.57 60.79 68.06 80.01 88.26 90.79
Brazil 51.98 55.37 51.32 52.19 52.81 60.60 7844 73.21
Canada 110.75 105.19 76.86 101.81 107.09 118.85 123.53 126.08
China 537.83 610.89 62736 676.10 711.99 844.08 822.95 835.76
(People’s
Republic
of)
France 140.42 131.44 93.17 126.17 13749 141.89 144.02 145.57
Germany 370.83 358.48 277.83 355.92 383.74 400.96 406.73 39944
India 72.07 80.05 52.14 75.16 76.20 86.24 97.29 104.10
Indonesia 4277 42.22 35.23 39.88 45.00 50.59 54.94 58.50
Italy 135.65 128.02 94.04 132.73 143.59 14767 153.66 151.45
Japan 174.47 16725 133.35 158.21 180.19 184.39 189.74 190.23
Korea 133.38 135.04 108.97 129.50 138.89 151.79 155.04 163.84
(Republic
of)
Mexico 112.09 113.74 73.30 110.31 118.38 119.14 122.37 121.98
Russia 90.57 100.85 7512 81.44 83.77 95.32 124.04 138.14
Saudi 5297 61.05 33.81 43.03 4393 58.54 65.76 7372
Arabia
South Africa 2298 21.97 15.56 21.93 25.01 29.33 3548 30.03
Turkey 45.53 43.38 32.62 43.63 4848 51.35 55.39 5766
United 109.09 101.25 76.27 92.92 105.12 98.72 111.23 106.27
Kingdom
United 407.15 396.38 289.37 356.01 383.17 407.25 434.93 439.34
States
European 1448.62 1406.18 1107.99 1415.85 152591 1596.34 1650.68 1646.72
Union—27
countries
(from
February
01, 2020)
G20 3595.82 3416.03 2862.11 3472.27 3726.85 4050.35 422890 4262.96

Source: authors’ own elaboration on Organization for Economic Co-Operation and Development [15].

Table 1.
Quarterly (Qq-2019-Q3-2021) of G20 export of goods (value—US dollar, billions).

transported goods. Lastly, about “technology” it remarks that efficient, rapid, and
centralized processing should be further implemented.
Linked to this remark, in 2021 WCO together with WTO, drafted a paper
[17] whose objective was to provide an evidence-based picture on three different

57



Supply Chain - Recent Advances and New Perspectives in the Industry 4.0 Era

4.500,00

4.000,00

3.500,00
3.000,00
2.500,00
2.000,00
1.500,00
1.000,00
500,00
0,00

Q4-2019 Q1-2020 Q2-2020 Q3-2020 Q4-2020 Q1-2021 Q2-2021 Q3-2021

Figure 2.
Export of goods of G20 members (Qq-2019-Q3-2021)—US dollars, billions. Source: authors’ own elaboration on
Organization for Economic Co-Operation and Development [15].

technologies that Customs could utilize as trade facilitators to achieve safety and
velocity, fundamental main stones in this period. The suggested tools are blockchain;
IoT and Big Data. Specifically, WCO found that blockchain is still enduring an experi-
mental phase, mainly involving private and permissioned blockchains. Many customs
faced a certain hesitancy towards this technology, but the WCO paper highlight that
there is a common “reasonably optimistic concern” towards blockchain’s potential as it
could lead to greater efficiency and reliability in risk management, revenue collec-
tion, and trade facilitation as well as creating an environment where public authorities
can cooperate with private industry from the early stage of production and trade.
Further recognized benefits were identified in transparency, immutability and acces-
sibility of information, lower transaction and verifications costs, and increased avail-
ability of information and quality data from different sources. About IoT, WCO found
that these tools are used by more than 50% of the respondent, mostly in the area of
X-ray and computed tomography, QR Code and barcode readers, electronic seals and
automated license plate readers, and radio frequency identification (RFID) antennas
or e-seals to ensure traceability of mean of transport and goods. It has also been high-
lighted the importance of implementing IoT solutions, as they enable them to have
better risk management, greater customs clearance process efficiency and improved
analytics. Regarding Big Data, data analytics, artificial intelligence and machine
learning even if it is quite commonly utilized, there still are multiple obstacles in
common usage. Particularly, benefits linked to these technologies have been identified
in risk management, fraud detection, and audits’ facilitations, while the barriers were
identified in associated costs, and lack of expertise and good practices.

Again in 2021, the United Nations Economic Commission for Europe (UNECE)—
United Nation Center for Trade Facilitation and Electronic Business (UN/CEFACT)
published a white paper [18] to provide some best practices ensuring efficient trade
control together with facilitation measures to be implemented during the pandemic
to avoid a total interruption of commercial trade. The measures to mitigate the
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impact on trade should involve several stakeholders, including the public sector (i.e.,
customs, and border authorities), public-private partnership (i.e., National Trade
Facilitation Bodies), and private sector stakeholders (i.e., logistic, transport, produc-
tion, and manufacturing sector) and shall be aimed to cross border cooperation with
an increase of trust between partners. This could be achieved with special regimes,
special economic zones, expedite pre-arrival clearance procedures, reliable exchange
of information, and coordination between integrated risk management and sharing
and combination of data into governmental databases accessible by other interested
agencies. Similarly, further inputs should be given to National Trade Facilitation
Body and external coordination within multilateral, regional and bilateral agree-
ments as well as to trusted trader schemes. The last category includes, as known, the
AEO together with the trusted trader. Given the strict requirements provided by the
regulations governing the two schemes, governments can trust certified companies
which shared with their border authority’s information on how they are structured,
and on the management procedures and internal structures (i.e., compliance func-
tions, supply chain management, and codes of conduct). Another proposed solution
is to efficiently involve private sector actors who mainly run logistical supply chains
who can control their workforce and share the records collected with the border
authorities or by using packaging materials that are less likely to keep the coronavi-
rus alive for long hours. Finally, a strong recommendation is given on the usage of
technologies. The UNECE reminds that to reduce contagions it is important to limit
human contact which can be done by introducing system-to-system electronic data
interchange (EDI) such as the National Single Window", the port community systems
and single submission portals. All these automated systems may have several usages in
commercial, logistics, and transport exchanges as well as in the regulatory field.

3. Discussions and implications

Covid-19 pandemic has presented a never seen before (at least in the last century)
threat to international trade, leading to an important economic downturn. From the
1,179 billion dollars value of word exports of commercial services in 1995 to the 4,872
billion dollars value in 2014 [20] to 5,898 billion dollars in 2019 [21], the trend has
almost always been upwards.

In 2020 Q2 [22], commercial services plunged by 30% and merchandise trade
volume by 14.3% [23] on a year-on-year review and while they are now rising back up
(respectively, +26% and +1.6% on a year-on-year comparison [24, 25] it will take time
for them to be back at the pre-crisis level.

To reach a faster recovery, technological tools are definitely something States and
governments should invest on.

The first one to invest on is blockchain, which has been recognized as an instru-
ment that facilitates trade by helping risk management [17]. Nevertheless, it has only
been fully deployed by 2% of WCO Members, while more than 40% do not even yet
start planning its introduction [17].

! The National Single Window is defined as “a facility providing trade facilitation that allows parties involved
in trade and transport to lodge standardized information and documents with a single entry point to fulfill all
import, export, and transit-related regulatory requirements. Individual data elements should only be submitted
once electronically” [19].
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Introducing a standardized dataset between economic operators and government
agencies as well as developing common, interconnected, and interoperability block-
chain solutions, shared legal requirements and definition of blockchain technology
should help a wider usage of this particular tool.

Nevertheless, the actual usage of blockchain covers different areas in the
countries where it has been fully or partially used: it may be found in e-commerce
environments, in supply chain interconnectivity as well as in electronic certifica-
tions and licensing. Particularly, the EU started both a research program to investi-
gate the usage of blockchain in protecting geographical indications, and certification
of product origin and in helping VAT collection [17, 26], and the TRICK project in
the context of the textile industry funded by Horizon 2020 [17, 27]. Indonesia is
currently experimenting with blockchain to automate documentation, simplify the
exchange of goods and increase communication and cooperation between counter-
parts [17].

Other countries are seeking to link it with AEO and container movements: it has
been hypothesized that using blockchain in these contexts may faster registration
systems and entrust the system and the relationship between counterparts. Among
these, it can be named the Malesia experience [17] trying to make the system more
competitive and the example of the CADENA project which is a blockchain solution
that enables efficient, automated and secure information sharing on AEOs among
the Border and Customs authorities of Costa Rica, Peru and Mexico in the context of
further implement the mutual recognition agreements [28].

These experiences shall be of guidance and the positive effects that they proved
out shall be replicated in other geographical areas.

A second instrument is IoT, which is wildly used to share information with differ-
ent stakeholders, leading to better risk management, data analysis and efficiency in
the Customs clearance process [17]. For example, the usage of QR Codes for transit,
the usage of e-lock, GPS tracking, X-ray scanners, and CCTVs cameras intercon-
nected with national or regional Customs are services that help an automatization
of border crossing procedures. For example, the Italian Customs and Monopolies
Agency is conducting IoT projects based on IoT_ID code to completely digitalize the
procedures for goods transported by road and rail transiting in Italian ports [29] while
Hong Kong has implemented the GPS technology and e-lock connecting their data
with the one of China Mainland [17].

Other instruments that stakeholders can implement are linked to big data, data
analytics, artificial intelligence ad machine learning technologies. The more common
advantages are seen in data quality, predicting future trends and facilitating customs
audits [17]. These have been utilized, among other uses, to ameliorate the efficiency
of financial and tax data, to respond to the most common questions through chatbots,
to find anomalies in high revenue areas, to find illicit traffic and goods, to enhance
Customs clearance efficiency.

Almost half of the WCO members already use them [17] and only less than a
quarter have not started planning to introduce them.

To implement such technologies would require States to invest money in new
technologies, to overcome the lack of knowledge and expertise, to find a common and
shared legal background, and to strengthen trust between counterparts, finally leav-
ing aside cautiousness and lack of trust towards technologies. Nevertheless, govern-
ments, as highlighted in the literature [30], face other challenges such as handling the
complexity arising from a massive data extraction and converting it into a meaningful
model parameter.
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4, Conclusion

This chapter has analyzed several strategies related to the movement of goods
during the Covid-19 pandemic and expressed by international organizations, includ-
ing ICC, WTO and WCO. Knowing that the pandemic is not likely to end soon, and
that automatization may be the path to be followed to pursue a faster and more secure
trade exchange, the common idea is to emphasize the usage of new technologies such
as blockchain, IoT, machine learning, data analytics, artificial intelligence, and big
data.

Although, most countries have already started implementing some or all of
them, getting several advantages by their use such as speed control and tracking—as
collected in the WCO annual consolidated survey—, there still are several issues to
face to have widespread usage. Costs, lack of knowledge, good practices and/or trust,
legislation and privacy issues, and lack of governmental strategy and coordination
are the one to be faced shortly to ensure an interconnected international customs
system.

This chapter focuses only on strategies proposed by international organizations,
without acknowledging national responses to the pandemic, and this may represent a
limit in the investigation.

Future research directions may be, on the one hand, understanding whether
any country would be able to implement the proposed approaches, investing in new
technologies for its borders and Customs, and seeing the actual improvements in the
relationship among the international trade stakeholders; on the other hand, select-
ing a specific geographical scope, examining regional and national response to the
downshift of international trade and the proposed solutions at a local level.
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Chapter 5

Industry 4.0 Technologies Impact
on Supply Chain Sustainability

Mohammad Akhtar

Abstract

A supply chain is a network that links technology, activities, resources and
organisations involved in the manufacturing and distribution of product and services.
Supply Chain Operations Reference model (SCOR) defines basic processes of the supply
chain (SC) into five categories as Plan, Source, Make, Delivery and Return. The search
for a more sustainable production and consumption system is so relevant today that the
United Nations (UN) have selected it as one of their paramount societal objectives for
sustainable development. The implementation of sustainability in production and con-
sumption processes aims to mitigate negative pressures on the ecosystem generated by
products, services, and transportation. Industry 4.0 (I40) technologies have sparked
interest in recent years. The advanced digital technologies of 140 such as big data
analytics (BDA), artificial intelligence (AI), machine learning (ML), internet of things
(IoT) and sensors, block chain technology (BCT), robotic systems (RS), cloud comput-
ing (CC), cyber-physical system (CPS), additive manufacturing (AM) /3D printing
(3D), virtual reality (VR), augmented reality (AR), autonomous vehicles (AV), and
drones have found applications in many processes of manufacturing, logistics and SC.
The benefits are sustainability, efficiency, cost reduction, transparency, traceability, and
collaboration. In addition to benefits, 140 implementation is not free from challenges.

Keywords: Industry 4.0, sustainable supply chain, triple bottom line, industrial
internet of things

1. Introduction of industry 4.0 technologies

Industry 4.0, often known as smart manufacturing, is built on information
technology (IT)-driven industrial processes [1]. It combines smart factories and prod-
ucts with the Internet of Things [2, 3], with the goal of providing real-time information
on production, machines, and component flow, and integrating this data to assist man-
agers in making decisions, monitoring performance, and tracking parts and products.

1.1 Industry 4.0 technologies
1.1.1 Big data analytics

Big data analytics (BDA) is the collecting of real-time data, the use of analytical
tools, and the use of computer algorithms to derive relevant insights and patterns for
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better decision-making using data, text, audio, video [4]. Big Data 6Vs framework
describe Volume, a very large amount of data; Velocity, the data are generated very
quickly and must be processed in a very short time; Variety, a large number of
structured and unstructured data types are processed; Value, the goal is to generate
significant value for the organisation; Veracity, reliability of the processed data; and
Variability, flexibility to adapt to new data formats by collecting, storing, and
processing them. BDA aids in the achievement of long-term corporate success and
competitive advantage [5].

1.1.2 Internet of things

Internet of Things (I0T) allows devices to communicate with one another without
the need for human involvement [6]. The Internet of Things is based on a network of
devices, each of which has its own unique identity to the computer system to which it
is attached. IoT-controlled industrial systems are intelligent because they can accu-
rately and efficiently operate all linked equipment from afar [7]. For example, big data
has been utilised to enhance product development [8], SC demand forecasts [9], and
green production strategies [8, 10].

1.1.3 Block chain technology

Blockchain is a distributed data structure—a distributed ledger—in which the data
is shared on a peer-to-peer network. The network members and nodes communicate
and validate the data following a predefined protocol without a central authority.
Distributed ledgers can be either decentralised, giving equal rights to all users or
centralised, providing specific users with special rights.

1.1.4 Artificial intelligence

Artificial intelligence (AI) is a field in computer science encompassing the devel-
opment of systems capable of performing tasks that normally necessitate human
intelligence. The science of making machines do things that would require intelligence
if done by men. Three main functions are sensing and interacting, learning from the
data and decision making.

1.1.5 Autonomous robotic vehicle

Autonomous vehicles as more environmentally friendly automobiles are capable of
sensing its navigation without human input, thus the costs, emission level and work-
ing time can be reduced dramatically. They can be used not only for long distances,
but also for operational level of the supply chain.

1.1.6 Additive manufacturing (3D printing)

Additive manufacturing (AM) begins with the creation of a three-dimensional
digital model using computer-aided design software, followed by the formation of the
finished object using a 3D printer [11]. AM helps to Industry 4.0 goals by generating
personalised items in small batches and producing complex and lightweight designs
with great precision [3].
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1.1.7 Cloud manufacturing

Cloud manufacturing is a method of providing a shared network of manufacturing
resources and capabilities through the internet by establishing a virtual and global
environment. The logic of cloud manufacturing is service-based, which means
providers and consumers interact to sell and acquire services such as product design,
simulation, production, and assembly [12].

1.1.8 Cloud computing

The Cloud computing (CC) is an Internet-based third-party service provider for
data or database storage. The cloud is housed at a faraway location, not at the area
where production takes place [12]. The CC has the advantages of lower operating
costs, faster service, and simple accessibility [13].

1.2 Sustainability

Sustainability is a multi-dimensional concept incorporating economic, environ-
mental, and social dimensions of business. Primary goal of any commercial enterprise
is to make profit for long tern economic sustainability by balancing costs and revenues
in sourcing, production and distribution of goods and services. Due to global pressure,
climate change and pollution, environmental sustainability has taken centre stage in
today’s business [14]. The focus is to minimise natural resources use, waste and
pollution (air, water, land), and increased renewable energy use in production and
distribution. Social sustainability includes working environment, employee morale
and satisfaction, equity and social integration of communities. Industry 4.0 technolo-
gies (I4T) help manufacturing companies achieve long-term goals by reducing lead
times, providing customised goods, improving product quality, improving the work-
ing environment, and employee morale [15]. Organisations have been compelled to
adapt smart production systems which are more adaptable, intelligent, and agile, and
allows to address the demands of a dynamic and global market [16].

2. Literature review

Sustainable development is crucial necessity for the survival of humankind, which
should integrate sustainable production and consumption [17]. Sustainability is three-
dimensional concept encompassing economic, environmental and social (triple bottom
line). Sustainable supply chain enables the management of material, information and
capital flows as well as the cooperation among companies along the supply chain while
taking goals from all three dimensions of sustainable development (economic, environ-
mental and social) into account which are derived from customer and stakeholder
requirements [18]. One of the key features of Industry 4.0 enabled by CPS, 10T, and big
data analytics, is data accessibility and real-time information, which may help companies
achieve low cost, high quality, low risk sharing, more flexible SC planning and effective
decision making. Industry 4.0 allows for long-term purchase of more personalised
items [19]. 140 opens up new and long-term commercial prospects by maximising
resource efficiency, enhancing manufacturing flexibility, and reducing time to mar-
ket [20]. IoT controlled industrial systems are clever as they can accurately and effi-
ciently operate all linked equipment from afar [7]. Various I4T is shown to have a good
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influence on the organisations’ long-term success. However, there is a dearth of empiri-

cal evidence in the literature to substantiate the influence of I4T on sustainable operating
practices in various industries [15]. I4T contribute to long-term operations management
choices and new business models by connecting value chains through data collection and
exchange [3, 21]. As a result, long-term operations management decisions help to estab-
lish a link between circular economy (CE) principles and Industry 4.0 concepts.

The search for a more sustainable production and consumption system is so
important now that the United Nations Organisation (UNO) has made it one of their
most important social goals for long-term development [22]. The ultimate goal of
implementing sustainability into production is to take the industry to a world-class
level of sustainable manufacturing [23]. Moghaddam et al. [24] developed several
reference designs for sustainable smart 140 factories to dealt with the production of
environmentally friendly products. Nascimento et al. [25] proposed a circular econ-
omy (CE) business model using I4T for recycling garbage. Kiel et al. [26] classified
Internet of Things (IoT) issues and benefits that centred on the long-term value
creation. Waibel et al. [20] investigated the effects of smart production systems in
terms of resource efficiency and sustainability. Zambon et al. [27] proposed an Agri-
culture 4.0 through the virtualization of the Agro-food chain. Ding [28] conducted a
literature review to identify the barriers of incorporating sustainability into the phar-
maceutical SC and proposed 140 application in SC known as Pharma 4.0. Bag et al.
[29] developed a framework incorporating thirteen enablers 140 affecting SC sustain-
ability. Tsai and Lu [30] developed a 140 based production planning and control
framework using a carbon price. Ghadimi et al. [31] suggested a multiagent system to
automatically analyse and choose suppliers that contribute to sustainable SC. Belaud
et al. [32] developed agriculture 4.0 by integrating 140 into a SC and waste valoriza-
tion using big data to improve sustainability management. Sensing, smart, and sus-
tainable technologies were identified as crucial aspects of future sustainable
goods [33]. Bibaud-Alves et al. [34] used I4T to establish a relationship between the
development process of new goods, digital transformation, and sustainable develop-
ment. Paravizo et al. [35] offered a conceptual framework using 140 for developing
gamified apps that focus on sustainable manufacturing. Kamble et al. [15] reviewed 85
articles on 140 and established a sustainable industry 4.0 framework. Stock et al. [36]
carried out qualitative assessment of 140 that enables ecological and social sustainable
development. Hidayatno et al. [37] proposed a conceptual model to assess the effect 140
technology on sustainable energy in Indonesian industries. Bonilla et al. [38] used
multiple development scenarios to assess the impact and challenges of 140 implemen-
tation on long-term sustainable development. Man and Strandhagen [21] presented 140
and sustainability adoption into various business operations. Luthra and Mangla [39]
conducted a literature analysis and categorised eighteen 140 implementation challenges
of sustainable SC into four categories: organisational, strategical, legal, and ethical.
Ardanza et al. [40] demonstrated a human-machine interface using 140 that enable
operators to be more productive and safer. Meng et al. [41] carried out literature review
on sustainability and energy efficiency in smart factories, their interaction, benefits and
issues. Chaim et al. [42] examined the feasibility of using key performance indicators
(KPIs) to assess sustainability in 140 virtual learning environment. Kamble et al. [43]
analysed the barriers of 140 adoption in manufacturing industry.

Manavalan and Jayakrishna [44] examined the IoT application for a sustainable SC
and suggested software to organise material resources in businesses. Birkel et al. [45]
proposed a risk framework using 140 for sustainable manufacturing in SMEs using a
long-term strategy. Jabbour et al. [46] identified eleven critical success factors for
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implementing 140 and environmentally sustainable manufacturing and proposed an
integrated framework for future research. Kamble et al. [15] investigated the barriers
to 140 adoption in Indian manufacturing and analysed their driving and dependence
relationship. Monteleone et al. [47] suggested a water management conceptual model
in agricultural 4.0. [48, 49] carried out empirical study of 234 manufacturing firms in
Pakistan to investigate the effect of 140 on green practices in manufacturing and
logistics, which have substantial effect on sustainability of the firms.

Chalmeta and Santos-deLeén [50] carried out literature review on 140, big data
and sustainable SC. Mastos et al. [51] provided IoT application for scrap metal waste
management. Strandhagen et al. [52] proposed 140 solutions to shipbuilding supply
chains sustainability challenges in a case company. Yadav et al. [53] identified 22 140
and CE based solutions measures to overcome 28 sustainable SC challenges in an
automotive industry using BWM-ELECTRE.

Belhadi et al. [54] carried out empirical study by collecting data from 306 organisa-
tions in Europe, Asia and Africa to explore the role of digital business transformation,
organisational ambidexterity and circular business models on the relationship between
140 capabilities and sustainable performance. Fatorachian and Kazemi [55] conducted
exploratory research based on inductive reasoning and systems theory to explore the
impact of I4T on SC performance in terms of integration, information sharing and
transparency, processes improvement in procurement, production, inventory manage-
ment and retailing through digitisation, automation, and analytical capabilities. Kumar
etal. [56] analysed critical success factors for 140 implementation in circular SC. Kumar
etal. [57] studied the barriers of integrating 140 and CE in the agriculture SC using ISM-
ANP and concluded that government policies, support and incentives is major barrier.
Kusi-Sarpong et al. [58] adopted 140 initiatives for sustainable supplier selection in
circular SC. Mastos et al. [59] used 140 technologies to redesign SC for circular economy
with key identified benefits of improved availability of personnel and fleet resources,
and SC traceability through the full visibility and automation. Mubarik et al. [60]
collected data from 154 electrical and electronics Malaysian firms and found that 140
application impact SC mapping and visibility. Sharma et al. [61] found in the study that
the environmental and social factors were the highest-ranked drivers while
organisational and environmental dimensions as the highly ranked barriers of 140
adoption with the sustainability context in multi-tier manufacturing SC. Umar et al.
[48, 49] studied the effect of 140 on sustainable operations and green SC practices.

3. Industry 4.0 technologies enabling supply chain sustainability

Industry 4.0 technologies are intended to play a key role in guiding industrial and
social organisations toward long-term sustainability [46]. [4T makes it easier to
achieve a high level of process integration, which improves organisational perfor-
mance across three aspects of sustainability [15]. Braccini and Margherita [62]
explored the impact of 140 adoption in a case study of a ceramics manufacturing firm
and found that product quality and productivity improvement, energy monitoring
and consumption reduction, safe work environment and job satisfaction for workers.
Birkel and Muller [63] provided a literature review on potential of 140 on SC triple
bottom line of sustainability in planning, sourcing, logistics and recycling logistics.
Digital and smart manufacturing processes, machines and devices are likely to offer
advantages of manufacturing productivity, resource efficiency, and waste
reduction [64].
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3.1 Economic sustainability

On the economic front, I4T makes a significant contribution to value creation,
production flexibility, and product customization, which lead to higher consumer sat-
isfaction [3]. Automation and digitisation capabilities of 40 help manufacturers achieve
shorter lead times, cheaper manufacturing costs, and higher quality [11, 65]. I4T helps
in raw material inventory reduction and efficient capacity utilisation [66]. The data
offered by cloud manufacturing and IoT may be used to alter the design, production,
and logistics choices of sustainable operations management [46]. IoT applications
enable the reuse of resources in a remanufacturing process. The data generated by IoT
sensors is evaluated using a mathematical model in order to lower expenses and
dynamically manage limited resources [67]. Blockchain capabilities can support sus-
tainable supply chains, which can help reduce the product recall and rework, and trace
actual footprint of products; and reduce fraud [68]. Dev et al. [69] adopted agent-based
modelling and decision trees to facilitate inventory and supply chain reconfiguration
issues of a mobile phone supply chain. The information gathered by 140 may be used to
improve product life cycle and industry’s economic performance. Using Additive
manufacturing (AM) and IoT together can help create a more sustainable manufactur-
ing process by increasing resource efficiency and reducing recovery procedures [70].
Big data technology can influence the SC methods in terms of eco-efficiency and long-
term performance. Esmaeilian et al. [71] reviewed capabilities of Blockchain as enabler
for the successful implementation of sustainability and circular economy concepts
under four main categories of (i) promoting green behaviour through designing
specialised tokens, (ii) enhancing the visibility of product lifecycle, (iii) increasing
systems efficiency and decreasing development and operational costs, and (iv) enhanc-
ing corporate performance reporting and sustainability monitoring capabilities. Digital
supply chain may offer benefits of higher operational efficiency, ad-hoc dynamic plan-
ning, collaborative planning, collaborative product design, marketing effectiveness,
financial flow, and deeper customer integration [72]. CPS, IoT, and big data analytics,
enable a flexible supply chain planning and effective decision making, which may help
to achieve high quality with low cost and risk in sustainable purchasing [19].

3.2 Environmental sustainability

In terms of the environment, real-time data acquired from various value chain
partners assists organisations in effectively allocating industrial resources such as
materials, energy, water, and products [3, 46]. I4T also support reduced greenhouse
gas emissions [73], energy consumption [74], reduced fuel consumption as a result of
improved transportation and logistics planning; and the use of advanced tracking and
monitoring systems [75]. The Big data offers predictive analytics that improve envi-
ronmental and social sustainability [76, 77]. The inclusion of sensors in goods enables
performance monitoring such as tracking maintenance requirements-allowing
businesses to deliver high-quality service to clients on a proactive basis. Further,
organisations may invest in extending product life spans by using the 3Rs (reduce,
re-use, and recycle) and monitoring items throughout customer usage. Cloud
manufacturing and IoT can gather data from processes and things, such as machinery,
allowing for the faults detection that might result in waste. Managers may also
monitor and regulate the performance of operations based on production and resource
consumption criteria, such as energy usage; the use of sensors would allow them to
intervene in processes, even during component/product manufacturing. Machine
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efficiency might also be monitored in real time in order to schedule maintenance and
avoid wasting resources [46]. Blockchain offers visibility, transparency, relationship
management, and smart contracting which in turn offers environmental as well as
economic benefits and plays a positive role in circular economy [78]. Abdella et al.
[79] proposed machine learning using a set of environmental, social and governance
criteria to predict sustainability performance across the supply chain. The revolution
of autonomous vehicles can provide several benefits particularly in transportation part
of the supply chain to reduce the damaged products. Automated guided vehicles
(AGV) help in efficient materials handling operations improving the environmental
and social sustainability. Krueger et al., [80] analysed possibilities of shared autono-
mous vehicles implementation implemented in a logistic cluster in public transport
industry to improve utilisation of assets and reduce environment effect. Additive
manufacturing result in less material being used and requires recycling of tiny
amounts of trash due to mobility of 3D printers [70]. The usage of AM also helps to
improve the sustainability of a manufacturing process by lowering the materials use
and energy consumption. 140 help in energy monitoring that will result into increased
energy efficiency and lower CO2 emissions [81]. AM and IoT can aid in improving
reverse logistics operations, such as tracking and tracing end of use and end of life
items and monitoring recycling activities to pave the way for a long-term route
toward circular manufacturing [82]. Cloud technology allows for the capture,
exchange, and sharing of dynamic life-cycle data, as well as SC partnerships for
environmental footprint assessment [83]. Cloud-based service platform can help in
improved decision-making and thereby minimise greenhouse gas emissions in the
transportation and logistics industries [84]. Big data analytics in process control, for
example, might help in pollution control and natural resource management [85].
Cyber-physical systems aid in production without generating waste or consuming
unnecessary resources; the IoT enables mass customization and production that meets
demand without producing excess inventory; cloud manufacturing enables controlled
resource consumption (e.g., raw materials, energy, water); and additive manufactur-
ing proactively maintains products, saves energy, and reduces waste from defective
products [2, 20, 86]. By designing goods based on precise consumption data, cyber-
physical systems improve customer satisfaction. As a result, using the 5Rs technique
(reduce, repair, re-use, recycle, and remanufacture) [86, 87], it is feasible to develop
goods with longer life spans. CPS and IoT aid in the planning of energy and carbon-
efficient logistics routes, as well as assisting suppliers in managing their own perfor-
mance in terms of production planning, delivery quality and reliability, and environ-
mental compliance via remote monitoring [88]. In smart factory, communication
efficiency, transparency, surveillance, and control will minimise downtime, waste,
defect, and risk across production processes [89].

3.3 Social sustainability

On the social front, I4T provides a plethora of options for employees to learn new
technology, boosting morale and motivation [73, 74]. I4T provides employees with a
better and safe working environment [15]. Al and data analytics can help in
personalised career development programs based on the behaviour, experience, skills,
personality, and learning patterns of each employee [90]. I4T will create new jobs in
area of informatics, mechatronics, process engineering, and system integration [91].
Industry 4.0 technologies impact on supply chain sustainability is summarised in
Table 1. Industry 4.0 sustainability benefits are shown in Table 2.
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Industry 4.0 Technology Features

Automation Integration Modularity

Real-time capability Flexibility Interoperability
Virtualisation Decentralisation Data quality and availability
Servitisation Product and service customisation ~ Transparency

$

Supply Chain Sustainability

Economical Environmental Social

Process and Production Material and Resource use reduction Worker’s productivity

efficiency improvement

Cost effectiveness Energy Consumption reduction Working condition improvement

Quality improvement Water Consumption reduction Worker’s Health and safety
improvement

Scalability Waste reduction Equity

Profit Margin improvement  Air pollution and GHG emission
reduction

Reverse logistics reduction

Table 1.
Industry 4.0 technologies impact on supply chain sustainability.

4. Discussion on Industry 4.0 sustainability

Industry 4.0 technologies such as Al, ML, IoT, Big data, Block chain technology,
VR, AR, CPS, Industrial Autonomous Robotics, Cloud computing etc. are being
adopted in manufacturing and supply chain throughout the world but slowly.
Researchers and professional managers believe that 140 offers integration, interoper-
ability, real-time capability, quality data, modularity, decentralisation, product
customisation, servitisation, collaboration, transparency and virtualisation, which
may positively impact sustainability. On economic dimension, 14T adoption in supply
chain will improve supply chain efficiency, quality, resilience, customer specific
planning, production and logistics alignment, on-time delivery, order accuracy,
downtime prediction, and repair and maintenance, supplier selection and procure-
ment, and reduce lead time. Economic sustainability will reduce cost and improve
profitability. 140 acts environment friendly as its adoption will lead to reduction of
raw materials and resources, energy consumption, GHG emission, scrap and waste,
physical prototyping, transparency, tracking and traceability. It will enhance sustain-
ability processes and transportation and environmental monitoring. Regarding social
sustainability dimension, I4T can offer safe working environment and flexibility,
reduce stress and hazardous tasks, and improve learning and development. It is not
free from challenges. Human activities such as inventory tracking, quality control,
and even product distribution may be performed by Industrial robots, automated
vehicles, and intelligent machines and there would be loss of jobs [96]. At the same
time, it will provide opportunity for new jobs in I4T. Most of the studies are theoret-
ical. Hence, it needs to be supported by qualitative and case studies.

74



X X uononpaz derog

uononpax
x Burdfyoz01d pearshyq

121582 SuLiojiuow

x [e3uswIUOIIAUY

uonestundo

x 5590014 d[qeureIsng

uonoNpal

x x x uondumsuo AS1oug

uonoNpax
uonduwmsuod

x X X 20IM0SyY  [eIUSWUOIIAUF

Kouaroyza
SoueusIUTRW

X X pue sredoy

uononpat

X X 1500 Burpofoay

x Koeanooe 19p10Q

x x x ALxoayep 1oiseg

Kousroyza

x x x sse001d sonsi3o]

sonsiSo] pue
X X X o uononpoxd pauliy

uonorpaid

X X swpumoq

2ouaIpIsal ureyd
X A1ddns paaoxdug

Juswamooxd pue

wonoapes ronddns

//dx.doi.org/10.5772/intechopen.102978

http

Industry 4.0 Technologies Impact on Supply Chain Sustainability

DOI

x x snowouomy

Suruuerd

X x oyyoads 1owosny
x uondNpa1 awm pea| sruouoay

[s6] [¥9l le€] [88]
[8z1 e [e8]  [89] [29] wewonag  [06]  [9€]  [v6] wBuew [st] [ov] [z6] [oz] [s8]  [oz]  wosmy [v8]
e eump e eI eypydep [16] rqred » pue el eI e bl e e [€6] muazey pue ‘eI ‘[ ‘e pue [o/] T3 TeI  [H/] eI syaudg
ueyy] -epIEH AI(Q MAqeS 2R IUDORIg OO[YNBQOYD  P[[PI0MO], SUOIS OO0I§ I[N I[N I[quiey] Inoqqe( OO[YNeqOYD UEIYORIOIe] [ OPYZ [IqIEAN + odsaq  Suag mq

75



‘sifouaq Anpiquuivisns o'v Cagsnpuy
‘T 9[qe],

uoponpai ssavoid

x x SuroAoox snoprezepy

pasoxdurr ururen

x x pue Sururea

ssans
pue syse} snoprezey
x X X Jo uononpay

JUDWUOIIAUD

x x x Sunjtom ayes [erog

uoponpal

x X uoIssIuD HHO

SurpAo1 Jo

Supply Chain - Recent Advances and New Perspectives in the Industry 4.0 Era

X X X X X X Buoen pue Supper],
x Aouaredsue],
wonestumdo
x 110dsuexy,
[se] [¥9] [6€] [88]
[81 e [z8]  [89] [29] wwewonag  [06]  [9€]  [v6] erdue [st] [ov] [z6] [oz] [s8]  [oz]  wosmy [v8]

e eumpy (e e eupysep [16] e ® pue el eI TR 2 TR TR [€6] rmwazey pue ‘eI [eID N 25 pue [0/] Te3 TeI  [H/] TR siyaudg

ueyy -epIED A LRqeS 2P IUIdEIg OO[P[EqOYD  B[I0MO] dU0IS O0}§ WM eIPNT dquiey] Inoqqe( oo[p[eqoyD ueOeIoNe] [P OrYZ Pqrepm JOH dsaq  Suag 1 q

76



Industry 4.0 Technologies Impact on Supply Chain Sustainability
DOI: http://dx.doi.org/10.5772 /intechopen.102978

5. Conclusion

Data collection and monitoring, information sharing, tracking, decision-making, and
coordination between organisational areas and SC partners are technical and
organisational factors that could influence the integration of Industry 4.0 and environ-
mentally sustainable SC decision-making. This paper argues for an integrated approach to
the issues that Industry 4.0 technologies may unleash the full potential of ecologically
sustainable SC. The impact of Industry 4.0 technologies in economic dimension of triple
bottom line is efficiency, flexibility, productivity and quality, which will enhance eco-
nomic performance. On the environmental dimension, better resources utilisation, more
quantity production, reduction of waste and energy will result into environmental per-
formance. Finally on societal dimension, better labour utilisation and safe working con-
ditions due to digitalisation and automation. The goal of this paper is to highlight the
convergence of two important subjects; Industry 4.0 and sustainable SC with triple
bottom line considerations. These two aspects have mostly been investigated separately.
Industry 4.0 has the potential to increase ecologically sustainable production, distribution
and consumption by allowing for the creation of green products, green manufacturing
processes, and green SCM in ways that have never been possible before. On the other
hand, the synergy between Industry 4.0 and ecologically sustainable production and
distribution is contingent on a number of important success factors. Industry 4.0 adop-
tion is faces few challenges. I4T need to be connected continuously and massive data
centres will increase energy consumption. Therefore, it is necessary to balance energy
savings and additional energy requirement in 140 adoption. 140 device replacement may
also create additional waste. In recycling, sharing information about product by manu-
facturer, product use and transparency is also a matter of concern that needs to be
addressed. Initial high investment and return also need to be studied. Major limitation of
the study is the theoretical aspect. It is suggested that these theoretical research proposi-
tions be further explored, either through qualitative research or further investigated using
quantitative methodology.
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Chapter 6

Open Innovation Strategies

on New Product and Process
Development Prospects: A Case
of the Automotive Component
Manufacturers in South Africa

Arthur Mzwandile Gonyora and Pfano Mashau

Abstract

Competition between South African Automotive Component Manufacturers
ACMs has focused on activities associated with supply chain management such as
transporting raw materials and finished products. However, these activities are non-
value, adding, so they are an area of relative opportunities for cost reduction; hence
new product development presents a significant boost to competitiveness. This chap-
ter's primary goal is to determine which open innovation practices can benefit ACMs
in developing new products and processes by using a sample survey of 10 ACMs in the
automotive manufacturing industry in South Africa. The study adopted a quantitative
methodology approach using a 5 Likert structured questionnaire. Data were collected
from 33 respondents, including owners, senior and junior managers of ACMs. The
results identified that idea generation positively influences the Open Innovation
activity of seeking new outside applications for internally developed innovations,
knowledge, tools and ideas on new product development. The significant implications
are that ACMs should improve their dynamic capabilities to turn ideas generated into
new innovative products to remain competitive. This chapter contributes to the exist-
ing knowledge by suggesting a contextualised impact of open innovation strategy on
sustainable new product development of ACMs in South Africa.

Keywords: automotive component manufacturers, open innovation,
new product development, fourth industrial revolution

1. Introduction

The disruptive changes of the 4th Industrial Revolution (4th IR) era have resulted
in fierce competition between companies, big or small, focused on supply chain
management activities, such as transporting primary and secondary products.
However, these activities are non-valve adding to products; instead, there are signifi-
cant opportunities for cost reduction. On the other hand, Global Original Equipment
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Manufacturers (OEMs) seek advanced operational strategies that capacitate the
approach towards their target markets while reducing distances, decreasing produc-
tion costs, on-time delivery, reducing cycle times, and thus improving the overall
process and product quality [1]. To respond to the disruptive changes caused by the
4th IR, these big international players have established local subsidiaries to support
them in producing automobiles in other countries and position themselves better to
access their markets. The benefits derived include government subsidies from the host
country, local skilled labour, appropriate infrastructure, and low production costs [2].
Since ACMs are pivotal in the manufacturing supply chain, they face unique chal-
lenges of lack of resources, dynamic capabilities, and vulnerabilities in the industry.
These challenges result in technical stoppages or unplanned shutdowns, leading to
loss of working time, hindering workers from keeping their jobs and companies from
retaining skilled human resources. Thus, besides ACMs maintaining their employees,
their revenue is significantly compromised and negatively impacts competitiveness.
This problem has necessitated management to develop alternatives such as new
products and services. This new product development process enables companies
to increase their income, become more competitive, and avoid the frequent loss of
highly skilled workers, curtailing unintended knowledge transfer.

2. Problem statement

The main markets for ACMs have diminished due to financial crises and the numer-
ous operational challenges they have to overcome. These firms face impermanent shut-
downs or technical stoppages in avoiding job losses and retaining valued skilled human
resources, notwithstanding the challenges of the 4th IR, which emanate from adopting
a big-picture perspective of business and processes to integrate different needs across
departments and workers into one common goal. Industry 4.0 brings entirely new
capabilities to operations managers, allowing them to respond faster to critical situa-
tions and improve on multiple KPIs. The price of holding on to their human resources
reduces financial income or risks total work stoppage. This problem has resulted in top
managers adopting innovation and developing new products manufactured with the
existing infrastructure, robust organisational structure, advanced production systems
and competent workforce. Inevitably, the benefits of new product development are
an increase in income, competitiveness and retention of highly skilled workers, and
managing knowledge transfer. As such, this study sought to compile and categorise
the application of OI in the context of the new product development in the 4 IR era by
answering the following Research Questions RQs:

RO1: What impact of open innovation strategies on new product development
prospects in the 4 IR era?

RO2: What proposed contextual open innovation strategies model will apply to
automotive component manufacturers?

The study contributes to the current body of knowledge by addressing the gap
that exists in the literature on open innovation strategies by exploring how ACMs in a
developing country such as South Africa approach new product development initia-
tives to escape the intense competition of today’s global economy when responding to
the competitiveness issues. Open innovation strategies identified in the study impact
the competitiveness of the ACMs industry, which plays a vital role in the overall South
African economy. The study also identifies how South African ACMs adopt open
innovation strategies and the benefits. The field of competitive strategies is dynamic;

86



Open Innovation Stvategies on New Product and Process Development Prospects: A Case...
DOI: http://dx.doi.org/10.5772/intechopen.105035

thus, the study provides new insights into new product development and the concept
of open innovation strategies, which can assist practitioners in developing appropri-
ate open innovation strategies to mitigate new product development challenges and
boost competitiveness.

The chapter first reviews available literature on ACMs, open innovation strate-
gies and the benefits to new product development, followed by a description of the
research design and methodology, a report of the findings, recommendations and
subsequent conclusions.

3. Literature review

ACMs have to develop innovations and new products compared to the traditional
innovation process to be competitive. They must identify customers' needs and
requirements achievable from their production process capacity and the organisa-
tional structure. Their inability to implement drastic changes to their production
processes and only be ready and attentive to the requirements of their parent compa-
nies makes them vulnerable to competitiveness and innovation [3].

4. Fourth industrial revolution (14.0)

While the first, second and third industrial revolutions (IRs) changed the
industries’ shop floors through the use of steam power, electrical power and auto-
mation, respectively, the 4.0 is about the communication among cyber-physical
systems (CPSs) [4]. The advances in computing power, intelligent control, and
connectivity lead to the development of intelligent products and allow for radical
changes in several other areas. As in the previous IRs, sweeping changes in the
shop floor are causing a cascading effect of changes through all the processes in the
value chains, thus supporting the creation of new business models and allowing
for the production of improved products, which are impacting customers’ uses and
behaviours in new ways.

5. ACM open innovation model

The ACM Open Innovation Strategies archetypal represents the various
approaches that diverse ACMs are likely to apply to strengthen their organisa-
tion's performance by increasing innovation activities, including New Product
Development NPD and economic performance. The strategies are responsible for
the successful overwhelming core challenges component manufacturers face about
their size, otherwise coined (size-related challenges). Referred to in this archetype
as ‘resource scarcity, inadequate dynamic capabilities, and extreme exposure to risk;
This archetypal assumes that ACM’s ‘knowledge exploration, referred to as ‘creation
of value), and ‘knowledge exploitation’, referred to as ‘value capture’, help to select the
appropriate strategic options to follow. It assumes that ACM’s leverage changes over
time and can hypothetically accept other alternatives in the future.

The open innovation strategies model (Figure 1) represents an assumption that
ACMs must concentrate on essential elements in the management process, which
encompass guidance, reinforcement of absorptive and adsorptive capacities, cultivation
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Figure 1.
ACM open innovation strategies. Source: [5].

of risk-taking culture, employee motivation, exploiting functional business systems,
effective decision-making and employee assurance and other numerous factors.

The proposed archetype highlights those facets since they are vital in determining
which strategy an ACM should pursue. This model incorporates management con-
siderations to focus on lower forms of innovation strategies that can be followed by
ACMs who possess unique strengths in competition depending on whether they are
“exploration and exploitation capabilities” [5].

With the automotive industry being the focal point, the study authors adopted this
archetype to assess a variety of ACM approaches for contending with others in this envi-
ronment, given ACMS5 relative innovation exploration and exploitation strengths. There
are many combinations of strategies and sub-strategies. For example, inward open innova-
tion is viewed in numerous ways, including procurement or hiring a patent, exchanging
stock for a patent, acquiring mutually joint patents, acquisitions, or subcontracting R and
D projects. Inward and outward innovation can coincide by combining other unique strat-
egies such as cross-licencing. This model focuses on open innovation’s three main groupings
(inward, outward, and collaboration strategies). The model pairs them to the categories of
ACMs that will use and benefit from them. Each strategy was assessed theoretically about:

» Its ability to increase ACM innovation outputs and financial performance.

* Its strategic mitigation or aggravation of the mentioned challenges are resource
scarcity, limited dynamic capabilities and disproportionate risk exposure.

The study intends to establish the link between open innovation strategies in reduc-
ing NPD challenges affecting these ACMs to the actual performance outcomes. The
study also allows us to evaluate the impact of the strategies in executing NPD activities.
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The model indicates that each quadrant is identified by a name that describes the
archetypal strategic positioning in that quadrant. As an illustration, ACMs in the
lower right quadrant focus on investing in the production of new knowledge, whereas
ACMs in the upper left quadrant will focus on commercialisation initiatives. Each
quadrant describes all ACMs, and the classification is designed to give an easy refer-
ence. All ACMs could follow the collaborative route, but the ACMs in the lower left
quadrant could employ only collaborative strategies. This choice is a result of the lack
of proficiency in the creation of value, hence classified as “inventive,” and the captur-
ing of value capabilities classified as “Commercialising” and combined capabilities
classified as “versatile. ACMs in the other quadrants are classified as “collaborative.”
The collaborative approach is available as a strategic option in every quadrant.

6. Collaborative automotive component manufactures quadrant

The lower left quadrant in the model represents ACMs that collaborate and lack
innovative exploration and exploitation capabilities. Besides the lack of explorative or
exploitative capabilities, they possess the option to implement various collaboration
approaches that permit control of the exploration and exploitation strengths over
other organisations. Besides, there are three core classifications of collaborations with
employees termed “closed innovation approach.” These collaborations are [6]. While
collaboration is the primary open innovation strategy available, it is not exceptional
for collaborative organisations only since ACMs in supplementary quadrants could,
by choice, implement collaboration-interrelated strategies. These subsequent sugges-
tions are about ACMs universally, notwithstanding the quadrant they occupy.

7. Inventive automotive component manufacturers quadrant

The inventive quadrant is at the lower right side of the model. Since the ACMs in
this quadrant have strong knowledge creation (exploration) abilities, referred to as
“inventive,” they are likely to depend on their unique resources and capabilities. Many
ACMs belong to this group because they experience challenges with value capture.
Additionally, [7] noted that ACMs who possess fewer capabilities to commercialise
resort to the option of licencing out their innovations to willing partners.

8. Commercialising automotive component manufactures quadrant

The upper left quadrant of the model is the “Commercialising” ACMs quadrant.
These organisations are characterised by intense commercialisation, “exploita-
tion capabilities” matched with not as robust knowledge creation, “exploration
capabilities.” The conversion of external ideas into new products achieved through
Commercialisation and ACMs in this quadrant focus on this activity. There are
fewer ACMs in this grouping than in Inventive or Collaborative quadrants because
many organisations lack commercialisation capabilities [8]. This grouping includes
manufacturers and niche organisations with specialised distribution channels. Other
organisations are bound to gain an advantage by obtaining IP since their positioning
makes them better positioned to consider IP as a feasible option. “Inward open inno-
vation” gives ACMs a competitive advantage when bringing products to the market.
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9. Versatile automotive component manufactures quadrant

The Versatile ACMs quadrant is on the upper right side of the model and depicts the
most robust organisations. More established mid-sized and small organisations in this
cluster have reached maturity and are deeply rooted in niche markets. They possess
robust knowledge creation and exploitation capabilities. They are self-reliant in explora-
tion or exploitation assistance and can opt for a more closed innovation approach. They
can benefit by implementing more than one innovation strategy: inward, outward, or
collaboration. These ACMs can use different strategies, sub, or coupled strategies to
enhance their organisational performance and competitive standing. When negligible
benefits derived from the formation of these actions are equal to the marginal costs,
these organisations start seeking an approach to change the excellent symmetry of depth
(intensity) and breadth (scope) of these activities; hence we reach the final proposition.

10. Innovation and new product development in the automotive industry

Frequently innovation definition is about the adoption of an idea or behaviour [9],
the development of new products [10] and the initiation of changes to an established
phenomenon [11] utilising the right technology [12]. Innovation is critical to differ-
ent companies and countries, and Schumpeter was the first economist to pronounce
the importance of innovation and development for any entity. Additionally, a recent
overview of the economic importance of innovation has found an adjacent relation-
ship between these two variables for any country [13]. Innovation is a strategy used by
automotive component manufacturers that adhere to long-term plans based on OEM
operational strategy [14], especially in a capitalist environment, where production
and consumerism are vibrant [15].

Innovative practices assist automotive component manufacturers and the supply
chain that have saturated traditional markets with outdated products. Automotive
component manufacturers usually understand their customer requirements and
lead times based on long-term forecasting. Minor product modifications can be
implemented using the available organisational structures and production processes.
Despite this, automotive component manufacturers can expedite proposed products
with suitable characteristics thanks to their technical capabilities, which is a great
advantage since the time required for the new product development (NPD) process
is lengthy in a small company. However, currently, these ACMs have much expertise
in product changes and production processes they can swiftly respond to their parent
companies’ production requirements.

Fortunately, some South African automotive component manufacturers improve
product characteristics through innovative practices designed by their product
department or a product development department. In contrast, some OEMs have
introduced technical development centres that provide technical support to other
departments in NPD and component suppliers in their value chains. These companies
possess a competitive advantage based on their geographical location, which is strate-
gically a critical success factor in competing with other global players in the automo-
tive industry. Nevertheless, one of the most critical issues concerning innovation in
these automotive component manufacturers is the relationship between the different
critical factors associated with the success of NPD and competitive advantage [16].
Therefore, this relationship makes it an area of exceptional and consistent attention if
competitiveness is achieved.

90



Open Innovation Stvategies on New Product and Process Development Prospects: A Case...
DOI: http://dx.doi.org/10.5772/intechopen.105035

11. Critical success factors in NPD and innovation

Innovation and NPD present an opportunity for strategic advantage in the auto-
motive and other industries as related processes necessary to identify a firm’s activities
or critical success factors (CSFs) [17]. Numerous authors have intensified efforts on
the role of CSFs; the literature review indicates management commitment as crucial
for NPD [18], survival and success. Team development skills are other extensively
studied CSFs [18] and the internal processes companies use to retain a trained work-
force. Similarly, authors have highlighted the processes for the identification of the
following: market needs [19, 20], the translation of those needs into a workable design
to be manufactured [21, 22] and the cultural adaptations made as companies intro-
duce the structural changes required to keep people continuously informed in an even
developmental process [13, 22].

The present study [15] recently authenticated three dimensions addressed in
[21] as CSFs. These dimensions are product, market and process characteristics.
Furthermore, [15] confirmed organisational and marketing characteristics, suggest-
ing that these CSFs are relevant in NPD.

Several authors have presented their evidence and finally identified benefits
gained from NPD for both customers and companies worldwide. Table 1 presents
the most important benefits. However, the question is, “Are these findings applicable
to South African automotive component manufacturers as processes and innovation

Benefits for Companies References
Competitive edge [16, 19]
Financial performance [16, 19, 22]
Innovation speed [16, 22, 23]
Financial profit [24]
Market share [25]
Product adaptation to the environment [22, 23, 25]
Adaptation to customer demands [19, 25]
Technological upper hand over competitors [25]
Long-term view [26]
Reduced product lifecycle [24]
Market growth [24]
Product acceptance in the market [27]
Benefits for Customers
Customer satisfaction [16, 22]
Innovation of a new product [16, 22]
Product quality [16, 19]
Technological innovations [16, 25]
Product functionality [24]
Reliability of the new product [24]
Technical support and performance [24]
Table 1.

Benefits of open innovation in ACMs. Source: Own.
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practices? The answer is based on the relationship between innovation and NPD and
the benefits derived from open innovation explored in the next section.

Open innovation is not a walk in the park [7], especially for start-up ventures which
lack adequate capabilities regarding capital investments and research and development
activities. Hence, open innovation presents an excellent opportunity for ACMs to venture
into new product development [28]. Nevertheless, [29] criticises [30], the founder of open
innovation, for exaggerating its applicability to research and development by claiming
that it is often long-term, expensive and always risky and requires the protection of
consequences. He argues that closed innovation remains an effective way for research and
development investment. Internet-based tools such as Web 2.0 are increasingly gaining
leverage in the internal and external capabilities of ACMs [31]. Some scholars argue that
ACMs are more effective than OEMs in parallel using various open innovation practices
because of their unwavering support and dedication to parent companies’ requirements
[32]. However, [33] found that most ACMs still pursue closed over open innovation. [34]
argue that firms that provide their ideas to external parties are more product innovative
orientated than non-providers. They found that mutual rather than one-way exchanges
are relationships that significantly raise the probability for automotive component
manufacturers to experience a substantial benefit from contributing to other firms’ new
product development projects. [35] explored Danish small and medium enterprises and
identified the costs linked to numerous sources of innovation. However, the automotive
manufacturers found that market and science sources are related to decreased costs and
collaboration, so suppliers of a similar knowledge base are related to the performance of
the market and collaboration with customers in lesser project fees.

Nevertheless, they found that novelty in new products is lower than in those
embedded with suppliers. Technology scouting is a low cost but valuable alternative
for SMEs involved in high-tech activities [36]. Overall, SMEs are increasingly adopt-
ing open innovation as a part of operational strategies [37, 38].

A critical study by [38] found that ACMs adopt open innovation primarily for com-
mercial interests such as meeting customer demand and keeping up with competitors.
[39] demonstrated that ACMSs’ interaction with sources of innovation is not essential
during the phase of recognising the innovation process but also at the end-stage to
facilitate the successful commercialisation of a product or service. Kang et al. [40]
asserted that the firm size and government support significantly impact the commer-
cialisation of automotive component manufacturers. They established that appropri-
ability, innovative capabilities and investment in external research and development
have profoundly positive impacts on ACMs’ commercialisation initiatives. [28] further,
argue that ACMs are good at inventions but lack essential commercialisation resources.
Hence, ACMs suggest that collaboration with other partners, including intermediaries
at the commercial stage, may help overcome their limitations for commercialisation.
Collaboration for ACMs is more critical in the commercialisation stage than in other
stages such as ideation, research, and development [38-41]. For ACMs, open innova-
tion is less practical than revenue generation [32, 42]. Nevertheless, cooperation with
industry incumbents helps to overcome challenges ACMs encounter [38].

12. The theory underpinning the study

Based on the literature review, the study identifies four ACMs’ open innovation
strategies: commercialisation, collaboration, invention, and versatility. In support of [5],
they illustrate the relationship between these four main categories of open innovation
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strategies and the theoretical underpinnings to evaluate how they impact competitive-
ness. This study focuses on how these strategies impact NPD. The resource-related
challenges (inputs) are expressed in terms of the resource-based view theory. The firm
capability-related challenges (transforming these inputs into outputs) are conceptualised
by examining the dynamic capabilities theory. The risk-related challenges (related to

the uncertainty of innovation project outcomes) are more effectively comprehended by
assessing the portfolio theory. Regardless of the nature of the performance benchmark
(financial and philanthropic), these three types of challenges faced by ACMs directly
impact competitiveness, which the study proposes to be achieved through new product
development.

13. Research design

An exploratory and descriptive method technique was adopted. The empirical
research aimed to determine:

1.the impact of open innovation strategies on new product development prospects
in the I4.0 era.

2.to propose a contextual open innovation strategies model that will apply to the
automotive component manufacturers in the industry.

The chapter’s objectives were achieved; by designing a structured questionnaire
that consisted of two sections. Section 1 included the profile of the company con-
cerning positions and qualifications. Section 2 required the respondents to indicate
to what extent they collaborated with external partners in adopting open innovation
strategies during NPD, identified using a five-point Likert scale for each of these
constructs. The constructs measured organisational support for innovation proj-
ects, collaboration with external partners and the use of external knowledge. The
impact of the strategies was measured using a five-point Likert scale varying from
1 (impact to a lesser extent) to 5 (impact to a greater extent). Section 2 of the ques-
tionnaire required respondents to rate their agreement, from 1 = strongly disagree
to 5 = strongly agree, that there were benefits from each of the four strategies,
namely versatility, inventiveness, commercialisation and collaboration under study.
A statistician checked the questionnaire prior to conducting the empirical research
to ensure that the formulation of the questions was clear and understandable to the
respondents.

14. Sampling

The unit of analysis for the study was senior R and D practitioners within the
South African automotive component manufacturers who are member companies
of the AIDC, an association that represents the South African automotive industry.
As the association represents the entire automotive industry in South Africa, it was
decided to incorporate members of this association. Four ACMs from the three central
automotive manufacturing provinces were included giving a fair geographical spread
a total of 33 questionnaires were sent out to the research and development managers
representing the ACMs—a census sample.
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15. Data collection

By using a survey questionnaire, quantitative data was collected from a sample of
33 managers with research and development responsibilities. Four major automotive
component manufacturers participated in the research and provided all 33 respondents.
These firms were distributed as Kwazulu natal (2), Gauteng (6) and Eastern cape (2).
Some automotive component manufacturers refused to participate in the research,
citing confidentiality issues with their clients, Original Equipment Manufacturers with
head offices based globally. A total of 33 (75.3%) responses were received.

16. Data analysis

The completed questionnaires were coded, following which the responses were
captured in Excel and analysed employing SPSS25, using descriptive statistics and
binomial tests.

17. Ethical considerations

The UKZN research office granted the ethical clearance to enable the execution
of the study. The researchers ensured that participants signed the consent forms,
indicating that they were participating in the research voluntarily. The researchers
assured participants of the confidential handling of information divulged in the
questionnaires. The researchers were mindful of the effects of leaking business secrets
to rival firms and kept all records about the research under lock and key.

18. Reliability analysis of the questionnaire

Reliability is an evaluating measure that tests a measuring instrument’s accuracy
and consistency. It is how techniques, approaches and methodologies for collecting
data provide reliable findings [43]. A reliability test was conducted on each of the four
strategies, using Cronbach’s coefficient alpha, as illustrated in Table 2.

The analysis indicated a high level of reliability with a Cronbach’s Alpha of .899,
items scoring 89.9%. Table 2 above reflects the resultant Cronbach’s Alpha for the
questionnaire used in this study. Bryman and Bell [44] stated that it is essential to
appreciate the basic features of what a reliability test means. Whereas Cronbach’s
alpha determines internal reliability, it essentially calculates the average of all possible
split-half reliability coefficients. A computed alpha coefficient will vary between 1
and 0 (denoting perfect internal reliability). As a rule of thumb, Figure 0.80 is typi-
cally employed in denoting an acceptable level of internal reliability, though many
writers accept a slightly lower figure. For example, in the case of the “Burnout Scale”
replicated by several researchers, alpha was 0.7, which they suggested was efficient.

Cronbach’s Alpha No of Items
0.899 54
Table 2.

Cronbach’s coefficient alpha.
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19. Presentation of quantitative results

The focus of the chapter was on determining the relationship between innovation
challenges and the competitiveness of automotive component manufacturers’ opera-
tions. The competitiveness was achieved by identifying the industry’s open innova-
tion challenges and their impact on its competitiveness.

20. Position

Table 3 below indicates that most respondents occupied positions other than top mana-
gerial such as Artisans. Artisans provide technical advice to the management, which isa
strategic role and function, and above all, they are the implementers of the organisation’s
open, innovative strategies. However, strategic planning is primarily the responsibility of
top management. Cumulatively management constituted 54.5% of the total respondents,
with 15.2% being Chief Executive Officers, 27.3% senior managers, and 12.1% research
and Development Managers. The researchers believe the respondents were strategically
configured and positioned to competently answer the questionnaire and help the research-
ers gather relevant information and data to solve the research problem.

Position Frequency Per cent Valid Percent Cumulative Percent
CEO 5 15.2 15.2 15.2
Senior Manager 9 273 273 424
R&D Manager 4 12.1 121 54.5
Others 15 45.5 45.5 100.0
Total 33 100.0 100.0
Table 3.

Respondents’ position.

21. Qualification

Table 4 below shows that out of 33 respondents, the majority constituting 30.3%
had a master’s degree, 27.3% with a Diploma, 8% with first degrees, 12.1% with other
qualifications such as relevant Certificates and 6.1% had PhDs. A Master’s degree

Qualification Frequency Per cent Valid Percent Cumulative Percent
Diploma 9 273 273 273
Degree 8 24.2 24.2 51.5
Masters 10 303 303 818
PhD 2 6.1 6.1 879
Others 4 121 121 100.0
Total 33 100.0 100.0
Table 4.

Respondents qualifications.
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is an international standard managerial qualification. Managers that possess such a
high level of qualifications are highly competent in their managerial duties. 81.8% of
the respondents fell in suitably and relevantly qualified respondents. As a result, the
researcher had no reason to doubt the managerial capabilities of the respondents and
their competence to handle the questionnaire.

Table 5 below shows the inferential correlation statistics measuring the impact of
open innovation strategies on new product development prospects.

The results in Table 5 above show that idea generation was found to have a strong
positive impact on seeking new outside applications for internally developed innova-
tions, knowledge, tools and ideas, r (0.539**) = 0.539, p = 0.001. From idea generation
was also found to be having a strong positive impact on process of new product/
processes development, r (0.556**) = 0.556, p = 0.001, strong positive impact on
introduction of new products /processes development r (0.497**) = 0.497, p = 0.003.
“Seeking new outside applications for internally developed innovations, knowledge,
tools, and ideas” were found to have a strong positive impact on the new product/
processes development process, r (0.518"*) = 0.518, p = 0.002.

The results also show that synergy created from combining knowledge among
participating firms is having a strong positive impact on the opening of new markets,
r (0.631"*) = 0.631, p = 0.000. Process of new product/ processes development was
found to be having a strong positive impact on introduction of new products/pro-
cesses development, r (0.697**) = 0.697, p = 0.000 and a strong positive impact on
introduction of new processes/ services, r (0.455**) = 0.455, p = 0.008. On the other
hand, the introduction of new products/processes development had a strong positive
impact on the introduction of new processes/services, r (0.455**) = 0.455, p = 0.008,
while the introduction of new processes/services has a strong positive impact on the
opening of new markets, r (0.459**) = 0.459, p = 0.008.

22. Discussion of results

This study indicates that idea generation positively influences the open innovation
activity of seeking new outside applications for internally developed innovations,
knowledge, tools, and ideas for new product development. Idea generation also
positively impacts new process development and the introduction of new product
development. The results also indicate that the synergies created from combining
knowledge among participating firms have a positive, substantial impact on opening
new markets for new products. The introduction of new processes or services has a
strong positive impact on opening new markets for new products. New processes and
services such as distribution channels and value chains are essential and critical for
new product development.

Literature suggests that several attempts have proffered open innovation strategies
at the centre of openness and its ability to stimulate innovation within firms. This
stimulation is achieved by combining large and different pools of external sources
resulting in increased diversified products and better processes of matching products
to consumer preferences [45-47]. Open innovation management creates and brings
monetary values to innovative technological knowledge and individual creativity.
Literature has, in recent years, popularised this model of bringing monetary value
to innovation as open innovation [3]. However, open innovation is not a one-dimen-
sional concept; it culminates in many tastes and forms, and although it adds to the
richness of the open innovation concept, it hinders theory development [45]. Above
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all, open innovation enables the identification of new product development perfor-
mances, even in situations where internal R and D activities provide new product
development needs solely and goes beyond by engaging external sources such as the
knowledge of individuals as well as ideas from customers and technology [46, 48].

The automotive components manufacturers need innovators who create products,
develop discovery skills, and believe that they can change the world [49] as they lead
these innovative organisations. Organisational leadership and management play an
essential role in staffing all organisational departments with innovative individuals
[49] and encouraging employee creativity as the basis for innovation [50].

In summary, new product development encompasses physical product develop-
ment, processes development and services development, of which innovation plays
avital role in their achievement. New product development requires innovative
employees, leaders and creative managers who believe in themselves and are driven by
the quest for knowledge acquisition.

23. Recommendations

The nature of the automotive components manufacturers demands that their per-
formance be measured in terms of product development productivity. The demand
for components parts is exceptionally high and ever-increasing in the automotive
industry. Quality determines the life span of the component products; as a result, the
need for continuous innovation in new product development overwhelms the auto-
motive components manufacturers. Dynamic capabilities lie at the centre of achiev-
ing all these. Therefore, the chapter recommends that the automotive components
manufacturers invest in improving their dynamic capabilities to turn ideas generated
into new innovative products to remain competitive in the country’s automotive
industry and globally competitive.

24. Limitations

A study of a strategic nature such as this would naturally face limitations in terms
of the target population of corporate executives that might not be willing to divulge
information. Predominantly the local or domestic automotive component manufac-
turers are more reluctant to share information as they perceive threats to their pro-
duction capabilities and processes, especially regarding the use of external knowledge
and contents of materials and local suppliers in fear of the likelihood of being side-
lined by the multinational corporations who are dominating the market share of the
South African automotive industry.

The study was quantitative, and bulk data were collected using a structured
questionnaire. A structured questionnaire limited the respondents. They could not
express their personal views and opinions beyond the structured constructs in the
questionnaire, unlike the interview protocol would allow.

The study was limited to a small sample drawn from KwaZulu-Natal, Gauteng
and the Eastern Cape with the diversity of the automotive component manufacturers
compared to the limited number of companies covered externally in this research; this
limitation is essential for future research. Not all subsectors of the automotive indus-
try have been covered in the research due to the technical nature of the study, where
research and development are not prerequisites among small and micro firms. A more
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comprehensive sample would have enhanced the potential for the generalisability of
the results.
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Chapter7
Shipping Digitalization
and Automation for the Smart Port
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Abstract

Shipping, like most industries, is undergoing a digital transformation process
which influences existing business models and operational practices, in a multifac-
eted way. Today, the shipping business context has been changing to incorporate
further social demands, environmental, innovation and sustainability priorities, into
fundamental shipping strategies, while taking advantage of technological advance-
ments. In the era of Industry 4.0, which constitutes a recent evolution of advanced
communications and information technologies and further promotes sustainable,
human-centric, and resilient business development strategies, shipping and port
entities need to embrace a broader perspective and a deeper understanding of
various elemental technologies, namely: Artificial Intelligence, Blockchain, Cloud
Computing, Big Data, and Physical Internet, in addition to core maritime logistics
matters. This chapter proposes a descriptive framework of shipping digitalization
and port automation, while providing a review of related technologies and business
approaches, also international initiatives, for automation in global ports. Hence the
chapter offers insights for business practitioners to steer through the current challeng-
ing global environment, also for policy makers to gain a more informed understand-
ing of maritime logistics developments, towards necessary coordination and oversight
mechanisms implementation.

Keywords: shipping, digitalization, automation, smart port, artificial intelligence,
blockchain, physical internet

1. Introduction

In recent years, major ports around the world have been implementing new
technologies to realize “Smart Ports,” in order to enhance international competi-
tiveness, reduce environmental impact, and improve the workplace environment.
In addition to the automation and labor-saving measures that have been actively
pursued so far, smart ports are nowadays expected to benefit from the Internet of
Things (IoT), Artificial Intelligence (AI), and Big Data', as well as more focused
initiatives, in specific the Physical Internet (PI), based on the development of

! Big data refer to various types of data in various forms and with various characteristics. Big data consist
of three V’s: Volume (amount of data), Variety (types of data), and Velocity (frequency of data generation
and update).
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high-speed communication infrastructures, such as the fifth generation mobile
communication system (5G). The robust use of the numerous digital technologies,
such as the ones above-mentioned, offers substantial business innovation opportu-
nities and requires numerous organizational adjustments [1].

In specific, the digitalization of ports is enabled by 5G networks that provide low
latency, high capacity, and increased bandwidth, hence allowing the collection and
intelligent processing of vast amounts of data shared over an IoT information network
infrastructure. 5G is foremost supporting the PI objectives, namely the widespread
adoption of interconnected, sustainable logistics systems and applications.

A smart port is realized by means of wireless devices, smart sensors, actuators, data
centers, and other IoT-based systems being connected and exchanging information. The
seamless communication of ships, cargoes, and waterway and shore-based facilities, based
on 5G and IoT technologies, constitutes the infrastructure of the smart port and shapes
the innovation potential of the emergent maritime logistics services and applications. The
efficiency, security, and safety of port operations and the achievement of the highly priori-
tized sustainable development goals are substantially improved by automating port opera-
tions, such as vessel management, container terminal operations, and yard automation.

Competitiveness and henceforth the competitive positioning of ports being nodes
of multiple, global supply chain networks are of paramount importance and are directly
determined by the adopted digital strategy and infrastructures implemented in each port.

This chapter outlines the main technologies’ capabilities, as well as the current sta-
tus of policies and initiatives for the development and deployment of various technolo-
gies, primarily for automated terminals and automated ships in ports, as innovations
for ships and various automated machinery, mainly for cargo handling, toward the
realization of smart ports. Moreover, the chapter introduces a particular technologi-
cal framework for creating a sustainable next-generation maritime logistics system,
by applying PI to digitize maritime logistics networks and BC technology for secure
information exchange to improve the overall efficiency of maritime logistics, at ports.

2. Industry 4.0: technologies for next-generation maritime logistics
and shipping digitalization

How does modern maritime logistics look like in the era of Industry 4.0? The con-
cept of Industry 4.0, first formulated by the German government, mainly refers to the
automation and digitization of manufacturing processes. Industry 4.0 encompasses
cyber-physical systems’, A, IoT*, cloud computing®, cognitive computing®, smart

% A Cyber Physical System is a system in which cyber space and physical space are more closely linked, in
which information from reality (physical) is taken into a virtual space (cyber) by a computer, and the analy-
sis results of the computer’s computational power are fed back to derive optimal results in the real world. It is
a system in which cyber space and physical space are more closely linked.

3 Al short name of Artificial Intelligence, is a branch of computer science that studies “intelligence” using
the concept of “computation” and the tool of “computers.”

* 10T, or Internet of Things, is a system in which various things (devices) are connected to the Internet to
fully utilize the information those devices carried.

> Cloud computing is a form of usage in which computer resources are provided in the form of services via a
computer network such as the Internet. It is sometimes referred to as cloud for short.

® Cognitive computing is a system in which computers not only process instructions given by humans, but

also think and learn on their own like humans, and support decision-making.
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factories’, and digital twin®. Industry 4.0 has been implemented in many countries
besides Germany, including the US, France, the UK, China, Japan, Korea, and
Thailand. Particularly in the supply chain area, digitalization, integration of Al and
10T, sharing economy”’, and BC are playing an important role in addition to these core
technologies. Logistics has not been associated with high technology for a long time
since it was recognized as an industry in the mid of nineteenth century. The situation
is changing with the increase of Logistics 4.0 efforts, where innovative technologies
such as Al IoT, and BC are increasingly being implemented in the logistics industry,
in parallel with similar efforts to many other industries, presenting even more effi-
cient sustainability and human-centric approaches. However, despite the numerous
regional initiatives, there are no adequate frameworks existing for companies in the
logistics industry to embrace those technologies to the largest extent. There is a need
for guidelines to implement new technologies in the logistics industry for the common
good of the entire industry and eventually society as a whole.

Against this background, a closely related development, namely the Physical
Internet (PI), has drawn attention from various parties as one of the most effec-
tive measures to improve logistics efficiency and reduce greenhouse gas emissions.
The features of PI include interoperability, modularity, and standard interfaces and
protocols. In order to take advantage of these features, technology to share data while
maintaining confidentiality, such as Blockchain (BC) technology, is essential. This
technology, also known as a distributed ledger, is difficult to tamper with, requires
no administrator, and allows execution of smart contracts. The use of BC technology
in PI is expected to dramatically accelerate the construction of a sustainable logistics
network. In the following sections, we will present, in more detail, the potential of
applying BC technology in the PI network context.

21AI

Artificial Intelligence (AI) is a field of computer science that uses the concept of
“computation” and the tool of “computers” to study and implement “intelligence.”

Al can be classified into general-purpose Al and specialized Al. General-purpose
Al is also referred to as strong Al It is an Al that is not limited to a specific task but is
capable of general-purpose processing; that is, it has the same intelligence as humans.
Some examples of general-purpose Al are Doraemon and Astro Boy. None of them
exist in the real world yet. Specialized Al is also called weak Al It is an Al that special-
izes in performing a specific task. Image recognition, chess, Go, automated driving,
human conversation, etc., are all examples of specialized AL

In a broader sense, Al includes rule-based Al and machine-learning Al Rule-
based Al refers to making decisions according to rules described by humans. It also
automates tasks that require hardware and human judgment. It can be described

7" A smart factory is a highly productive and efficient factory that utilizes digital technologies such as Al and
IoT.

¥ Digital twin is a technology that reproduces various data collected from the real world on a computer, as if
they were twins. Based on the huge amount of data collected, the computer can perform physical simulations
that are as close to reality as possible, which is an effective way to improve the manufacturing process of your
products and services. Digital twin ship is a recognized prospect in shipping sector that helps optimize fleet
management and enhance port and terminal operations.

? The sharing economy is a new economic movement in the form of renting, buying, selling, and offering
among individuals via an Internet platform.
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as an office robot. In contrast, machine-learning Al generally does not require a
human to write the rules. It has algorithms for self-learning in machine-learning
models, and it behaves intelligently based on those algorithms, building the models
automatically. Compared with machine-learning AI, rule-based Al has advantages
such as faster to automate tasks, a human can train Al, and lower cost. On the other
hand, it also has disadvantages such as unable to learn independently, unable to train
Al unless it is explicit knowledge, and unable to make decisions on matters it has not
been trained on.

Machine learning can be divided into supervised learning, unsupervised learning,

and reinforcement learning in general (Figure 1).
2.1.1 Supervised learning

Supervised learning is the process of preparing training data with a set of inputs
and correct outputs in advance, and having the computer learn to produce correct
outputs when given a certain input. Supervised learning methods are mainly used
for prediction and classification (labeling). Examples include image classification.
Supervised learning can be applied to forecasting sales and predicting the tendency of
customers’ churns, etc.

2.1.2 Unsupervised learning

Unsupervised learning is often referred to as self-supervised learning these
days. It is used to grasp the inherent structure of data from the input data supplied
Unsupervised learning mainly uses clustering techniques to classify data. Examples
of applications include product recommendation, customer segmentation, target
marketing, etc., based on customer purchase history.

2.1.3 Reinforcement learning

Reinforcement learning is a model that learns to maximize future value
instead of giving the correct answer. In other words, it learns to act in a way that
maximizes value through trial and error. The problem setting is similar to that of

' Rule-based Al !
/— Machine Learning _\
-

Supervised Learning

(  Neural Network )

\—
] [ Deep Learning ]

\ Unsupervised Learning J L Reinforcement Learning

A 4

Al and machine learning relationship diagram.
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supervised learning, but it is not enough to learn the output of the given correct
answer as it is, but it is necessary to learn the behavior that maximizes value in a
broader sense.

Tetris game is a good example to understand the scheme of reinforcement learning.
When playing a game of Tetris, the problem of getting the highest possible score can
be considered in the framework of reinforcement learning. The best way to score at
that point is to play in such a way that even a single row can be eliminated immediately,
but in the longer term, the score will be higher if you accumulate as much as possible
and then eliminate many rows at once.

AlphaGo, which defeated a human player, also incorporates reinforcement learn-
ing in some parts of its games. As in the case of Go, it can learn even when humans
do not necessarily know the correct answer, so it is expected to acquire the ability to
surpass humans.

2.1.4 Artificial neural network

A neural network is a mathematical model inspired by the function of nerve cells
(neurons) and their connections, or neural networks in the human brain, called
artificial neurons. When the neural network model is properly constructed according
to the problem to be solved, it can make a variety of decisions (i.e., outputs), such as
the following:

First, image recognition and binary classification. For example, it answers
questions such as: Is the object in front of me a ship or a train?

Second, natural language processing, multi-level classification. For example:
which is “Emma Maersk” among various images of vessels online?

2.1.5 Deep learning

Deep Learning is a method of machine learning in which neural networks are
combined in multiple layers to enhance their representation and learning capabilities.
Currently, it is the most commonly used algorithm for AL

Deep learning, on the other hand, is often used when complex unstructured data
is available and is applied in fields such as speech recognition, image recognition, and
natural language processing.

There are many cases where conventional machine-learning methods do not work
well for classification and regression without complex function approximation, and
deep-learning methods are increasingly being used for such problems. In some cases,
deep-learning methods have dramatically improved recognition accuracy compared
with conventional methods, and deep learning is currently attracting a great deal
of attention in the world. Recently, it has been used in a wide range of fields such as
recommendation and automated driving.

2.2 Blockchain

BC is an open distributed ledger technology (DLT) based on a peer-to-peer (P2P)
approach that allows transactions to be recorded on thousands of servers simultane-
ously. On the efficient, verifiable, and immutable BC platform, anyone can see the
transactions of others in near real time, making it difficult for one user to manipulate
the records and control the network [2]. Applying these features, BC facilitates the
digitization of traditional economic, legal, and political systems.
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Consensus PoW (Proof of PoS (Proof of Pol (Proof of PoC (Proofof PBFT (Practical
‘Work) Stake) Importance) Consensus) Byzantine Fault
Tolerance)
Evaluation (one’s) workload ~ Workload and Overall Designated Consensus of
method coin holdings evaluation of agency two-thirds or
coin holdings, more
transaction
volume,

transaction
frequency, etc.

Benefits Resistant to No wasted power ~ Low power Fast High speed
transaction consumption consumption remittance compared to
tampering speed other methods

Weakness High-power How therichget  Participation centralized A block will not
consumption richer. is impossible be created unless

withouta a two-thirds
certain amount majority is
of coins. agreed.

Representative  Bitcoin (BTC) Ethereum (ETH) Nem (NEM) Ripple (XRP) Permitted type

example consortium type

Table1.

Typical consensus algovithms.

In BC, cryptography is used to store records (hash values'®) of transactions that
occur in the network in blocks of records called blocks. In each block, it contains
three values, the first is the hash value of the previously generated block, the second
is the record of the transaction in the current block, and the third is a new hash value
generated by a disposable random value called a nonce. The three values are passed to
the next block and the accumulated blocks form a chain of blocks in time series. The
name BC comes from this data structure.

BC can be divided into public BC, which allows anonymous participation, and
permitted BC, which requires permission to participate. Public BC is mainly applied
to cryptocurrencies. Since the permitted type of BC is faster than the public type in
handling transactions, it has been applied to various business fields such as supply
chain and intellectual property management [3].

There have been five main types of algorithms for consensus building in BC
(Table1). In public BC, PoW and PoS are mainstream; in the PoW consensus,
rewards are evaluated by the amount of work done. In PoW consensus, the reward
is evaluated by the amount of work done; in other words, the network participant
who performs the appropriate computation the fastest receives the reward. In the PoS
consensus, rewards are based on both the amount of work and the amount of cryp-
tocurrencies held. In PoS consensus, rewards are based on both the amount of work
done and the amount of cryptocurrencies held, easing the fierce competition in PoWs
and saving electricity consumption, it suffers the problem that the rich get richer. On
the other hand, in permitted BC, PBFT is the mainstream method. PBFT is faster than
other consensus methods but has the disadvantage that blocks will not be created if
two-thirds or more of the consensus is not obtained.

10" A hash value is a fixed length of data created using a hash function. It is unidirectional and is difficult if
not impossible to restore the original data from a hash value.
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In the maritime industry, many players from different industries, usually in
several countries, are involved in currently operating blockchain platforms. This
complexity leads to a lack of transparency in the entire supply chain. In addition, the
industry has the disadvantage of high transaction costs for information exchange, the
possibility of fraud and theft, and vulnerability to the risk of cyber-attacks. BC offers
the possibility to solve these problems [3]. To maximize the capacity and productivity
of the digital information space, traditional authentication methods and data struc-
tures need to be reformed and modern technologies such as BC need to be actively
applied.

2.3 Physical internet (PI)

PI was initially proposed by Montreuil in 2010 [4]. He defined PI as an open,
global logistics network that efficiently and sustainably interconnects all elements
of the logistics process. The PI includes the complete supply chain including storage,
movement, supply, and delivery of goods, and the PI network is composed of various
logistic providers. The goal of PI is to create a global logistics system based on the
interconnection of existing logistic networks. To achieve this, a standardized set of
protocols, modular containers, and smart interfaces are combined modular contain-
ers, called PI containers (Figure 2), which come in various sizes and can be combined
and loaded to reduce waste. In addition to modular containers, PI-stores, PI-movers,
PI-conveyors, and PI-gateways have also been proposed.

The characteristics of PI include interoperability, modularity, and standard inter-
faces and protocols. In order to take advantage of these features, technologies to share
data while protecting confidentiality, such as BC technology, are essential.

Although it is not difficult to understand the usefulness of PI and BC, specific
application measures have not been fully studied. In this chapter, we make a proposal
for planning measures to build a BC network in PI, and discuss issues and measures
for practical application. Specifically, the next sections also aim to clarify the fol-
lowing two points. First, to clarify the scope of application of BC in PI. Second, we
propose a framework for implementing PI and BC technologies.

g
§

Figure 2.
An example of PI container combination. Source: Montreuil et al., 2010 [4].
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3. Digitalization and automation for smart ports
3.1 Smart port initiatives in major countries

Various information systems have been introduced in maritime and port-related
operations, such as Terminal Operating System (TOS) for internal terminal opera-
tions, Port Community System (PCS) for port logistics, Automatic Identification
System (AIS), and the Transport Management System (TMS) for land-side operations
such as trucking [5]. A smart port is an initiative that aims to improve the efficiency
and safety of the port as a whole and to reduce the environmental impact of the port
by integrating these systems through innovations in automation and new digital
technologies such as IoT, Al, and 5G. Currently, the Port of Rotterdam (Smart Port
Initiative) and the Port of Hamburg (smart port) in Europe, Japan (PORT2030),
Korea (Smart Maritime Logistics) and Singapore (Sense-making Analytics For mari-
time Event Recognition: SAFER) and other major ports around the world are working
on various initiatives.

The Port of Rotterdam in the Netherlands has a vision of being the “smartest port
in the world” and is working on digitalization, energy transformation, and innova-
tion to become carbon neutral. They have identified four levels of “digital maturity”
for a port cargo community as shown in Table 2 [8]. The Smart Port Initiative is a
roadmap that includes projects in energy and industry like recycling, electrification,
renewable energy, logistics like BD, automated driving and BC, port infrastructure
like quays, dredging, maritime traffic management, and innovation. The Port Call
Optimization (PMO) project is underway as part of Port Collaborative Decision
Making (PortCDM), an initiative aimed at optimizing the timing of vessel arrival and
departure [9]. PortXChange (formerly Pronto), a real-time information sharing plat-
form for PMO between shipping companies, shipping agents, terminals, and other
stakeholders, has been in operation since 2018. In the past, about 75% of shipping
companies, including major operators such as Maersk and ONE, have participated in

Level Name Overview

1 Digitization of The individual organizations operating in the port digitize their processes
individual activities so that they work more efficiently.
in the port

2 Integrated The digital exchange of information within the port community leads
systems in a port to reliable, efficient, and paperless dataflows, resulting in more efficient
community port operations. The focus at this level is related to securely sharing data.

Cybersecurity and cyber resilience are key.

3 Logistics chain The hinterland four players (importers, exporters, logistics hubs, and
integrated with domestic transporters) are involved in digital communication with the port
hinterland community. This integration promotes sharing of real-time information on

freight and vessel movements, facilitating better planning.

4 Connected ports in The port and its hinterland connections are extended to other ports around
the global logistics the world, forming a global network of interconnected ports. This network
chain will allow further reductions of inefficiencies in the global logistics chains

by optimizing the use of port capacities and achieving shorter, more
reliable transit times.

Source: Buck et al. 2019 [6] and ADB2020 [7].

Table 2.
Definition of maturity levels of smart ports.
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the experiment, and the results have shown that PortXChange is effective in reducing
the waiting time of ships, especially for departures.

In Japan, one of the main measures in the mid-to long-term port policy
“PORT2030” announced in July 2018 is to make ports smarter and more resilient
by using information and communication technologies. In addition to the complete
computerization of ports, which will be called “Cyber Port” through the construc-
tion of a port-related data linkage infrastructure, the policy aims to create container
terminals with the world’s highest level of productivity and a good working envi-
ronment (Al terminals) by combining AI, IoT, and automation technologies. In
the container terminal field, the introduction of remote-controlled cargo handling
machinery and automated gate handling is being promoted, terminal operations are
being streamlined and optimized using AI and other technologies, automated vessels,
and remote-controlled tugboats are being operated, automated guided vehicles are
being introduced, and automated trucks are being driven in convoys. In addition, the
next generation high standard unit load terminal will be developed. Furthermore, in
the next generation of high standard unit load terminals, the use of automatic driving
technology for cross-carriage transport and the linkage with automatic navigation
and navigation support technology for ships are mentioned.

3.2 Research and development for the realization of the automated ship

Various efforts have been made by shipping companies to develop navigation
support technologies to improve the safety and efficiency of ship operations using IoT
and big data. In this context, Maritime Autonomous Surface Ships (MASS) have been
attracting attention rapidly in recent years. The term MASS generally describes a ship
that is highly automated or remotely controlled to perform some or all of the follow-
ing shipboard tasks: external situational awareness (watchkeeping), monitoring of
equipment status, ship operation, engine control, cargo management, and loading/
unloading, take-off and landing, and other shipboard tasks by using the latest tech-
nologies such as IoT, ICT, and data analysis technologies, various sensors, and land-
based monitoring and control centers connected by broadband communications.

A number of projects are underway, mainly in Europe, with the aim of realizing
MASS. In December 2018, Rolls-Royce and FinnFerry successfully demonstrated the
world’s first fully automated ferry. As an example of an international project, One
Sea, a consortium launched in Finland in 2016, is developing a roadmap for practical
application and discussing the necessary safety standards and international standard-
ization in order to create an environment for MASS operation by 2025.

There is an ongoing international discussion on the legislative framework for
safety standards for MASS. With regard to classification societies’ certification
systems, in February 2017, the British classification society Lloyd’s Register published
the LR Unmanned Marine Systems Code, which sets out the performance require-
ments for automated ships. The International Maritime Organization (IMO) has
been considering the regulatory aspects of automated ships since May 2018 and has
presented a provisional proposal, as shown in Table 3, and is discussing the neces-
sary amendments to IMO rules and new developments. For demonstration tests, the
provisional guidelines for safe and efficient demonstration tests of automated ships,
jointly proposed by Japan and Norway, have been approved in June 2019. In May
2021, IMO has completed a regulatory scoping exercise on MASS that was designed
to assess existing IMO instruments to see how they might apply to ships with varying
degrees of automation.
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Level Name Overview

1 Ship with automated Seafarers are on board to operate and control shipboard systems
processes and decision and functions. Some operations may be automated and at times be
support unsupervised but with seafarers on board ready to take control.

2 Remotely controlled ship The ship is controlled and operated from another location. Seafarers
with seafarers on board are available onboard to take control and to operate the shipboard

systems and functions.

3 Remotely controlled ship The ship is controlled and operated from another location. There are
without seafarers on no seafarers on board.
board

4 Fully autonomous ship The operating system of the ship is able to make decisions and

determine actions by itself.

Source: IMO [10].

Table 3.
Definition of automation levels for MASS.

In Japan, industry, government, and academia have been collaborating since
FY2017 to develop technologies, develop infrastructure and systems, and study
business models for the realization of MASS through demonstration projects of
automatic ship operation, remote ship operation, and automatic docking and
unloading functions in order to improve the environment, including the formula-
tion of safety requirements. The ClassNK has been working on the development
of the technology through demonstration projects. In January 2020, the ClassNK
established requirements and procedures for the functional verification of auto-
mation and remote-control systems used on ships and remote-control facilities,
from the perspective of ensuring safety at each stage of development and design,
ship installation, and operation [11]. The Ship Data Centre was established in
December 2015 as a platform for the use of ship big data, with the participation of
shipping companies, shipbuilders, marine industry operators, and meteorological
information companies. The Ship Data Center was established in December 2015 as
a foundation for the use of ship big data, with the participation of shipping compa-
nies, shipbuilders, marine industry companies, meteorological information compa-
nies, etc. Rules for fair and equitable data use have been established to promote the
distribution and use of ship big data, and the effective use of accumulated big data
is being promoted.

Based on the results of the economic evaluation of the MASS operation system,
efforts are being made to commercialize a manned automated ship operation system
(corresponding to automation level 1 in Table 3), which is more feasible in the short
term. In NYK line, research has been conducted on an action planning system for
the decision-making required to execute ship operations, and the world’s first dem-
onstration of a manned automated ship based on the provisional guidelines set by
the IMO was conducted in September 2019 [12]. Future projections for unmanned
automated ships (corresponding to automation level 3 or higher in Table 3) for
domestic ships suggest that if 50% of ships are replaced by unmanned automated
ships in 2040, the annual economic impact will be approximately 1 trillion yen [13].
In June 2020, the Foundation selected five projects for MEGURI 2040, which aims to
realize unmanned automated ships by 2025, by conducting the world’s first demon-
strations in waters with high vessel traffic, long-distance navigation, and using large
vessels.
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3.3 Deployment of automated terminals at ports

The unmanned and automated handling of cargo at container terminals is
expected to increase productivity per worker, improve the working environment
and safety, and reduce the effects of weather conditions such as fog and wind. On
the other hand, the introduction of the system is not without its challenges, such
as high initial investment costs, maintenance costs (e.g., power consumption), and
coordination with trade unions. At the ECT Delta Terminal in the Port of Rotterdam,
the world’s first automated terminal, an Automated Guided Vehicle (AGV) and an
Automated Stacking Crane (ASC) were introduced in 1993. However, the introduc-
tion of these systems did not proceed due to technical and economic problems and
difficulties in coordinating with labor unions, and there were only a few cases until
the mid-2000s. However, since the mid-2000s, and especially since the 2010s, the
number of automated terminals has been increasing rapidly, with nearly 60 terminals
worldwide having installed the system so far. The number of automated terminals has
increased rapidly since the mid-2000s, especially in the last decade. Table 4 sum-
marizes the status of the introduction of automated terminals, focusing on the level
of automation. The symbols in the table indicate: ©: mainstream status with many
cases of introduction, O: diffusion stage with several cases of introduction, and A\:
early stage with limited cases of introduction. In the case of marshaling yards and
land-side container handling, remote control and automation are the basic systems.
On the other hand, the manned operation is the mainstream for quay cranes, and full
automation has been introduced only recently in a limited number of cases. In the
case of horizontal transport within the premises, although there is a high degree of
automation, various types of cargo handling machines have been introduced, and the
level of automation differs greatly between ports.

In Japan, AGVs and remote-controlled ASCs were introduced at the south side
container terminal of Tobishima Pier in the port of Nagoya in December 2005, which

Type Activities Typical cargo handling ~ Manned  Unmanned
machine .
Remote Automation
control
Waterside Moving containers from  STS (Ship To Shore @) @) yAN
transport ship to shore Container Crane)/ QC
(Quayside Conatiner
Crane)
Horizontal Moving containers AGV (Automated Guided © — (e}
transport between the quayside Vehicle), SC (Straddle

and yard storage blocks Carrier), ShC (Shuttle
Carrier), Chassis

Marshaling Moving containers at ASC (Automated — O [©]
yard yard storage blocks Stacking Crane), ShC

Landside Moving containers from  ASC, ShC — o @)
transport the terminal truck gate

or intermodal railhead
to the marshaling yard

Source: Takahashi 2018 [7] and PEMA 2016 [14, 15].

Table 4.
The introduction of automated terminals with the level of automation.
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is a relatively early stage in international perspective, but it is the only automated ter-
minal in Japan at present. Currently, efforts are being made to promote the introduc-
tion of remote-controlled ASCs, mainly at strategic international container ports, and
to improve the efficiency and optimization of terminal operations by using Al-based
on container cargo information.

4. A case study of PI and blockchain technology for smart ports

In the following, a specific case study of a blockchain technology application, in a
Logistics 4.0 Physical Internet environment, is explicated, as a representative system
implementation for innovative, digital maritime logistics environments, with auto-
mated ships and terminals constituting flagship applications of Industry 4.0.

Three recent representative studies on the application of PI and BC in the sup-
ply chain are available [16-18]. Meyer et al. [16] proposed a conceptual framework
for the exchange of value and physical assets in logistics networks that proposed a
BC-based conceptual framework and provides a solution to the fundamental barrier
of PI. As the main contribution, they identified barriers to transforming current
logistics systems into PI networks through case studies. The key barriers included the
creation of a network with equal participation, robustness of the framework, assur-
ance of integrity and resilience, rewards in the operational process, and reliable data
exchange. By further describing the key features of the technology, they discussed
how the BC would address the barriers to PI adoption. They proposed Ethereum
BC, implemented smart contracts based on the ERC721 standards, and evaluated
the transport process in PIs. The authors conclude that BC technology can solve the
barriers in PI because it enables a reliable and secure exchange of value in an untrust-
worthy environment. The authors propose a PoS based BC environment in order to
save computational resources. In the case of small-scale Pls, the proposed solution
already works, but the scalability’* problem as a whole needs to be solved before Pls
can be widely adopted.

Hassan et al. [17] presented a permitted BC architecture suitable for the integra-
tion of BC technology with PI. They discussed how to take advantage of the interop-
erability" between two permitted BCs. They demonstrated the applicability and
practicality of the PI architecture to be built on top of a permitted BC and presented a
case study of its application. The authors pointed out the scalability of both BC and PI
networks as an issue to be solved.

Tan et al. [18] presented a framework of green logistics based on BC to realize
sustainable logistics by integrating IoT and big data. The authors propose a frame-
work with seven layers: physical layer, perception layer, network layer, blockchain
layer, management layer, application layer, and user layer. The authors pointed out
three issues: data storage and transmission, implementation cost, and risk. Then, for
future research, the authors suggested to focus on the following: (1) developing a way
to effectively connect the physical and perceptual layers to collect logistics data, and

"' ERC721 is a common standard for smart contracts proposed by Ethereum. The feature of ERC721 is that
nonfungible tokens (NFTs) can be handled in smart contracts. By using the ERC721 standard, the ownership
and transaction history of NFTs will be able to be recorded on Ethereum BC.

12 Scalability is the possibility of expanding the functionality of a system, even if it is small at first.

3 Interoperability refers to the ability to collaborate and interoperability between different BC platforms.
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(2) designing an incentive mechanism to encourage logistics companies to participate
in the BC platform.

In contrast to the various advantages of BC, this technology requires a transforma-
tion of digital systems. First, existing processes need to be digitized. Currently, there
are many tasks in logistic operations that are done by hand on paper or on computers
that are not connected to a network. In order to effectively accumulate and utilize data
in these tasks, it is necessary to digitize the tasks themselves or use Al (e.g., Optical
Character Reader) services to digitize them.

Next, in order to work with platforms such as BC, existing systems need to
have a mechanism to use APIs'. In the logistics field, many existing systems are
still based on EDI®, which supports only batch sending and receiving, while APIs
support real-time sending and receiving. In the logistics sector, there are still
many existing EDI-based systems; EDI supports only batch sending and receiv-
ing, while APIs support real-time sending and receiving, and the development
cost is higher than APIs [3]. Making EDI-based core systems API compatible is an
important task. The issue of standardization is important in the diffusion of APIs.
At present, there is a bunch of standards at the level of international organiza-
tions, governments, and industries. Some of the standards conflict with each other.
These standards need to be unified. Organizations like Digital Container Shipping
Association (DCSA) help to expedite the process. DCSA aims to develop digital
standards for the containership industry and has compiled and published elec-
tronic standards such as vessel schedules, port operations, and electronic B/Ls. The
PoV should follow the standards and protocols published by DCSA. In addition,
the API is an architectural style that can be easily manipulated and can flexibly
respond to the unique standards of countries and industries, for example, 10-ft
container, low floor chassis.

Munim et al. [19] identified the main challenges in the practical application of BC
in the maritime sector as lack of standardization of data elements, lack of interoper-
ability and scalability between systems, delay in legislation, lack of understanding
of the technology, and lack of training facilities and materials. PiChain is facing the
same challenges as it uses BC technology. In addition, it is necessary to solve the issues
of attracting participating logistics companies and infrastructure development in the
implementation of PI. The search for solutions to these issues remains a future task.

These previous studies pointed out the issues of scalability after conducting small-
scale demonstrations. In this study, we propose a framework for building innovative
Logistics 4.0 systems and applications to solve these issues.

4.1 Scope of application

We propose the following scope of application of BC technology in PI. PI contains
three flows, namely physical (logistics) flow, information flow, and financial flow. BC
technology is indispensable for two of the three flows: information flow and financial
flow (Figure 3).

* APl isan abbreviation for Application Programming Interface, which is a data exchange specification used
by software components to exchange information with each other in real time.

15 An abbreviation for Electronic Data Interchange, also known as “electronic data interchange,” a technology
that emerged in the 1970s and is mainly used for information interchange for electronic commerce between
companies.
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Figure 3.
The scope of BC technology application in PI.

4.2 Implementation framework

For implementation, this chapter proposes a new framework called PiChain,
which consists of five components (Figure 4).

The first component is the PI that interconnects the maritime logistics networks.
The second component includes networks such as LPWA that supports various types
of IoT devices, and 5G and 6G that support cloud computing and edge computing.
The third component consists of sensors, IoT devices, Internet of Robotic Things
(IoRT), and drones. The fourth component includes big data for optimization with Al
and visualization with business intelligence (BI). The top layer is the component that
refers to the space optimization of business and operational processes implemented
goals of logistics and sustainability goals (SDGs). All these components function on a
decentralized platform that uses BCs to prevent data modification, which also support
traceability and various types of payments.
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Figure 4.
Overview of the proposed framework “PiChain.”
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To give a better idea of how PiChain works, let us look at a few scenarios. In the
future cargo transportation, upon booking information received, Al will automatically
calculate the optimal transportation route and method constraints such as cargo destina-
tion, size, and weight using PI containers that match the size of the cargo. As soon as this
information is finalized or updated, it is automatically sent to the shipper. In the shipper’s
internal system, Al uses the latest transportation information to optimize ordering,
warehouse storage, and production planning. As soon as the consignee receives the ship-
ment, the payment managed by BC’s smart contract will be automatically executed.

4.3 Choosing a blockchain

To overcome the lack of scalability of BCs, as pointed out in previous studies, this
study recommends the adoption of the Avalanche protocol (Table 5) proposed by

Rocket 2019 [20].

The Avalanche protocol is one of the most promising platforms for BCs because of
its scalability, ease of use, flexibility, and proper governance. Avalanche was initially
built to serve the financial markets (cryptocurrency AVAX), but it is interoperable
with both public and permitted BC. Therefore, it can be adopted by other industries
in addition to finance. Avalanche is also capable of combining public and private
BCs. Compared with the existing Classical and Nakamoto protocols, the BFT-based
Avalanche protocol is very efficient and robust, and can also achieve high productiv-
ity and fast finality. While traditional protocols require any given node to communi-
cate with all other nodes, the Avalanche protocol communicates with a small subset
(validators), which dramatically reduces the latency to 1/3600 compared with Bitcoin
(Table 6). As a result, Avalanche is able to achieve a performance of 7100 transac-
tions per second, compared with 5 transactions per second for Bitcoin, the Nakamoto
protocol equivalent.

We recommend a small-scale Proof of Value (PoV) to be executed. In the PoV, a
small-scale PI network will be constructed by implementing the Avalanche proto-
col, which is small scale and scalable, in order to connect with the existing logistics

Protocol Classic (1980) Nakamoto (2008) Avalanche (2019)
Typical applications Byzantine General Problems Bitcoin AVAX

Robustness b'd O O

Low latency and quick finality! O b4 O

High processing capacity O b'd O

Lightweight O b4 O

Low power consumption O x O

51% attack resistance’ b4 b4 O

High scalability b'd b'd O

"Finality means that the amount of money is certain to be obtained as expected. The Bank of Japan lists the following
specific conditions for a finalized settlement: (1) The money veceived will not later be turned into scrap paper or
disappear, and (2) the settlement made will never be reversed later.

2A 51% attack is the control of 51% (move than 50%) of the hash rate of the entire network by a malicious group or
individual to perform fraudulent transactions.

Source: Prepared by the author based on Siver 2020 [13].

Table 5.
Comparison of BC protocols.
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Performance comparison Bitcoin AVAX

Latency 1 1/3600

Speed (transactions per second) 5 7100

Finality Accomplished in 1 hour. Accomplished in 1 second.
Number of simultaneous participants About 20 people millions of people

Source: Prepared by the authors based on Sirver 2020 [13].

Table 6.
Comparison of performance.

network and using BC technology, the collected big data will be analyzed for optimi-
zation, etc., using Al while ensuring its confidentiality. The results will be used for
management decisions and environmental protection measures. This positive cycle
will dramatically improve the efficiency of logistics and promote sustainable develop-
ment. It will also be possible to measure and optimize the contribution of innovative
technologies to the sustainable development of logistics and the SDGs. For example,
it will be possible to quantify how much waste in loading and waiting for pickup is
eliminated by the use of PI-containers, and how much congestion is eliminated by
optimization at ports. Or how much truck driver time was saved by reducing wait-
ing time, or how much CO, emissions were reduced, such measurements could be
automatically recorded and measured on a reliable BC. The combination of Avalanche
and PI in the logistic industry will drive logistics digitalization to a global scale.

4.4 Summary and future prospects

In this chapter, we have overviewed the international efforts for innovation in
automation and digitalization for the realization of the Smart Port, including the
development of technologies and demonstration experiments for their diffusion. It
is necessary not only to automate cargo handling at the terminal, but also to share
information in real time regarding pre-and post-processes, such as the arrival and
departure of ships and the waiting status of vehicles, in cooperation with various
IoT devices, and to prepare in advance based on predictive information using AL
It is expected to establish a de facto standard on a global scale by promoting the
packaging of port handling machinery combining hardware and software. On the
other hand, the international standardization for automated ships is being discussed
internationally mainly by initiated by IMO as de jure standard. In addition, it will be
necessary to share real-time information on the movements of ships using AIS and
IoT and to make comprehensive efforts in cooperation with port infrastructures, such
as coordinated operation with work vessels such as tugboats and refueling vessels,
and automatic mooring at the wharf. In August 2020, MASSPorts, a framework for
international collaboration on the operation of Maritime Autonomous Surface Ships
(MASS) in ports, will be launched to establish guidelines for demonstration opera-
tions and to study interoperability in multiple ports around the world.

From the research and development stage to the full-scale deployment of new
technologies, it is necessary to consider not only the individual optimization of ports
and ships but also the overall optimization involving the ocean, ports, and the inland
hinterland. As the need for mutual cooperation between ports and ships increases,
new infrastructures, systems, laws and regulations, and international standardization
need to be discussed. In addition, it is necessary to address not only the safety and cost
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aspects of installation and operation, but also cyber security, environmental aspects
including renewable energy and electrification, and social acceptability. In order to
enhance social acceptability, it is important to build a relationship of trust so that not
only the port and maritime industries but also the general public can feel secure.

Furthermore, in this chapter, we have proposed PiChain, a framework for creating
a sustainable, next-generation maritime logistics system, by applying PI to digitize
maritime logistics networks and BC technology for secure information exchange to
improve the overall efficiency of maritime logistics, at ports. The following three
effects can be expected from the adoption of PiChain.

4.4.1 Strengthening supply chain vesilience

Recently, there have been many disruptions in the supply chain due to unexpected
circumstances such as bad weather, cyber-attacks, and port congestion. In particular,
the covid-19 pandemic that began in early 2020 led to travel restrictions and border clo-
sures in some countries, which in turn caused disruptions in sea, land, and air logistics.
The disruption of logistics also resulted in stagnant production in many countries. The
framework proposed in this chapter, PiChain, is useful for supply chain management
during emergencies and early recovery from disasters, as the BC-based platform pro-
vides real-time information and visualization of the entire delivery process, which in
return enables quick response to unexpected delays. In addition, since PI containers can
be freely combined or split, switching parts of cargo to alternative modes of transporta-
tion can be done flexibly when needed. Furthermore, the application of automated
delivery methods, such as drones, will make it possible to deliver even in the middle
of the night or in hazardous environments. In conclusion, PiChain can strengthen the
resilience of the supply chain while managing a wide range of unknown risks.

In addition, cyber-attacks in the supply chain have been dramatically increasing
in recent years. With risks increasing day by day, a high level of cybersecurity is vital
for supply chain resilience. The PiChain framework uses BC technology to make the
entire network highly resistant to cyber-attacks. Even in the event of being attacked,
the stolen data are a hash value generated by BC, so it is difficult to recover the
original data from the hash value, which significantly reduces the risk of information
leakage. In addition, since the data are stored in a distributed manner in the cloud, it
can be recovered quickly after an attack.

4.4.2 Port sustainability

Regarding the establishment of a sustainable supply chain within the framework
of PiChain, the following three points can be summarized.

First, realizing the SDG Goals. Visualizing, measuring, and optimizing GHG
emissions will help to minimize their negative impact on the environment. This will
contribute to the realization of SDG Goal 13: Take urgent action to combat climate
change and its impacts.

Second, improvement of working conditions. In the framework of PiChain, it
is expected to improve the working conditions of workers. For example, Al-guided
optimal delivery routes will shorten waiting time hence reducing stress for drivers. In
addition, logistics workers will be able to enjoy the benefits of advanced visibility and
perform their daily work in a more independent way. This will contribute to SDG Goal
8: Promote sustained, inclusive, and sustainable economic growth, full and produc-
tive employment, and decent work for all.
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Third, improvement of service quality. Visible logistics management with PiChain
will make just-in-time delivery easier. The deployment of drones will also make
nighttime delivery possible. This will help improve the quality of logistic operations
by enabling a quick response to any unforeseen circumstances that may arise.

4.4.3 Creating new business models

With the spread of innovative technologies, new business models will emerge. For
example, the inspection at the yard when returning empty containers used to be done
by human eyes. Now, using Al image recognition technology, AI can quickly analyze
photos of containers automatically taken by surveillance cameras at the gate, and
determine if the container is dirty or damaged with an accuracy of over 98%. This
kind of service is already being offered in countries like China.

Al will be able to analyze the big data collected and accumulated from the IoT and
other sources to realize end-to-end optimization and real-time visibility of the supply
chain. New business models that provide niche services in the supply chain emerge
continuously, benefiting from innovative technologies.

In addition, there will be businesses that provide training on technologies such as
BC and AlI. Not only corporate management but also frontline workers will acquire
basic knowledge of the new technologies to work more comfortably and efficiently.
Since such services are still few, demand will increase further and new businesses
in this field are expected to grow considerably. With the digitization of operations
and the creation of new business models, maritime logistics, and its various systems,
including smart ports will evolve into the next generation, Industry 4.0 modus
operandi.

5. Conclusion

As data-centric processes gain more momentum, shipping and port operations
are transformed by meticulously embracing innovative business models and Industry
4.0 technologies. Reliable, secure, and efficient cross-collaboration maritime logistic
processes are of paramount importance for the promotion of automated ports, as
critical nodes in sustainable, digital supply chains.

A decentralized maritime logistics management system, such as a blockchain-
based and IoT-aware system that is deployed over a Physical Internet reference
architecture, can support and further advance the development of shipping
digitalization and ports’ automation. Al techniques and respective platforms can
exploit real-time information on the movements of ships using AIS and IoT, also
port infrastructures and machinery information, and data from vehicles and objects
supporting the overall logistics flow, in road or air transport segments, respectively.
In this chapter, we outline the technologies and provide a blueprint for building
efficient, decentralized, scalable Logistics 4.0 systems, offering a prototype infra-
structure model and immediate practice guidance to the next-generation shipping
and port community.
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Chapter 8

Enhancing the Resilience of
Sustainable Supplier Management
through Combination with Lean

and Audit

Ping-Kuo Chen, Qiu-Rui He and Xiang Huang

Abstract

Industry 4.0 has positive effect on the enhancing of the resilience. However, if the
resilience can be promoted by lean and auditing environment priority, after further
combine with industry 4.0 environment, the resilience will become stronger. Even
though, two research questions should be verified priority: How do manufacturers
make good use of pull production and employee involvement under lean practices
that can strengthen supplier management robustness and enhance the prevention
ability of resilience? Why does the combination of lean practices with an audit
mechanism strengthen the produce synergy to prevent and control opportunistic
behaviour by suppliers? PLS and the Sobel test were applied to survey data from
231 Chinese manufacturers to test and verify research questions. Pull production and
employee involvement can enhance responsible purchasing, emergency-response,
manufacturing process coupling, and further strengthen supplier management
robustness, further enhance the prevention ability of resilience in dealing with
opportunistic behaviour. In addition, enhancing manufacturing process coupling
has the indirect effect of strengthening emergency-response ability. The audit
mechanism can control the dysfunctional behaviour of the supplier, further guiding
cooperation with the practice of pull production and employee involvement; in
addition, audits also trigger the supplier’s trade-off mindset in terms of risk and profit
maintenance.

Keywords: sustainable, supplier management, resilience, lean, audit, opportunistic
behavior

1. Introduction
To deal with heavy competitive pressure, building a supply chain has become an

important competitive strategy. Under the supply chain, the effective practice of
using more operations between manufacturers and suppliers is critical to promote
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competitiveness and increase common economic profit; however, it also leads to
increased pollution emissions. Considering social pressure, more manufacturers have
adopted remedies to deal with pollution. However, if pollution emissions continue to
increase, remedy costs are increased and lead to a reduction in common profits.
Reducing remedy costs may cause conflict relative to social awareness.

To avoid this conflict, the development of sustainable supplier management is
necessary. Sustainability is the concept of balancing the environmental, social, and
economic profit cycles. To realize sustainability, resilience is a critical factor. Resil-
ience is the capability of supply chains to prevent, respond, and recover from uncer-
tainty risk [1, 2]. When they possess stronger resilience, manufacturers can
strengthen environmental prevention, continue to detect potential problems caused
by environmental pollution and recover from them in the shortest period, avoid large
improvement costs, maintain economic profits, and meet green and satisfactory social
requirements.

However, it is possible that profit motives will still drive suppliers to engage in
opportunistic behavior and indirectly increase pollution emissions, further breaking
sustainability. These opportunistic behaviors are hard to prevent and control even
when there is awareness of opportunistic behavior, and pollution emissions usually
become quite serious. Therefore, opportunistic behaviors are like uncertainty risks. If
opportunistic behavior is hard to prevent when it appears, how to reduce and recover
from the damage of opportunistic behavior in the shortest time is an important
research issue.

To enhance the recovery ability of resilience, current theory indicates that
information integration [3] and the preparation of redundancy resources [4] are two
critical factors. When opportunistic behavior appears, a great information-sharing
mechanism can adjust redundancy resources in the shortest period to recover from
damage. Even so, redundancy resources, such as inventories, will increase long-term
costs, and their preparation and adjustment also affect operational efficiency. Therefore,
although redundancy resources reduce the damage level of opportunistic behavior and
provide faster recovery, they also raise recovery costs and affect operational efficiency.

Based on the above, researchers, such as Spieske and Birkel [5], found that the
development of the industry 4.0 environment has a positive effect on the improve-
ment of resilience. It can integrate related information and further realize the supply
chain visibility, help manufacturers and partners to avoid the preparation of redun-
dancy resources, and raise a fast-responding ability. Therefore, it certainly has a
positive effect on resilience ability raising. However, the industry 4.0 environment is
hard to implement and establish. Based on the above, a lean environment should be
established on a priority basis [6]; in addition, the lean environment should have a
great auditing mechanism to ensure the lean practice. Even though, improvement of
resilience admits of no delay. Therefore, if the improvement of resilience needs to
await the finished development of the industry 4.0 environment, the development
period will be vulnerable and is hard to control pollution emission. However, if the
combination of lean and audit mechanisms has a positive effect to enhance the pre-
vention ability of resilience, it can help the manufacturer to promote gradually the
resilience. When the industry 4.0 environment is established, the resilience will
become stronger. Even though, does the combination of lean and auditing have a
positive effect on resilience?

Lean practices are used to eliminate redundant activities and achieve the maximi-
zation of operational efficiency through pull production, 5S, employee involvement,
and total productive maintenance (TPM) [7]. Related research, such as that by
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Spiegler et al. and Birkie [8, 9], has indicated that the elimination of redundancy
activities goes against the recovery ability of resilience. However, according to a few
successful cases, such as the Taiwan Semiconductor Manufacturing Company
(TSMC) and Samsung Group, if manufacturers make good use of pull production and
employee involvement under lean practices that can strengthen supplier management
robustness and further enhance prevention resilience, then they are better able to
prevent and control the appearance of opportunistic behavior and reduce recovery
costs. If lean practices are combined with an audit mechanism, then synergy will occur
and strengthen the prevention ability of resilience.

However, how do manufacturers make good use of pull production and employee
involvement under lean practices that can strengthen supplier management robust-
ness and enhance the ability of resilience to prevent and control opportunistic behav-
ior? Why does the combination of lean practices with an audit mechanism strengthen
the practice effect of pull production and employee involvement and even produce
synergy to prevent and control opportunistic behavior by suppliers? The purpose of
this study is to explore these research questions.

This chapter contributes to the operations management and sustainable develop-
ment literature in two ways. First, our research results can guide managers in setting a
suitable mechanism through a combination of lean practices and audits to enhance
resilience and ensure sustainable supplier management within their organization,
avoid the damage caused by opportunistic behavior of suppliers, achieve the goal of
sustainability, and not rely on redundant resources. Second, understanding the role of
audit in lean practices can guide manufacturers in knowing how to promote the audit
mechanism.

2. Literature review and theoretical framework
2.1 Prevention and control of opportunistic behavior and resilience

The definition of sustainability in the supply chain is “the strategic, transparent
integration and achievement of an organization’s environmental, social and economic
goals in the systematic co-ordination of key inter-organizational business processes
for improving the long-term economic performance of the individual company and its
supply chains” [10]. Sustainable supply chains also emphasize supplier management
and promote the gradual development of sustainable supplier management [11].

To maintain sustainability, Rajesh and Ravi [12] believed that stronger resilience is
necessary. Resilience can be defined as the ability of a system to prevent and recover
from disruptions with negative effects and unpredictable risk events and return to a
better situation [13-15]. Unpredictable risks are hard to avoid; however, compared
with unpredictable natural risks, artificial risks are common. Of all unpredictable
artificial risks, destructive opportunistic behavior by suppliers is the worst.

Opportunistic behavior by suppliers is not purposeful. The appearance of oppor-
tunistic behavior is usually profit-oriented, and suppliers worry about damage to their
profits [16], which is a normal mindset. If we analyze a profit distribution based on
the product selling price, the supplier’s profit is just a small ratio of the selling price.
Therefore, it is easy to trigger opportunistic behaviors that attempt to increase profits.
These opportunistic behaviors may reduce production costs and increase profits;
however, they also may indirectly increase pollution. Crucially, the probability of
opportunistic behavior by suppliers is higher than other unpredictable risks and is
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hard to prevent. Therefore, researchers believe that manufacturers should

enhance the recovery ability of resilience to reduce the damage level of opportunistic
behavior. If prevention ability is increased, its efficiency is lower than that of its
prevention ability and has no effect on the prevention and control of opportunistic
behavior.

However, more manufacturers have indicated that enhancing the prevention
ability of resilience has a substantial positive effect on the prevention and control of
opportunistic behavior. If the prevention ability of resilience is increased, its effi-
ciency is better than that of its recovery ability. Related studies, such as those by
Pereira et al. and Brown and Badurdeen [17, 18], have also found that real-world
enhancement of resilience is used to prevent and control opportunistic behavior.
Therefore, enhancing the prevention ability of resilience is related to controlling
opportunistic behavior. When the prevention ability of resilience is enhanced, oppor-
tunistic behavior by suppliers can be effectively prevented and controlled. Therefore,
we developed the following hypothesis:

H1. When the prevention ability of resilience is enhanced, opportunistic behavior
by suppliers can be prevented and controlled.

2.2 Lean and resilience

Lean is a business model that originated with Toyota Production Systems (TPS)
that first came to be known in Western countries as “just-in-time” (JIT) manufactur-
ing [19]. In the 1980s, researchers at the Massachusetts Institute of Technology coined
the term “lean” to describe the simplicity of some car assembly plants, with Toyota
being the best example [20]. Lean focuses on the elimination of everything that does
not add value to the product and therefore is considered a “waste” of resources, such
as overproduction, wait for time, transport, overprocessing, inventory, unnecessary
motion, defects, and rework [21], to deliver quality products at a low cost with high
productivity [22]. Studies, such as those by Kalyar et al. and Yu et al. [23, 24], argue
that the practice of lean depends on related means or tools, including employees’
involvement, pull production, elimination of waste, and 5S or total productive main-
tenance (TPM). Through lean, redundancy resources will be eliminated and reduce
related costs and operational efficiency will also be promoted.

However, how can resilience prevention be enhanced through lean? The
critical factor is supplier management robustness. A few successful cases indicate that
promotion of the pull production process and driving employee involvement can
enhance supplier management robustness. However, why do these two mechanisms
have a positive effect on promoting supplier management robustness and further
enhancing the prevention ability of resilience? We contemplate the following
dynamics:

1.Enhancing responsible purchasing: Responsible purchasing means that every
supplier needs to bear responsibility for tracking material quality, maintaining
replenishment efficiency, and ensuring stable purchasing sourcing [25]. Lean
elicits and avoids redundant production activities. When improving pull
production, the supplier is required to bear the purchase responsibility to
strengthen the purchasing process and avoid redundant production activities due
to purchasing problems with raw material. When responsible purchasing is
enhanced, supplier management robustness can be strengthened. Therefore,
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according to Carvalho et al. and Azadegan et al. [26, 27], if any supplier exhibits
an opportunistic behavior that could affect production efficiency and cause
pollution to increase, it is easy to catch due to responsible purchasing. Thus,
responsible purchasing becomes an inhibitor to prevent and control the
appearance of opportunistic behavior. Based on the above, responsible
purchasing has a positive effect on the prevention ability of resilience [28].

2.Enhancing emergency-response ability: Emergency-response ability means
that manufacturers or suppliers can respond immediately or even control for
damage before it is caused [29]. Lean thinking encourages all employees of
manufacturers and suppliers to continually become involved [30, 31] in
promoting pull production. To ensure that continuous involvement produces a
positive effect, employees need to be trained. Training improves employees’
ability to respond to emergencies. Sabadka [32] indicated that when adopting a
training programme to promote employee involvement, the emergency-response
ability of employees will increase. When a supplier exhibits opportunistic
behavior, any employee from a manufacturer or another supplier can be
immediately aware of the behavior and respond, even controlling damage before
it is caused [33]. Based on the above, enhancing emergency-response ability is
deemed to strengthen supplier management robustness and further enhance the
prevention ability of resilience [34, 35].

3.Enhancing manufacturing process coupling: Manufacturing process coupling is
defined as deployed with manufacturers’ and suppliers’ processes [36]. According
to Ugochukwu et al. [37], to avoid inventory and overproduction and raw material
waste and improve just-in-time results, pull production pushes the accumulation of
inventory control in the different manufacturing process levels and production
process linking suppliers and manufacturers to enhance production efficiency.
Therefore, the coupling of the manufacturing process between manufacturers and
suppliers is enhanced and shows a closer linkage [38]. At that time, production
operations between manufacturers and suppliers will be a staggered arrangement,
which will enhance supplier management robustness [39]. However, enhancing
manufacturing process coupling may have an indirect positive effect on resilience.
The process between manufacturers and suppliers is complex; if that process can
become strongly coupled, it can be deemed that manufacturers expand their
control power to the supplier. Manufacturers can deeply understand any situation
from suppliers, shorten the time to respond to immediate related problems from
suppliers, and further control the response to those problems [40], which is similar
to promoting the positive effect of emergency-response ability on enhancing the
prevention ability of resilience [41, 42].

Based on the above, three hypotheses are developed to explore our first research
question.

H2a: Establishing responsible purchasing has a positive effect on enhancing the
prevention ability of resilience.

H2b: Enhancing emergency-response ability has a positive effect on enhancing the
prevention ability of resilience.

H2c: Enhancing manufacturing process coupling has a positive effect on enhancing
emergency-response ability.
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2.3 Synergy of combination with audit

According to the Oxford dictionary, an audit is defined as a systematic review or
assessment [43]. In the past, the concept of an audit has usually been applied in the
quality management field, and its purpose is to self-assess to allow continuous
improvement to further ensure that the system, process, or product satisfies require-
ments or criteria [44]. Recently, the concept of audit mechanisms has also been
implemented in green improvement. When an audit mechanism is applied to
the green improvement field, its purpose is to measure the performance of
pollution-prevention activities [45, 46].

With the practice of lean proven to have a positive effect on green environmental
improvements, an increasing number of studies, such as those by de Freitas et al. and
Leong et al. [47, 48], have found that combining audits can produce synergy to promote
green environmental development. Audits can help manufacturers assess and monitor
lean processes, avoid any redundant activities causing pollution emissions, and further
prevent and control pollution. The audit process can be divided into two phases, includ-
ing the development of prevention standards or criteria and follow-up and assessment
[49]. The development of prevention standards is beforehand work, and suppliers or
partners are required to follow. Then, under lean practices, follow-up suppliers or part-
ners follow the standards or criteria. In addition, manufacturers play the role of leader
auditors to assess whether these suppliers and partners attend to and obey these stan-
dards or criteria. When these two phases are combined with lean, it is similar to the
monitoring process of lean practice efficiency in green environmental improvement [50].

Pull production and employee involvement are two important mechanisms in
lean practice. This study believes that these two mechanisms can promote supplier
management robustness and further enhance resilience to prevent and control
opportunistic behavior by suppliers to avoid sustainable disruptions. According to the
experiences of a few successful cases, if lean is combined with audits, it can produce
positive synergy to strengthen the practice of pull production and employee
involvement and have a positive effect on enhancing the prevention ability of
resilience. However, why these effects occur requires an understanding of the following
dynamics:

1. Development of standards and criteria to control dysfunctional behavior.
Dysfunctional behavior is a resistance phenomenon [51, 52] that derives from a
conflict of interest. The appearance of opportunistic behavior is based on profit
orientation. Pull production and employee involvement can enhance
manufacturing process coupling, responsible purchasing, and emergency-
response ability to restrain these opportunistic behaviors. However, though they
can be restrained, these factors are hard to control further. According to Feld
[53], designing the standards and criteria of audits is based on real demand and
decisions about the environment. Through these standards and criteria, suppliers
will be able to understand their opportunistic behaviors that cause risk and could
lead to serious damage which makes it difficult for these suppliers to obtain more
profit. Therefore, this strategy can control their dysfunctional behavior. When
dysfunctional behavior is controlled, it can ensure the enhancement of
manufacturing process coupling, responsibility purchasing, and emergency-
response ability to produce better effects [54-56], further strengthening
resilience to prevent and control opportunistic behavior. Based on the above, we
develop the following three hypotheses to explore.
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H3a: Control of dysfunctional behavior through the development of standards
and criteria will strengthen responsible purchasing.

H3b: Control of dysfunctional behavior through the development of standards
and criteria will strengthen emergency-response ability.

H3c: Control of dysfunctional behavior through the development of standards
and criteria will strengthen manufacturing process coupling.

2.Follow-up and assessment will trigger a trade-off. Although the purpose of
follow-up and assessment is to establish a process to help and guide suppliers to
follow related standards and criteria to cooperate in improving pull production
and employee involvement, follow-up and assessment processes trigger supplier
trade-off [57, 58]. Specifically, under the follow-up and assessment process,
manufacturers have the responsibility to help suppliers to understand that they
will encounter related risks and lose related benefits. As a reminder of the
previous discussion, the appearance of opportunistic behavior comes from a
concern about losing profit and not bearing related costs. Therefore, the process
of follow-up and assessment is a chance to communicate thoroughly with
suppliers about delivery risks and strengthen cooperative intentions to maintain
suppliers’ benefits [59]. Based on the above, audits will trigger a trade-off in risks
and benefits that will guide suppliers to self-control opportunistic behavior and
heighten their intention to cooperate in enhancing supplier management
robustness [57, 60, 61]. Trade-off enhances the control effect of dysfunctional
behavior. Therefore, we develop the following three hypotheses to explore.

H4a: Triggering of a trade-off has a mediating effect on the control of
dysfunctional behavior and the enhancement of responsible purchasing.

H4b: Triggering of a trade-off has a mediating effect on the control of
dysfunctional behavior and the enhancement of emergency-response ability.
H4c: Triggering of a trade-off has a mediating effect on the control of
dysfunctional behavior and the enhancement of manufacturing process coupling.

2.4 Theoretical framework

According to the related literature review and hypotheses development, this study
develops the theoretical framework shown in Figure 1. In line with Figure 1, this
study further tests the path relationships amongst the prevention ability of resilience,
prevention and control of opportunistic behavior, enhancement of manufacturing
process coupling, the establishment of a responsible purchasing process, emergency-
response ability training, control of dysfunctional behavior, and triggering of a trade-
off. Through the verification of our theoretical framework, we can explore and
explain our research questions.

3. Materials and methods

3.1 Questionnaire, operationalization and variables of the constructs, data
collection, and sample profile

To test our research hypotheses and further explore our theoretical framework,
this study utilizes survey-based empirical data from Chinese manufacturers. As part
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Control of
dysfunctional

Triggering of
a trade-off

Enhancing Enhancing Enhancing
manufacturing emergency- responsible
process response purchasing

Enhancing prevention ability
of resilience

Prevention and control of
opportunistic behaviour

Figure 1.
Theoretical framework.

of a broader research project, a cross-sectional survey instrument was first designed.
In line with the theoretical framework described in Figure 1, the questionnaire
encompasses seven constructs, including enhancing the prevention ability of resil-
ience, prevention and control of opportunistic behavior, manufacturing process cou-
pling, responsible purchasing processes, and emergency-response ability; controlling
dysfunctional behavior; triggering trade-off. According to related studies, we defined
the operationalization of each construct and its related variables. These variables
became the items or questions in the questionnaire, as shown in Table 1.

Based on the questionnaire, we attempted to collect related empirical data.
Questionnaires were sent to 373 manufacturing companies in China. We received 231
valid responses, for a response rate of 61.93%. To characterize the profile of the
companies in the sample, we investigated three characteristics—enterprise size,
product type, and age of implementation of lean and audit for the promotion of
supplier management robustness and resilience. According to aggregated results, the
characteristics of the respondents are shown in Table 2.

3.2 Method

Partial least squares (PLS) analysis is a convenient method for estimating path
relationship models with latent variables while including mediation effects. Because
the theoretical framework of this study involves many path relationships and media-
tion effects, PLS is adopted as the main method to test our theoretical framework and
hypotheses.

In PLS analysis, bootstrapping is used to test the statistical significance of the
hypothesized relationships. The bootstrapping procedure entails generating 5000
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Constructs Variables

Operationalization Citation

source

1. Through pull production, will the following indices be enhanced significantly and further promote
manufacturing process coupling between your company and suppliers?

Enhancing of M1. Efficiency of VMI and Kanban

manufacturing system
li
I();Z; €SS COUPTNE o, Efficiency of manufacturing

information integration

M3. Efficiency of production
modules integration between
manufacturers and suppliers

Manufacturing process coupling  [36, 62]
is deployed with suppliers’

processes through pull production

2. When improving pull production, will the following indices be enhanced significantly and further

promote the supplier’s responsible purchasing?

Enhancing of P1. Enhancing of purchasing quality

responsible of raw material
purchasing (P)  P2. Every supplier has stable
purchasing sourcing

P3. Every supplier can achieve stable
replenishment

P4. Every supplier can provide stable

inventory planning

Supplier bears the responsibility ~ [63, 64]
to track material quality,
maintain replenishment, and

ensure stable sourcing

3. Through the promotion of employee involvement, will the following indices be enhanced significantly
and further promote your company’s emergency-response ability?

Enhancing of E1. Enhanced forecasting of the
emergency- damage path when a supplier
response ability  exhibits opportunistic behavior
(E)

E2. Your company can immediately
assess the possible damage level and
balk early when a supplier exhibits
unusual behavior

E3. Your company can immediately
identify possible damage sourcing
and balk early when a supplier
exhibits unusual behavior

E4. Your company can immediately
adjust production operations to
reduce the effects when a supplier
exhibits unusual behavior

Emergency-response ability [65, 66]
means that manufacturers can
respond immediately and even

control damage before it is caused

4. Can opportunistic behavior by suppliers be prevented and controlled by observing the following

situation?

Prevention and  C1. Realizing that a supplier’s

control of promised cooperation is usually late
opportunistic

behavior (C)

C2. Observing whether a supplier
breaches the agreed-upon
cooperation to maximize its own
benefit

C3. Observing whether a supplier
takes advantage of accidents to make
compromises

Manufacturers can observe which [67]
situation to prevent and control
the supplier’s opportunistic

behavior

5. Which capability should be enhanced if a company hopes to obtain greater prevention ability of

resilience?
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Constructs Variables Operationalization Citation
source

Enhancing the R1. Enhancing process monitoring Resilience can be defined as the  [65, 66, 68]
prevention capability ability of a system to prevent and

ability of recover from disruptions with

resilience (R) negative effects and

R2. Possessing the capability to
detect unusual behavior in the pre-

o unpredictable risk events and
crisis stage

return to a better situation

R3. Enhancing the early response
capability to any possible accidents

6. Under the audit process, develop and require that the supplier abides by standards and criteria that
ensure and control for supplier behavior that is necessary for lean practice. However, how does the
development of standards and criteria control the certainty of supplier cooperation with lean practice?

Control of D1. Control of resistance to Try to control the resistance [69]
dysfunctional cooperation phenomenon and raise
behavior (D)

cooperation intention, cognition,

D2. Control of intention to cooperate
and awareness

D3. Control of cooperation cognition

7. Under the audit process, follow up and assess whether the supplier follows the standards and criteria
related to cooperating with a lean practice that is important at a given stage. However, how can the
follow-up and assessment enhance the certainty that the supplier will cooperate with lean practice?

Triggering of a  T1. Supplier begins to think of the Trigger the trade-off in riskand  [8, 17]
trade-off (T) risk of opportunistic behavior benefit and guide supplier to self-

control the opportunistic

T2. Supplier is aware that behavior

opportunistic behavior will lead to
unstable profits

T3. Supplier understands that
opportunistic behavior is undesirable
if it hopes to increase its profits
through stable cooperation

Table 1.
Questionnaire content, operationalization, variables of each construct, and citation source.

subsamples of randomly selected cases with replacement. Under the analysis process,
the path coefficients are generated for each randomly selected subsample, and the t-
value is calculated for every coefficient. According to the calculation results, the path
coefficient and t-value are statistically significant and applied to evaluate the research
hypotheses. As the analysis tool, we used SmartPLS 3.0.

In addition to PLS, we also used the Sobel test to verify the mediating effect.
According to Hayes [70], a large sample may cause an error in evaluating the media-
tion effect when PLS is used for testing. However, the Sobel test can overcome this
problem. For verification, Preacher and Leonardelli developed a free tool to perform
the Sobel test. The test results verify the mediating effect. The tool is provided on the
lab website of Preacher and Leonardelli.

However, to first test the theoretical framework and hypotheses with PLS, the
validity and reliability of the constructs should be tested. To measure validity and
reliability, factor loadings, composite reliability (CR), average variance extracted
(AVE), and discriminant validity are the main indices. Regarding the requirements of
the indices, the factor loadings should exceed 0.4 [71]; the CR and AVE should exceed
0.7 and 0.5 [72]. An exception is that if AVE is lower than 0.5 but higher than 0.36 and
CR is above 0.7, then the situation can be accepted [73]. Discriminant validity is
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Characteristics Profiles
Enterprise size (number of Up to 100 = 4.33%
employees) Between 101 and 300 = 28.57%

Between 301 and 500 = 30.3%
Between 501 and 1000 = 24.68%
Above 1000 = 12.12%

Type of product Manufacture of Smart Grid and Intelligent Electrical
Apparatus = 23.81%
Manufacture of fabricated metal products, except machinery and
equipment = 21.21%
Manufacture of computer, electronic and optical products = 14.72%
Manufacture of electrical equipment = 3.46%
Manufacture of motor vehicles, trailers, and semi-trailers = 5.63%
Manufacture of other components = 22.08%
Others = 9.09%

Age of implementation of lean ~ Under 1 year = 6.06%

and audit 1 year to 3 years = 37.23%
3 years to 5 years = 28.14%
5 years to 7 years = 14.29%
Over 7 years = 14.29%

Table 2.
Sample profiles.

adopted to measure whether each construct can be discriminated from others’ con-
structs. Therefore, the correlation between the constructs should be tested. If the
correlation value is lower than 0.7, then every construct can be discriminated [73].

Finally, the model’s goodness of fit should be measured. Regarding goodness of fit,
the standardized root-mean-square residual (SRMR) is used as the main index. The
SRMR was initially proposed for use in combination with CB-SEM, but it has also been
extended to PLS. The SRMR is reported to be an approximate measure of model
goodness of fit and has been widely adopted for this purpose. Thus, SRMR is adopted
to measure the model’s goodness of fit.

4, Test results
4.1 Construct measures

Before testing the hypotheses, we test the validity and reliability of the constructs
and discriminant validity. According to Table 3, all the factor loadings exceed 0.4.
Therefore, the factor loadings satisfied the requirement. Regarding CR, according to
Table 3, all the CR values exceed 0.7. Regarding AVE, the AVE values for the pre-
vention and control of opportunistic behavior and triggering of a trade-off are higher
than 0.5 and satisfy the measurement requirements. However, the values of enhanc-
ing manufacturing process coupling, responsible purchasing, emergency-response
ability, and the prevention ability of resilience, as well as controlling dysfunctional
behavior, are less than 0.5 but higher than 0.36. As noted by Fornell and Larcker [73],
this situation may still be considered acceptable. Next, we test for discriminant valid-
ity. According to Table 4, the correlation values between constructs are lower than
0.7, and the test results satisfy the requirements.
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Constructs Variables Factoring loading CR AVE
Enhancing of manufacturing process coupling (M) M1 .532 707 448
M2 .681
M3 .785
Enhancing of responsible purchasing (P) P1 .570 739 414
P2 .612
P3 717
P4 673
Enhancing of emergency-response ability (E) El .681 732 410
E2 .618
E3 .658
E4 .616
Prevention and control of opportunistic behavior (C) C1 .805 .824 610
c2 .769
C3 769
Enhancing of prevention ability of resilience (R) R1 749 719 462
R2 .652
R3 .634
Control of dysfunctional behavior (D) D1 .579 704 429
D2 797
D3 .570
Triggering of a trade-off (T) T1 798 783 547
T2 .686
T3 .733
Table 3.
Construct measures assessment: composite reliability and convergent validity.
Mean SD (M) (P) (E) (©) (R) (D)
M) 3.945 549
(P) 3.930 .551 402
(E) 3.986 .513 .338 332
(©) 3.856 .785 .539 .409 .489
(R) 4.196 482 405 268 467 473
(D) 4.003 531 278 182 409 297 487
(T) 4.133 .589 .454 .358 406 412 521 437
Table 4.

Discriminant validity (corvelation,).
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4.2 Estimation of the theoretical framework

The PLS analysis test results are shown in Table 5. This table shows the path
coefficients, results of the t-statistics value, and an explanation of the construct
variances. In terms of the construct variances, we find that each of the endogenous
variables is adequate, explaining 20% of the variance for enhancing manufacturing

Hypotheses Path t- Results
coefficient value
H1 Enhancing of responsible purchasing =» Enhancing of .487 9.354"  Supported
prevention ability of resilience
H2a Enhancing of emergency-response ability = Enhancing of .310 4206~ Supported
prevention ability of resilience
H2b Enhancing of manufacturing process coupling = Enhancing of 321 4.377" Supported
emergency-response ability
H2c  Control of dysfunctional behavior = Enhancing of responsible 195 3.230" Supported
purchasing
H3a Control of dysfunctional behavior = Enhancing of emergency- 193 2.690" Supported
response ability
H3b Control of dysfunctional behavior = Enhancing of .385 6.097" Supported
manufacturing process coupling
H3c Control of dysfunctional behavior = Triggering of a trade-off .301 4.450" Supported
H4a Triggering of a trade-off = Enhancing of responsible 454 7.892"  Supported
purchasing
Control of dysfunctional behavior =» Triggering of a trade-off .318 3.446
H4b Triggering of a trade-off = Enhancing of emergency-response 454 7.892"  Supported
ability
Control of dysfunctional behavior = Triggering of a trade-off 168 2.093"
H4c Triggering of a trade-off & Enhancing of manufacturing 454 7.892" Supported

process coupling

Enhancing of responsible purchasing = Enhancing of 221 3.145"
prevention ability of resilience

Variance explained in the endogenous variables

Enhancing of manufacturing process coupling R? =200
Enhancing of responsible purchasing R*=.194
Enhancing of emergency-response ability R? = 356
Enhancing of prevention ability of resilience R?= 297
Prevention and control of opportunistic behavior R? = 237
Triggering of a trade-off R? = 206
Model fit
SRMR .087
*p < .05.
*p < .01
Table 5.

PLS structural model results.
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process coupling, 19.4% of the variance for enhancing responsible purchasing, 35.6%
of the variance for enhancing emergency-response ability, 29.7% of the variance for
enhancing the prevention ability of resilience, 23.7% of the variance for preventing
and controlling opportunistic behavior, and 20.6% of the variance for triggering
trade-off.

Regarding the test results of the hypotheses, the path coefficient for the relationship
between the enhancement of resilience and the prevention and control of opportunistic
behavior is 0.487 (p < .01); thus, enhancing the prevention ability of resilience has a
positive effect on the prevention and control of opportunistic behavior, which supports
H1. The path coefficient for the relationship between enhancing responsible purchasing
and enhancing the prevention ability of resilience is 0.310 (p < .01); thus, enhancing
responsible purchasing has a positive effect on enhancing the prevention ability of
resilience, which supports H2a. H2b is supported because the path coefficient is 0.321
(p < .01); thus, enhancing emergency-response ability has a positive effect on enhanc-
ing the prevention ability of resilience. The path coefficient for the relationship between
enhancing manufacturing process coupling and enhancing emergency-response ability
is 0.195 (p < .01); thus, enhancing manufacturing process coupling has a positive effect
on enhancing emergency-response ability, which supports H2c.

The path coefficients for the relationship between the control of dysfunctional
behavior, enhancement of responsible purchasing, enhancement of emergency-
response ability, and enhancement of manufacturing process coupling are 0.193 (p
< .01), 0.385 (p < .01), and 0.301 (p < .01); thus, the control of dysfunctional
behavior has a positive effect on enhancing responsible purchasing, enhancing
emergency-response ability, and enhancing manufacturing process coupling, which
supports H3a, H3b, and H3c. The path coefficient for the relationship between the
control of dysfunctional behavior and the triggering of a trade-off is 0.454 (p < .01),
the path coefficients for the relationship between the triggering of a trade-off and the

Input: Test statistic: Std. Error: p-value: Mediating effect of the triggering
2 |0.454 Sobel test: 48.19392924 | 0.00299565 0 of a trade-off in the relationship
b 0.318 Arcian test: 48,19254578 | 0.00299573 0 between control of dysfunctional
sa 0.00375 Goodman test: 48.19531282 | 0.00299556 0 behavior and enhancing of
sp 0.006053 Reset all Calculate responsible purchasing. The
Sobel test result is 48.194
(p < .01).
Input: Test statistic: Std. Error: p-value: Mediating effect of the triggering
a |0.454 Sobel test: 30.86061235 | 0.0024715 0 of a trade-off in the relationship
b|0.168 Aroian test: 30.85062805 |0.00247158 |0 between the control of
53/0.00375 Goodman test: 30.86159675 | 0.00247142 0 dysfunctional behavior and
55| 0.005264 Reset all Calculate enhancing of emergency-
response ability. The Sobel test
result is 30.861 (p < .01).
Input: Test statistic: Std. Error: p-value: Mediaﬁng effect of the triggering
a 0.454 Sobel test:| 44.60555141  |0.00224936  ||0 of a trade-off in the relationship
b 0.221 Aroian test:| 4460423639 || 0.00224943 0 between the control of
55 0.00375 Goodman test:| 44.60686655  |0.00224929 |0 dysfunctional behavior and
sp 0.004606 Reset all Calculate enhancing of manufacturing

process coupling. The Sobel test
result is 44.606 (p < .01).

Table 6.
Sobel test results.
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enhancing of responsible purchasing with enhancing emergency-response ability and
enhancing manufacturing process coupling are 0.318 (p < .01), 0.168 (p < .05), and
0.221 (p < .01), respectively; thus, we find that the triggering of a trade-off has
mediating effects on the relationships between controlling dysfunctional behavior and
enhancing responsible purchasing, enhancing emergency-response ability, and
enhancing manufacturing process coupling, which supports H4a, H4b, and H4c,
respectively. In terms of measuring model fit, the SRMR is the main index used.
According to the test, the SRMR is 0.087, and the model fit can be accepted.

This study also adopts the Sobel test to verify mediating effects, and the test results
are shown in Table 6. According to Table 6, the test results of the p-value for
hypotheses H4a, H4b, and H4c are lower than 0.01, which means that the mediating
effect of the triggering of a trade-off exists and has a positive effect on the relation-
ships between the control of dysfunctional behavior, enhancing of responsible pur-
chasing, enhancing of emergency-response ability, and enhancing of manufacturing
process coupling.

5. Discussion

This section discusses the test results and answers further research questions. The
first question is, how do manufacturers make good use of pull production and employee
involvement under lean practices that can strengthen supplier management robustness
and enhance the ability of resilience to prevent and control opportunistic behavior by
suppliers? Our test results indicate that because the good use of pull production and
employee involvement under lean practices enhances responsible purchasing and
emergency-response ability to promote supplier management robustness, this practice
has a positive effect on enhancing the prevention ability of resilience and further proves
and controls opportunistic behavior by suppliers. Specifically, enhancing responsible
purchasing is much like attributing responsibility. If a supplier exhibits opportunistic
behavior based on a profit orientation, its purchasing efficiency will appear unusual and
its purchasing quality will decrease, which will indirectly cause an increase in pollution.
Due to the attribution of responsibility, each supplier has its own responsible purchase
sourcing and needs to bear responsibility for its raw material quality; as a result,
manufacturers can quickly become aware of opportunistic behavior by suppliers, which
produces a warning effect and restrains any intention of opportunistic behavior. This is
just like strengthening supplier management robustness and can be deemed that the
prevention ability of resilience is enhanced.

The enhancement of emergency-response ability is based on the promotion of
employee involvement. To ensure that lean practices are followed, lean usually
encourages employee involvement. To promote involvement efficiency, manufac-
turers usually design related training programmes. In addition to employees from
manufacturers, employees from related suppliers also need to be trained. Through
effective training, employees from manufacturers and suppliers can come to possess
rich knowledge and cognition not only to improve lean practices and their response-
ability but also to increase them [74]. A few researchers, such as Minh et al. [75], have
found that increasing response-ability has a positive effect on supplier management.
Therefore, when a supplier exhibits opportunistic behavior, employees of manufac-
turers and other suppliers can adopt emergency responses and further control. There-
fore, it can be deemed that supplier management robustness is strengthened and has a
positive effect on enhancing the prevention ability of resilience.
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Pull production also enhances manufacturing process coupling. When a complex
process between manufacturers and suppliers is an effective coupling, it has a positive
effect on the promotion of emergency-response ability. More employees of manufac-
turers or other suppliers will have the chance to intervene in the manufacturing
process. Therefore, when any supplier exhibits unusual behavior, employees of man-
ufacturers or other suppliers become aware of this behavior faster and can thus
prevent or control it more quickly. Based on the above, manufacturing process cou-
pling can be deemed to have a positive effect on strengthening supplier management
robustness and indirectly enhancing the prevention ability of resilience. Therefore,
manufacturers make good use of pull production and employee involvement under
lean practices that can strengthen supplier management robustness and enhance
resilience to prevent and control opportunistic behavior.

The second research question is why does the combination of lean practice with an
audit mechanism strengthen the practice effect of pull production and employee
involvement and produce synergy to strengthen the prevention ability of resilience
and further control opportunistic behavior by suppliers? Developing related standards
and criteria and improving follow-up/assessment are two important aspects of the
audit process. These standards and criteria are guidelines that guide suppliers to
cooperate with the practices of pull production and employee involvement. When
suppliers fully follow these guidelines, their emergency-response ability, responsible
purchasing, and manufacturing process coupling will be enhanced. The development
of these standards and criteria is based on real situational demands. However, before
requiring suppliers to follow these guidelines, manufacturers as auditors have the
responsibility to explain these standards and criteria and help suppliers to understand
efficiency and how they can maintain profits by following these standards and criteria
to improve pull production and employee involvement [76]. Actually, the appearance
of opportunistic behavior is based on profit orientation. For the appearance of oppor-
tunistic behavior, the supplier must exhibit some dysfunctional behavior during the
cooperation process. If suppliers can understand the positive efficiency of these stan-
dards and criteria and ensure that their profits can be maintained, these standards and
criteria can control suppliers’ dysfunctional behavior and further eliminate opportu-
nistic behavior [77].

However, to ensure that these suppliers can fully follow these standards and
criteria, manufacturers usually play the role of auditors in follow-up and assessment.
Under the follow-up and assessment process, manufacturers have the responsibility to
communicate with suppliers and help them to understand the risk of opportunistic
behavior and the potential damage to profits. In the real world, considerations of
profit maintenance certainly trigger a trade-off mindset in terms of risk and profit.
According to Bahr and Sweeney [78], this is a powerful influence that guides suppliers
to follow the standards and criteria that improve pull production and employee
involvement and eliminate opportunistic behavior. Based on the above, this is why
combining audit mechanisms with lean practices can strengthen the practice of pull
production and employee involvement and enhance the preventive ability of
resilience to deal with opportunistic behavior by suppliers.

6. Conclusion

To enhance the prevention ability of resilience to deal with opportunistic behaviors
by suppliers and further maintain effective sustainability, this study explored two
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research questions: How do manufacturers make good use of pull production and
employee involvement under lean practices that can strengthen supplier management
robustness and enhance the prevention ability of resilience to deal with opportunistic
behavior? Why does the combination of lean with an audit mechanism strengthen the
practice effect of pull production and employee involvement and even produce
synergy to prevent and control opportunistic behavior by suppliers?

According to the test results, effective practice of pull production and employee
involvement can enhance responsible purchasing, emergency-response ability, and
manufacturing process coupling and further strengthen supplier management robust-
ness, which enhances the prevention ability of resilience to deal with opportunistic
behavior. In addition, enhancing manufacturing process coupling has an indirect effect,
strengthening emergency-response ability and further enhancing the prevention ability
of resilience. The audit mechanism can control the dysfunctional behavior of the sup-
plier, further guiding cooperation with the practice of pull production and employee
involvement; in addition, audits trigger the supplier’s trade-off mindset in terms of risk
and profit maintenance. Based on the prior discussion, this trade-off mindset can
enhance the ability of resilience to prevent and control opportunistic behavior.

Regarding the academic implications of this study, although some conflict exists
between lean and resilience, our research proved that if manufacturers make good use
of pull production and employee involvement when implementing lean, it can enhance
manufacturing process coupling, responsible purchasing, and emergency-response
ability; strengthen supplier management robustness; further enhance the ability of
resilience to prevent and control opportunistic behavior. Therefore, our research results
provide a new vision and expand research knowledge on the relationship between lean
and resilience. In terms of practical implications, our research results can help manu-
facturers to understand the importance of the practice of pull production and employee
involvement under lean practices and guide manufacturers to think about how to
establish an effective audit process and environment to strengthen the practice effi-
ciency of pull production and employee involvement to enhance the prevention ability
of resilience to deal with opportunistic behavior by suppliers.

Although our research results provide many valuable suggestions, there are a few
limitations. First, although the research results explained how the practice of pull
production and employee involvement under lean practices can enhance resilience to
maintain sustainable supplier management, how to effectively practice these two
mechanisms has not been explored. In addition, the research results clarified why the
combination of lean and audits can produce synergy for enacting resilience; however,
a method to design an effective audit process is also lacking. Future research can
explore these two limitations in greater depth.
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Chapter 9

Production Systems Performance
Optimization through Human/
Machine Collaboration

Paul-Eric Dossou, Valentin Verdier and Alan Ogor

Abstract

The growth of enterprises is a constant source of research and development of
new technologies. Indeed, to stand out from the competition and optimize their
production, companies are moving toward the centralization of information and the
implementation of machines. This dynamic requires a significant investment in terms
of organization and research. Industry 4.0 is therefore at the heart of this reflection,
as shown in the literature. It brings together many technologies, such as Artificial
Intelligence (AI), the Internet of Things (IoT), and Big Data. This chapter focuses on
company performance optimization through a sustainable Industry 4.0 framework
involving methodologies such as lean manufacturing and DMAIC, new technologies
as robotics, in addition to social, societal, and environmental transformations. This
chapter will present robotic displacement solutions adapted to the industrial environ-
ment for improving production systems performance. Solutions for human-machine
interaction problems such as human-machine interface or flexibility 4.0 will be shown.

Keywords: Industry 4.0, performance optimization, robotics, artificial intelligence,
big data, human-machine collaboration, internet of things (IoTs)

1. Introduction

Faced with increasing competition, companies must develop new ways of optimiz-
ing their production, and this involves the use of new technologies such as robotics,
artificial intelligence, internet of things, big data analytics. Even if these technology
implementations in large companies have shown their efficiency for increasing the com-
pany supply chain performance, most SMEs are not willing to exploit them. Some of the
reasons for these breaks are the technologies costs, human fear, employees’ knowledge
or education on technologies, and resistance to change. For instance, the problem of
artificial intelligence or robot acceptability in companies could be pointed out.

The robotic implementation requires the writing of very precise specifications
to answer the problems of the company. Robotic solutions are not well known by all
companies, and some of them have difficulty visualizing the benefits of this technol-
ogy. One of the major obstacles is the lack of data on the capabilities of robots to
perform generic tasks in certain industrial fields.

153 IntechOpen



Supply Chain - Recent Advances and New Perspectives in the Industry 4.0 Era

Industry 4.0 is expanding with new technology enhancements. Numerous
Industry 4.0 concept frameworks exist in the literature such as presented in [1]. The
digital and technological transformation of the company is based on dimensions such
as a horizontal integration, used to transform the physical production system (robot,
internet of things, cyber-physical systems) and processes, or a vertical integration for
structuring, and managing data and decisions that would be taken for increasing the
company performance. Despite the positive impact of these concepts on the com-
pany performance, the integration of robotics, IoT, or artificial intelligence in SMEs
transformation is confidential in France. However, technologies such as autonomous
guided vehicles (AIV) could be used to transport loads in their production systems
or within their warehouses, and cobots to perform daily tasks on fixed stations.
Indeed, these frameworks do not obtain the membership of SMEs and it is neces-
sary to find solutions to transform them technologically, digitally, and to optimize
them. This chapter presents a framework that exploits sustainability as the kernel of
the transformation in order to take into account social, societal, and environmental
aspects, combined with new technologies for defining levers of transformation and
increasing the company performance. The main objective of the new framework is
to transform digitally and sustainably the SMEs for increasing their performance
by using new technologies for aiding operators in their daily tasks and facilitating
operational information management (between operators, machines, robots, and the
information system).

This chapter focuses on solutions of human/machine collaboration for optimizing
the company production system. It describes new Industry 4.0 concepts for improv-
ing the production processes through the implementation of new technologies such as
ALV, cobots, IoT, information systems, and decision-aided tool. These solutions will
contribute to the company’s digital transformation. The objective of this chapter is to
show different solutions, allowing the improvement of logistics within the framework
of Industry 4.0.

After aliterature review of organizational methodologies, Industry 4.0, robotic
collaboration, and big data analytics, the sustainable Industry 4.0 framework will be
presented, and the associated human/machine collaboration concepts will be shown.
Use cases based on an electronics card company will be exposed.

2. Literature review

The digital transformation for increasing the company performance requires the
focus on theories and concepts that could be exploited for improving the enterprise.
Indeed, organizational and management methodologies are essential, but Industry
4.0 concepts, robotic collaboration concepts, and big data analytics could also be used
in this transformation. Some of these theories and concepts are presented in the fol-
lowing part in order to choose those that are adapted to the sustainable Industry 4.0
framework and the intelligent tool for supporting the company transformation.

2.1 Organizational methodologies

The improvement of the company production system requires to exploit the
adequate methodology. Numerous methodologies are used in companies for increas-
ing their performance such as GRAI Methodology [2], CIMOSA [3], or PERA [4]
for structuring the global company, lean manufacturing, DMAIC (Define, Measure,
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Analyze, Improve, Control) method, design of experiments for focusing on the
production system, and solving specific problems. The performance criteria mostly
used are quality, cost, and delivery time (QCD).

Based on the theory of systems, GRAI Methodology, contrary to CIMOSA (tech-
nological aspects) and PERA (human aspects), focuses on all the company aspects:
decisional, informational, and physical systems. Five models (physical, functional,
process, informational, and decisional) have to be used for transforming a company
and improving its performance. This methodology is adapted to the objective to inte-
grate Industry 4.0 concepts in SMEs but a zoom on the physical system is necessary to
increase the efficiency of the company transformation. Indeed, lean manufacturing
methodology is the most exploited because of its objective to structure the supply
chain organization around customer demand satisfaction in terms of quality, cost,
and delivery time.

The concept of lean manufacturing has been firstly described in [5] and applied
in Toyota Company. Lean manufacturing is a methodology used for reducing seven
wastes such as transportation, overproduction, motion, waiting, defects, inven-
tory, over-processing. Lean principles allow optimizing the company efficiency. As
exposed in [6], “sustainable manufacturing and lean practices focus on creating an
intelligent network system that improves productivity, quality, and customer orienta-
tion, while eliminating waste.” Many tools could be used in the frame of lean manu-
facturing methodology implementation such as Value Stream Mapping (VSM), Single
Minute Exchange of Die (SMED), Failure Mode Effects Analysis (FMEA), 5s, Total
Productive Maintenance (TPM), Kaizen, Kanban.

As explained in [7] lean manufacturing not only contributes to optimize added
value for satisfying customer expectations but also increases environmental benefits.
Indeed, SMEs could not improve their performance by ignoring the actual environ-
mental context. In addition, in the use of lean manufacturing, the cadence of the
production line that is called takt time could be considered by mistake (bad applica-
tion of lean concepts) as nonsocial and nonsocietal. For instance, if the takt time is
not well defined, it could create stress for operators because of their desire to succeed.
Indeed, the positive impact is defined in the company through the elimination of
waste time and non-added value, giving operators more value time for well finishing
their tasks. The use of lean tools such as SMED, for reducing the external operations,
allows to implement tools near machines optimizing by this organization the ergo-
nomics and the useless moving.

This continuous improvement method integrates physical and informational flows
in an industry with aiming at the identification and elimination of wastages that
affect lead time, material cost, and quality of products [8, 9]. But for a SME the digital
transformation of its processes needs to solve specific problems (use cases) for ensur-
ing the feasibility and efficiency of solutions that will be implemented. Both DMAIC
and DOE are able to manage these specific cases (use cases).

Six sigma is a method based on DMAIC (Define, Measure, Analyze, Improve,
Control) principles. Six sigma allows to improve the quality of the production system
and not only the product quality. DMAIC is used as a problem-solving method for
increasing the quality level in the company.

Then, a combination of GRAI methodology, lean manufacturing DMAIC,
and DOE methods will allow to define an efficient and well-adapted framework
for Industry 4.0 concepts implementation in SMEs. The following part details the
concepts of Industry 4.0 and the necessity to integrate sustainability in the digital
transformation approach.
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2.2 Industry 4.0

Industry 4.0 concepts use a multitude of technologies to improve company
performance. They are involved in logistics, production, data management, and com-
munication between systems. These technologies meet the modernization needs of
businesses. Several technologies and tools must be taken into account to integrate the
concepts of the industry of the future such as the verticality of production systems,
the horizontality of the integration of production chains, the optimization of the
value chain, and the use of disruptive technologies. These technologies are cyber-
physical systems (CPS), internet of things (IoTs), human/machine interface (HMI),
cloud computing, big data, artificial intelligence, advanced robotics, immersive (aug-
mented or virtual) reality, simulation, and cybersecurity [1]. All of these technologies
have enabled great advances in the company’s digital transformation. For instance, a
usual application of these technologies could consist in the exploitation of sensors for
collecting information on production lines, big data system for capitalizing these data
in a server for analyzing them, and for taking good decisions. Then, according to the
production processes and by using these data, operators could interact in the produc-
tion environment with collaborative or mobile robots. Cyber-physical system stations
could be deployed to control all the production systems by integrating programmable
logic controllers with different inputs and outputs and various communication
modules such as IO-Link modules or Ethernet interfaces.

As presented in [10, 11], based on lean manufacturing, Industry 4.0 could make
the company “processes smart by enabling digitalization, modern information-sharing
technologies, smart machines, which, in amalgamation, help in fast, effective, and
efficient decision-making”

2.2.1 Robotics in Industry 4.0 concepts

Autonomous intelligent vehicles (AIV) are used in warehouses for transporting
products. In addition to problems of flow management and optimization, specific
problems could be presented such as the management of the robot autonomy or
prioritization. They could be exploited for transporting raw materials or final prod-
ucts from production lines to storage and vice versa. Indeed, these mobile robots
are equipped with internal tracking and embedded system. They are able to move
in warehouses to carry stocks of products. The robots transport their material to the
exact location at a specific time [12]. They are able to move in a fleet and to recognize
each other [13]. Moreover, they are not separated from traditional operators and move
in a common environment. They have a camera and/or laser system to prevent pos-
sible collisions. Then, the problem of safety could be pointed out and different safety
systems could be integrated into the robot for insuring the production system effi-
ciency. If the robots detect a force, they could stop and activate their safety. They are
also able to open doors that are connected to cyber-physical systems. Thanks to this,
logistics are smoother, and productivity is increased. All these transport times, which
are no longer provided by man, allow him to work on other issues. Development
robots allow workers to concentrate on creativity, productivity, and other dynamic
processes, which lay the basis for growth and prosperity [12].

Cobots are collaborative robots able to interact with humans. Cobots are used to
support operators on repetitive or specific tasks. In [14], the top-3 reasons to choose
to implement cobots (operational efficiency, innovation, and ergonomics) have been
repeated and the automation of production lines with cobots has been promoted with
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the use of lean manufacturing methods. The cobots are affiliated with the methods of
Lean Manufacturing as they promote the automation of production lines [14].

Cobots have cameras to effectively visualize their environment and adapt accord-
ingly. They are able to recognize and identify shapes, bar codes, QR codes or even col-
ors. Some of them are used for quality control thanks to their high precision. Vision
has become the key to Industry 4.0. Cobots are lightweight and easy to configure,
unlike conventional robots [12]. Cobots are less costly than their counterparts and can
yield more stable effects [12]. On top of that, they have a safety system that physically
blocks them when they detect a collision. They are able to switch from a collaborative
mode to a cooperative mode. In addition, cobots can work with each other. They are
able to communicate via the network dedicated to them.

2.2.2 Internet of things

Industry 4.0 is a concept-driven by IoT, allowing interconnection between objects,
equipment, and computers. Robots can be controlled remotely by a central computer
using logical programming. Human intervention is then no longer necessary. It is only
used for maintenance or recalibration. The classic IoT also includes the internet of
robotic things (IoRT). The robots are also equipped with inputs and outputs to control
external systems. The data and values used by the robots via their sensors are stored in
databases in real-time. They can then be operated by external systems. The combina-
tion of local computational power and IoT has turned ordinary sensors into intel-
ligent sensors such that the measured data are calculated locally in a sensor module
in a complex manner [15]. Robotics and the internet of things have been motivated
by several ambitions that are all interconnected. IoT focuses on ubiquitous sensing,
control, and recording services, while robotic societies concentrate on development,
engagement, and autonomous behavior [12]. The combination of the two technolo-
gies makes it possible to limit errors on production lines and increase their efficiency.

All the sensors (cameras, force sensors, etc.) present on the robots allow the
inspection to be carried out and participate in quality controls. The IoT is revolution-
izing not only production methods but also maintenance strategies [16]. They must
be able to exploit robot data in order to prevent possible problems [16]. New skills
are expected for operators in the industry of the future. This concept of Operator
4.0 aims to present the transition of the Human-CPS interaction toward a Human-
Automate symbiosis for a balance within the production chain [16]. IoT focuses on
services promoting pervasive sensing, surveillance, and recording and the emphasis
on processing, engagement, and independent activity in robotic societies [17].

As presented in [18-20], IoT “refers to intelligent physical and virtual objects
which are integrated in a global (or local company) network, which have identities,
and which communicate between themselves or with other internet-enabled devices.”

In [21], IoT is defined as a technological concept that utilizes sensors, microcon-
trollers, and other embedded terminal devices through which real-time data can be
collected from manufacturing machinery and facilities.

2.2.3 3D printing

3D printing is an important technology in the concept of Industry 4.0. It is used
for rapid prototyping of mechanical parts. The accuracy and quality of the prints
are high enough to make tools for robotics. It is possible to produce different parts
whether they are rigid (support) or flexible to adapt to needs [17]. In particular,
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companies are developing grippers for their robot arms using this technology.
Robotic-enabled 3D printing represents a more sustainable manufacturing method
[12]. Thanks to 3D printing, companies are making reliable mechanical implementa-
tions to deploy new use cases. The flexibility of this technology encourages them to
constantly develop their robotic solutions.

2.2.4 Cyber-physical systems

Robotics allows better optimization of variable productions and therefore better
economic performance. Automatons and computers allow robots to evolve and be
smarter. Application flexibility allows computers to optimize production according to
schedule demand or markets [12]. CPS is defined in [22] as a “system that integrates
computation, communication, and control.” It uses sensors for obtaining data, which
will be capitalized and analyzed with computing devices and a decision-aided system
for taking good decisions concerning the physical system. CPS contributes to improve
productivity by remotely controlling physical machinesinputs and outputs. This
concept is used to qualify sensors in production lines.

CPS is described in [23, 24] as physical and engineered systems whose opera-
tions are monitored, controlled, coordinated, and integrated by a computing and
communicating core. The concept of a cyber-physical system is presented in [25] as
based on emerging technologies such as additive manufacturing, advanced robotics,
augmented and virtual reality, big data, cloud computing, and the internet of things.

As explained in [26], lean manufacturing and Industry 4.0 could be combined
for transforming a manufacturing system into a Cyber-Physical Production system
(CPPS) with advanced productivity capabilities.

As noted in [27, 28], the “successful integration of SMEs into Industry 4.0 is a
relevant social challenge and thus, specific policies and programs should be designed
accordingly.

2.2.5 Big data analytics

With the implementation of the CPS, big data are obtained from the physical
and informational systems and need to be analyzed for taking good decisions in the
company. The objective is to increase the company’s performance.

Big data correspond to the collection of massive data from various sources. These
data are structured, non-structured, or semi-structured but must be analyzed and
exploited to taking decisions. A typology of data sources has been proposed in [29]:

* Manufacturing resource data including real-time performance data of smart
devices, collected through the industrial Internet of Things and production data

* Manufacturing systems and computer data aid data (product design, order con-
figuration, material allocation, production planning, business management, etc.)

* Internet data issued from open Web sites (social services sites, e-commerce plat-
forms, social networking platforms).

Seven features have been defined in [30] for characterizing big data: volume,
variety, velocity, veracity, value, variability, and volatility. As explained in [31] the
level of production standardization, operation network, and service precision could
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be substantially revamped by using big data analytics. In industrial and manufactur-
ing systems, big data promote enterprises to accurately perceive changes in the system
and facilitate scientific analysis and decision making for optimizing the production
process, reducing cost, and improving operational efficiency [32]. Two main para-
digms could be used for big data analytics:

* Model-driven approaches focus on how the physical system works, rely on a deep
understanding of the system or process, and can benefit from scientifically estab-
lished relationships [33]

* Data-driven approaches are based on the correlation between system status
parameters and the target estimated by carious artificial intelligent models [34].

These data contribute to the elaboration and the efficiency of an intelligent manu-
facturing system in a company. The intelligence of the production systems is based
on their ability to accumulate and analyze big data [34]. This analysis can improve
customer service, enhance product quality, and create more value in the enterprise
as expected by SMEs. Indeed, technological problems have to be solved in this case
such as data quality management, data security and privacy protection, the general-
ity of the conceptual framework in actual production, data integration processing in
industrial manufacturing systems, and accessing primary manufacturing data. Then,
the intelligent system (including the big data analytics) that will be proposed needs to
integrate these aspects.

All the concepts of Industry 4.0 that have been presented above are required for
digitally transforming the company but their efficient utilization in SMEs needs to
focus on the brakes on Industry 4.0 implementation in SMEs and to find levers for
accelerating their use in the SME performance improvement. Indeed, sustainability,
including social and societal dimensions such as the place of the human in the future
production process (human/robot collaboration), but also environmental demands
(people expectations, the earth preservation, and official rules), appears as the
parameter to integrate for obtaining the membership to Industry 4.0 philosophy.

2.3 The context of the robotic collaboration

Robots have revolutionized the manufacturing process of companies. They have
enhanced the automation of systems and the execution of repetitive tasks at low
prices [12]. The potential of robots is great, and the resulting applications are numer-
ous. In addition, some robots use Al to improve their performance. They are able to
learn from their environment and from their experience. Several working methods
have been established so that human and machine can collaborate.

Human-robot collaborative systems are presented in [35] as a solution with a
shared workspace, which mixes the dexterity and cognitive faculties of human opera-
tors and the accuracy, in addition to the repeatability skills of robots.

The coexisting mode results in the distinct separation of workspaces between
human and machine, no interaction is possible in this configuration. The advantage
is that the robots can operate in difficult conditions for humans (e.g., high tem-
perature, risk of intoxication.) The cooperation mode is manifested by the work of
human and machine in the same space of work on different objects or tasks. Finally,
the collaborative mode results in the simultaneous work of human and machine on
common objects or tasks.
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Unlike operators, robots are not distracted, and they work without interruption
and have a low error rate thanks to their precision and repeatability. Robots are able
to predict their maintenance. To do this, they collect data throughout the production
lines.

If robots are destined to perform fast and dangerous gestures, safety zones are set
up to limit access. Operators are not left out of this technology, because they are able
to control them via portable systems such as computers, tablets, or even phones. They
thus ensure the supervision of the robots. These increasingly intelligent robots, in
cases where human intervention is difficult, may be able to make decisions based on
their visions, productions, or knowledge of the state of the production line.

A detailed risks analysis has to be done by exploiting the safety guidelines and
standard documents such as:

* The type-A standard ISO 12100 focused on the machinery risk assessment [36]

* The type-C standards ISO 10218 parts 1 and 2 for the general safety requirements
for industrial robots and integrated robots systems [37]

* The technical specification ISO TS 15066 for the safety requirements destined to
collaborative operations [38]

* The technical report ISO TR 20218-1 for the main safety measures for the
design and integration of end-effectors used robot systems and collaborative
operations [39].

Contrary to the classical robot, collaborative robots (cobots) are contained
with intuitive interfaces that support human operators in the physical workload of
manufacturing tasks [40]. In addition to the safety required for ensuring the good
production and the optimization of the manufacturing system, the human-cobot
collaboration needs the elaboration of an interface

* For making robots, cobots, and IoTs managed by the operators without additional
knowledge in robots programming or IoT utilization,

* and for facilitating the operator decision-making.

They are no barriers between cobots and human operators, but safety mechanisms
to prevent harming humans are endowed [41]. They also provide solutions to ergo-
nomics problems, by being alternative solutions to awkward postures and repetitive
movements [42].

Robot programming also needs the user to be familiar, but operators in SMEs have
no knowledge about the programing language. However, they have to be informed
about the physical and computational action the robot can carry out [43]. Then, a
new programming environment called CAPIRCI has been developed. It allows non-
technical users to create typical programs executable by COBOTTA, the collaborative
robot by DENSO WAVE Ltd.

This chapter proposes to exploit the idea of this programing interface, for develop-
ing an interface that aims for operators to manage with button the new technology
tools integrated in the production manufacturing such as robots, cobots, mobile
robots, I0Ts, and also to take good decisions.
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Social, societal and environmental aspects have been integrated in the Industry
4.0 concepts implementation and allow to obtain a human-centered manufacturing,
more resilient and sustainable, that has been defined by the European commission as
the Industry 5.0.

The concepts and methodology developed in this chapter are based on this
objective. The idea in this ¢ contrary to the proposition presented in [44] as the
“automation of complex business and production processes with the help of artificial
intelligence (AI), while employees undertake monitoring activities instead of being
actively involved in those processes” is to let the operators in processes at the center of
the digital transformation.

3. Concepts and methodology

The Industry 4.0 concept implementation in SMEs requires the use of sustain-
ability as the kernel of the company’s digital transformation. This c proposes the use
of GRAI methodology in combination with lean manufacturing, DMAIC, and Design
of Experiments for elaborating a sustainable framework for this transformation in
order to improve the company performance [45]. The framework allows to improve
the company supply chain through three axes (Figure1).

* The physical transformation is destined to transform the SME by implementing
lean manufacturing concepts but also by using DMAIC and Design of Experiments
methods for solving use cases (problems) in the internal and external logistics
process of the company. The integration of robots, cobots, mobile robots, IoTs,
and other tools is realized at this level.

* The decisional transformation is used for structuring the company decisions in
short, middle, and long terms by exploiting GRAI methodology.
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Figure 1.
Framework for sustainable Industry 4.0 concept implementation.
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* And the informational transformation involving the integration of an information
system such as ERP, MES, WMS in the company for improving its performance,
but also the exploitation of an intelligent manufacturing system including the
decision aided module, the human-machine interface, and the cyber-physical sys-
tem adapted to the company being transformed.

The sustainable digital transformation is supported by intelligent manufacturing
and logistics human-machine collaboration (HMC) system (Figure 2). The objec-
tive is to facilitate the collaboration between the physical new technologies (robots,
cobots, mobile robots, I0Ts), the information system, and the operators but also
contribute to the production processes optimization. It will allow the operators to be
at the center of the production process in terms of ergonomics, production manage-
ment, and flexibility.

The software tool is composed of the following:

* Aninformation system interface that manages databetween the company informa-
tion system, the production managers, the production system, and the operators.
Information will come from the production system through the cyber-physical
system containing the IoTs and will be integrated into the information system.
And in the other direction, information and production orders and constraints
will come from the information system for the manufacturing system (operators,
machines, [0Ts).

* A management module that contains big data (reference data, input and output
data, and results of a problem or task) and an analytics module.

* A human-machine interface (HMI) allows the operator to manage machines,
robots, production tasks, and decisions that he will have to take.
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Figure 2.
Avrchitecture of the intelligent manufacturing and logistics HMC system.
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* A performance module is a decision-aided module that contains a dashboard for
showing the operator, information on the system performance (robot machine,
process, and operator), and support him for taking a good decision. This module
also contains a digital twin (simulator) for showing the operator the impact of his
decision before validation.

* A programming module that allows the acquisition of instructions coming from
machines or robot tools (or going to them) that will be exploited by operators.

* An instruction transcriber treats the program or instructions from operators to
machines or from machines to operators.

* An expert system that contains a knowledge base, an inference engine, and a
learning system that allows to manage the problem to solve (use cases).

* A problem-solving module that is used for transcribing the operator difficulties
into an adequate format for being analyzed and solved.

* A capitalization module that is used for recording operator instructions or prob-
lem results in order to reuse them for a new use case.

In addition to the framework and the intelligent manufacturing HMC system, a sus-
tainable flexibility 4.0 approach has been defined for optimizing the use of the manufac-
turing resources (technical and human). The following part is destined to this flexibility.
4. Sustainable flexibility 4.0
4.1 Sustainable flexibility 4.0 tool

The sustainable flexibility 4.0 is based on the use of production management
techniques such as scheduling, theory of constraints, operational research algorithms,
and artificial intelligence for defining for optimizing the exploitation of cobots,
robots, machines, mobile robots, and IoTs, of the logistics and manufacturing system
(Figure 3). It involves the optimal use of technical resources, the good management
of operational tasks by operators, and the optimization of human resources. As in
the previous software tool, sustainability is the kernel of flexibility optimization. It
implies the flexibility of organization around the operators.

4.2 Sustainable flexibility 4.0 approach

The general approach for using the sustainable flexibility 4.0 in a company is
described as follow (Figure 4).

* Validation of the company processes optimization with lean manufacturing principles
* Elaboration of the first organization of the production system

* Integration of the first production orders for the resources (human and technical)
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* Real-time interaction with the information system for managing the flexibility
according to the production manager orders and the customer demand

* Integration of the operator decisions for technical and human flexibilization in
collaboration with the intelligent tool
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* Definition of the flexibilization to apply
* Validation of the flexibility in real time
¢ Measure of the flexibilization results

* Transmission through the intelligent module of the results to the operator and the
information system (for production managers)

* Waiting for the next flexibilization.

5. Use case

Indeed, the framework has been used with success on SME for defining the steps
the company of the digital transformation as presented in [42]. This part presents
use cases that have been solved in this company. The company is an electronic card
production enterprise and would like to transform digitally itself for being more
competitive. The objective of the company was to be able to transfer the cobot from
one production line to the other in less than 6mn for increasing the company’s global
performance. Indeed, the same cobot will produce an electronic card near the opera-
tor and at the end of this production will be integrated into the packaging process.

5.1 Cobots utilization optimization

Industry 4.0 concepts allow to review the operating methods of traditional indus-
try. Operators are giving way to robots and cobots which today are mainly developed
to perform specific tasks on fixed workstations. The challenge of Industry 4.0 is to
make production more flexible. It is, therefore, necessary to improve fixed robots
by making them mobile and adaptive then, production lines will be more flexible
and smarter. The solution was to allow mobile robots to be able to take cobots from
a station to another without human intervention to optimize production time. But
the validation of the moving has to be done by operators. The development of a
fully autonomous production line leads in particular to new problems of stability
and precision for cobots. A mobile robotic system including mobile support and a
fixed cobot has been elaborated. In the development of this solution, it was neces-
sary to take into account the precision of the robot and thus adapt its movements. It
was also important to solve the problem of cobot calibration when it arrives at the
new production line. Subsequently, it was essential to ensure stability for the proper
functioning of the robot, especially during high-speed actions or moving. It was also
important to solve the problem of power (electric and pneumatic). Indeed, a cobot
on a fixed station can be easily powered via a wired mains socket. For a robot mov-
ing, it is not simple. It was necessary to find alternatives that overcome these power
supply problems.

For solving the use case, a cobot has been used. All the interconnected sensors
allow the cobots to learn about their environment and decide on the tasks to be
carried out based on the information received. Parts of the transporting system
and connections have been elaborated by exploiting 3D printing as suggested in
Industry 4.0 context. An AIV has been used to transport the robotic system from
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one station to the other. The problem of connection between the robotic system
and the mobile robot had to be solved. Indeed, this solution has been implemented
in the company and has shown its effectiveness in allowing the transport of cobots
to their workstations, eliminating a task that would be repetitive and tiring for
operators.

The challenge of the robotic solutions described in this chapter is to be able to use a
cobot at the fixed origin on several workstations. The movement of the cobot needs to
be deepened. One possibility of movement is the attachment of a cobot on an inter-
station trolley. This system allows it to move between different fixed positions. In
this chapter, the choice was made on the solution of the inter-station trolley due to its
adaptability to the company industrial environment and its easiness to be transported
by an AIV.

5.2 Technical solutions for moving the cobot
5.2.1 Proposition 1

The movement of the inter-station trolley is ensured by the AIV. The important
aspects to consider are the fixation and the stability of the cobot on its workstation.
Jacks represent a possibility of fixing the inter-station trolley to the ground when
the latter is placed in front of a workstation. Four jacks are positioned on either
side of the carriage. They each have a force of 90 kg. A mechanical part makes up
the fixing mechanism. It allows a large contact surface with the ground. In addition,
the jacks are actuated by the automaton controlling the entire production chain. The
digital outputs control the analog outputs of the system. When the jack system is
actuated, the trolley wheels are raised and the trolley is then secured to the ground.
The advantage of this solution is that the fixed stations are not mechanically modi-
fied. The inter-station trolley is able to ensure its own stability. However, due to
the low weight of the trolley, mostly made of aluminum profiles, the stability is not
sufficient. The forces applied to the carriage when it is fixed to the ground cause a
partial tilting of the structure. In addition, this solution is dependent on the flatness
of the ground.

5.2.2 Proposition 2

Another alternative is the implementation of an electromagnets system to ensure
the stability of the inter-station trolley. Electromagnets are used to lock access in
many establishments. They guarantee high safety due to their holding force of 272 kg
in the case studied. The electromagnets are positioned on the inter-station carriage
and the metal plates on the fixed station. To ensure the mechanical insertion of the
system, 3D printing supports have been created. These are installed on the alumi-
num profiles making up the workstation and the trolley. To complete the device, an
obstacle sensor is installed on the inter-station trolley so that the electromagnets are
activated at a short distance from the fixed station. When the electromagnets are acti-
vated, they are then brought into contact with the metal plates. The two parts are then
locked together and ensure the attachment between the inter-station carriage and the
fixed station. The advantages of this solution are the ease of installation and the low
cost. The stability is higher than that with the jacks system. However, this device is
sensitive to shear forces. This weakness can cause the inter-station cart to stall when
the cobot is performing its tasks at the workstation.
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5.2.3 Proposition 3

The fastening solution chosen for the company is the Vero-S system from Shunk
enterprise. This device is made up of tightening modules and positioning pullers.
Each clamping module has a tensile force of 8000 N. The operating principle is as
follows: the clamping modules are normally closed by slides. An air pressure of 5.10°
to 6.10° Pa is sent to the clamping modules to release the slides. The positioning
zippers then fit into the clamping modules; then the slides close with the air purge.
The air supply is controlled by solenoid valves, directly linked to the cyber-physical
systems of the production line. To use this system, two clamping modules are posi-
tioned on the fixed station and two pull tabs on the inter-station carriage. When the
AIV approaches the truck in front of the workstation, the Vero-S system is activated
and allows a strong fixation and stability between the two structures. This solution
responds to all types of exerted forces. In addition, the Vero-S system allows locking
in three dimensions which makes it possible to prevent shifts in flatness between the
base of the robot and the fixed station, in particular in the Z direction not allowing
it to be checked mechanically. On the other hand, the calibration of the cobot will be
able to correct it.

5.3 Power transmission

Once the cobot is locked to the fixed and stable position, it must be powered.

For the SME study, the cobot used is a techman TM5 700 developed by Omron, and
it can carry maximum payloads of 6 kg for a reach of 0.700 m. The power supply
required by the techman is 240 V AC and has a maximum charge current of 14 amps.
The cobot is placed on a trolley, the choice of a power supply battery allowing a cobot
function is possible but greatly weighs down the trolley and could hinder its move-
ment. In this study, the choice fell on the use of electrical modules (initially a mains
socket) arranged on the trolley and on the fixed station using 3D printed support. The
brackets have been adjusted so that the electrical modules are connected only when
the fastening system is in place and no operator can receive a discharge. The modules
located on the fixed station are supplied by the mains. The system works well and
allows power to the cobot. To go further the main plugs have been replaced by more
advanced electrical modules composed of 19 power supply passages, which allowed
to power the cobot but also to supply the cobot. Other components of the truck
(example: solenoid valve), have been implemented, in order to transmit information
via the inputs and outputs of the cobot.

The cobot is able to use pneumatic grippers, so it is necessary to think of a system
similar to the electrical modules that allow air transmission. By using pneumatic
modules fixed on the trolley and the stationary station using 3D printed support, they
connect when the fastening system is in place.

6. Conclusions

In this chapter, a new framework sustainable Industry 4.0 concepts implementa-
tion has been presented. Then, an intelligent logistics and manufacturing human-
machine collaboration system has been exposed. An approach for implementing
sustainable flexibility 4.0 in SMEs has been explained and the supporting tool
shown. A focus has been made in the flexibility technical problems that have been
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presented through a use case of an electronic card production company. This chapter
exposes the interests for SMEs of robotic mobility and human-machine collabora-
tion in a sustainable Industry 4.0 context and the new technological challenges that
are issued from flexibility deployment. The adaptability of systems is a major issue
in the context of the industry of the future. The concepts and solutions provided in
this chapter illustrate new possibilities for logistics and manufacturing optimization.
These improvements make the workstations of the production lines autonomous by
putting the operator as the operational manager of the workstations (including IoTs,
cobot, and mobile robot management). Operators are then less exposed to repetitive
and stressful tasks. In addition, this flexibility helps to reduce development costs by
increasing the versatility of cobots. Finally, the solutions presented in this chapter
contribute to the digitalization of companies and strengthen the field of use of new
technologies and humans at the heart of the industry.
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Chapter 10

Supply Chain: A Modeling-Based
Approach for Cyber-Physical
Systems

Agota Binyai

Abstract

Within the frame of this chapter, the author focuses on the distribution processes
of green supply chain solutions and describes a potential mathematical model, taking
environmental aspects into consideration. The first part of the chapter includes a
systematic literature review. Based on the identified research gap, a new mathematical
model is described, which makes it possible to describe last-mile logistics processes
from an environmental point of view. The functional model of the distribution system
includes the potential of Industry 4.0 technologies, which makes it possible to gather
real-time information from the distribution process and use real-time status informa-
tion for a sophisticated design and operation. The mathematical model of this
approach defines an NP-hard optimization problem; therefore, heuristic optimization
algorithm is supposed to solve the design and operation tasks of the green distribution
problem. As the computational results show, cyber-physical systems increase the
performance of green supply chain solutions and have a great impact on operational
cost. As the numerical example shows, the integrated approach resulted in a 5.3% cost
reduction in transportation operations.

Keywords: green supply chain, green distribution, industry 4.0 technologies,
heuristic optimization, greenhouse gas emission, energy efficiency

1. Introduction

In recent years, a rising number of production and service companies work only
with suppliers that adhere to environmental standards and regulatory policies, which
are drivers for sustainable supply chain operations. These standards and regulatory
policies can be classified into nine groups: pollution bans, technology standards,
performance standards, emission trading policies, taxes, subsidies, information poli-
cies, eco-labels, and sustainable procurement policies [1]. Sustainable supply chain
solutions and sustainable distribution solutions are influenced by all of these policies
and related fields.

The definitions define that sustainable distribution refers to the macroeconomic
allocation of objects (final products). Microeconomic aspects should also be taken into
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consideration because green distribution is influenced by business decisions, while
economic and financial policies are represented by macroeconomics. Green distribu-
tion includes a wide range of operations, including transportation, warehousing,
loading and unloading, packaging and labeling, custom services, and marketing. This
wide range of logistics-related operations must be performed as green as possible.
Today, the new technologies of the fourth industrial revolution make it possible to
gather information from large complex systems in the form of real-time failure data
and status information, and use them for more sophisticated decision-making. Within
the frame of this chapter, an optimization-based approach for the optimal design and
operation of green distribution is described. The significance of a problem is based on
the fact that the application of Industry 4.0 technologies and the transformation of
conventional supply chain solutions into a cyber-physical system can increase avail-
ability, flexibility, efficiency, sustainability, and transparency. The research question
of this work is the validation of the impact of cyber-physical solutions on green supply
chains.

This paper is organized as follows: Section 2 presents a systematic literature
review, which summarizes the research background of distribution processes in the
green supply chain from a descriptive and content analysis point of view. Section 3
describes the model framework of green distribution processes, including both, the
functional and the mathematical models. The model is focusing on the sustainability-
related aspects, including energy consumption, greenhouse gas emissions, and energy
costs. Section 4 discusses the numerical analysis of the defined optimization model
and validates the expected impact of cyber-physical solutions on green supply chains.
Conclusions, future research directions, limitations, and managerial impacts are
discussed in Section 5.

2. Systematic literature review

Within the frame of this systematic literature review, the following questions will
be answered: What is the current state of the knowledge in the field of distribution in
green supply chain solutions? Which methodologies can be used for the optimization
of design and operation of green distribution systems? Which influencing factors are
important from the environmental impact point of view? What are the main research
gaps and limitations?

2.1 Methodology of systematic literature review

The systematic literature review can be divided into three main parts. The first
part is the descriptive analysis, which focuses on the statistical analysis and numerical
description of search results in Scopus. The second phase is the content analysis,
where based on the results of the descriptive analysis the research topics and the
scientific results are described and evaluated. The third part summarizes the results of
descriptive and content analysis and focuses on the current state of knowledge, cur-
rent research results, and research gaps (Figure 1).

The process of the systematic literature review includes the following main phases:
(1) definition of search questions based on the available search fields in Scopus; (2)
search process; (3) inclusion and exclusion process, where only journal articles were
added from the different types of source types and non-English articles were excluded
from the search results; (4) descriptive (statistical and numerical) analysis; (5)
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Process of the systematic literature review.

content analysis, where the topics and research results are identified; (6) definition
of consequences, identification of main research directions, research gaps, and
bottlenecks.

2.2 Descriptive analysis

Within the frame of the descriptive and content analysis the following search was
used in the Scopus: (TITLE-ABS-KEY (“green supply chain”) AND TITLE-ABS-KEY
(distribution) AND TITLE-ABS-KEY (logistics)) AND (LIMIT-TO (DOCTYPE,

ar”)). The following numerical analysis is based on the results of this search. Initially,
as a result of this search, 50 articles were identified and analyzed. The search was
conducted in March 2022; therefore, new articles may have been published since then.

Figure 2 shows the distribution of published articles based on the search results in
Scopus. As Figure 2 shows, more than 50% of the articles were published in the last 5
years, and this fact shows the increased importance of green supply-chain-focused
researches.

Figure 3 shows the classification of the published articles and research work by the
nationality of the authors. As Figure 3 shows, authors from Europe, Asia, and America
are working on research topics focusing on green supply chain design and operation.
From a global economic perspective, it is an important fact, that this research field is
becoming increasingly important not only in developed countries but also in develop-
ing countries.

Figure 4 demonstrates the distribution of articles by subject area in Scopus. It can
be concluded, that the green distribution-related researches are multidisciplinary
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Classification of articles by year of publication based on search results in Scopus.
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Distribution of articles by Scopus keywords in the field of green distribution-velated research.

researches, where a wide range of science fields is required to solve technological,
logistics, human resource management, economic, and ecological problems including
business and management, engineering, decision sciences, telecommunication and
computer sciences, environmental sciences, social sciences, mathematics and optimi-
zation, chemical engineering and materials science. These topics are covered by
journals in the following fields: sustainability, operational research, industrial engi-
neering, management research, logistics, manufacturing technologies, mathematics,
and transportation business.

An internationally accepted measure of the quality of scientific works is the inde-
pendent citation. Figure 5 shows the ten most cited articles based on the results of the
Scopus search and the distribution of the independent citations. The A-index, which is
the largest number / of published articles having at least # independent citations is in
the case of green distribution research is 20. This h-index seems to be acceptable in the
field of technology, engineering, and environmental researches, because in the case of
other sciences, such as physics, space sciences, clinical medicine, and genetics, there
are more papers, more scientists, and more citations.

Figure 6 demonstrates the distribution of green supply chain-related articles by
open access types. Gold open access includes journals published only in open access. In
the case of hybrid gold open access, the authors can choose the open access
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publication. In the case of green open access, the published articles are available in
different repositories. In the case of bronze open access, the publisher offers tempo-
rally or permanently unlimited free access to the articles. 34 of the analyzed 51 articles
are available online, which is an acceptable proportion.

Figure 7 demonstrates the distribution of the keywords mostly used by the authors
of green distribution design-related articles. The analysis of keywords shows, that
they can be clustered in the following way: environmental aspects (greenhouse gas
emission, CO emission, carbon, climate change, sustainability, carbon footprint);
optimization (linear programming, decision making, genetic algorithm, fuzzy models,
algorithms, knapsack problems, factor analysis, numerical models, dynamic pro-
gramming, comparative analysis, game theory); and logistics (distribution of goods,
facility location problems, coordination management, network design, transportation,
vehicles, chain to chain competition).

The use of keywords e-tailers and e-commerce distribution shows, that the envi-
ronmental impact is important not for physical distribution but also in the case of
e-business and e-commerce solutions, where the design and operation of eco-friendly
operation focus on eco-friendly packaging, reusable plastics, purchasing carbon
offsets, and reducing shipping distances.
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2.3 Content analysis

The importance of the optimization of supply chain processes and the technologi-
cal and logistics resources is underlined also by the fact, that logistics-induced green-
house gas emissions caused by economic growth block and obstruct the greening
process of supply chain solutions, especially in the field of last-mile logistics [12].

The product development process can be integrated with green purchasing, green
manufacturing, green distribution, and green reverse logistics, which are an essential
part of the green supply chain. This integration can lead to decreased environmental
impact in all stages of the supply chain [13]. The product development environment
can be also integrated with the forward and reverse flow of the supply chain in the
circular economy including production, distribution, and customers in the forward
direction and collection, disassembly, recycling, and disposal in the reverse direction
to improve the greening process of supply chain solutions [14]. The products and the
behavior of consumers can also influence the performance and environmental impact
of distribution processes. From product development and labeling point of view,
studies show, that consumers prefer green-labeled products and green distribution
labels, especially in the case of tierl, tier 2, and tier 3 consumers [15].

Different models are used to demonstrate the impact of green distribution on the
environmental impact of the green supply chain. The path analysis is a useful method
to analyze this impact and to justify, that the participants of the green supply chain
including suppliers, manufacturers, and service providers must focus on the facilities
and operation-related policies to increase the performance of those variables [16].

The Nash and Stackelberg game is also a suitable method to analyze the impact of
policies and regulations on the equilibrium strategies from sustainability of competi-
tive forward and reverse supply chains focusing on financial aspects and greening
[17]. A survey with 43 items was tested using partial least squares structural equation
modeling to identify the most common practices facilitating environmental collabo-
ration. The study shows that internal environmental management, eco-design, and
green marketing play an important role in the greening process of supply chains,
while no substantial impact was identified between green human resources, green
information, and systems technology [18].
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Network analysis can be used to perform a wide range of design tasks for green
distribution processes including facility location and routing. These design tasks are
essential to creating a sustainable and green distribution system, where the optimal
location of distribution centers has a great impact on the energy efficiency and green-
house gas emission of transportation processes [19, 20]. The greening process can be
influenced both on the managerial and operational levels [21].

The risk evaluation plays an important role in the operation of green distribution
networks because in an uncertain environment the performance of the distribution
processes can be influenced by the results of forecasting and super positioning of
customers’ demands and other system parameters. This importance of risk evaluation
is discussed in the case of agricultural products in a cold chain logistics solution, where
the perspective of the ecological economy is taken into consideration [22] and it is
shown, that the logistics mechanism of distribution processes can be improved by
permanent improvement and supervision of logistics intermodal mechanism. Fuzzy
models are also used to solve design and operation problems of green distribution
problems in an uncertain environment [23].

The coordinated optimization of the complex system of green distribution networks
shows a suitable way to take a wide range of influencing factors into consideration while
optimizing the green supply chain because the complex model of the green supply chain
defines different layers such as a layer of distributors, producers, and customers, and
the coordinated optimization model plays the parameters and influencing factors of
these players of the distribution network into consideration [24].

The analysis of action mechanism of cross-border supply chain solutions shows,
that in the case of large geographical area the establishment of green supply chain
models for green distribution has remarkable importance for the implementation and
development of the green supply chain [25].

The design and operation of green distribution systems can be also described as an
optimization problem of inventory routing problems, where the bi-objective optimi-
zation of both inventory costs and fuel consumption using mixed-integer linear pro-
gramming can lead to an efficient green distribution [26]. Another approach focuses
on a stochastic model, which takes profit, service level, and environmental impact as
green criteria into consideration [5]. This is a new way of solving inventory routing
problems because in recent decades these problems were focused only on economic
performance and service level, shortages, delivery delays, and environmental foot-
print were not considered.

Investigations focusing on the relationships between proactive environmental strat-
egy, green supply chain solutions, and performances of logistics providers show, that the
environmental impact can be positively influenced by eco-efficiency and eco-branding
through green distribution, inventory management, and reverse processes [27, 28].

Research results show, that e-tailers, third party service providers, and consumers
have a great impact on the greening process of distribution, therefore it is important to
involve all of these players in the optimization process of distribution networks and
build a close communication between them [29], and strengthen green supply chain
coordination system [30].

Cities as major population centers represent supply chain solutions with a high
density of distribution operations, therefore in urban regions, the greening of last-
mile logistics operations is especially important, especially from the health of resi-
dents’ point of view [31]. Another approach to greening distribution processes in the
field of urban planning focuses on the assessment of the impact of the urban intelli-
gent transportation system on the success of the green supply chain management
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system. The study validated the hypothesis that an urban intelligent transportation
system, knowledge of manufacturers, and business processes have a great positive
impact on the success of green supply chain management (green distribution) in the
case of agricultural products [32].

The interconnection and hyperconnection of supply chains represent a special
problem for supply chain management because transferring products between the
centers of different supply chains can cause waiting queues and high environmental
pollution. Research focusing on the design of forward and reverse logistics of
hyperconnected supply chains shows, that the integrated optimization of queuing
problems and transportation networks can lead to the reduction of environmental
impact [3]. Other integrated approaches for the optimization of distribution processes
focus on the multi-echelon location routing problem, where genetic algorithm and
dynamic island model-based heuristics is used to minimize the energy costs associated
with transportation [33]. Using a mixed-integer programming model to solve a large-
scale integrated location-routing problem with genetic algorithm and particle swarm
heuristics, it is possible to optimize the number and location of cross-docking facilities
in green distribution processes [34].

The application of just-in-time philosophy can improve the efficiency of both
manufacturing systems and whole supply chains. As research results in the case of
return vehicle supply chains show, the just-in-time model can support the greening
processes of conventional solutions to improve environmental awareness and reduce
environmental impact of distribution processes [35].

The practices of green supply chain management influence not only the environ-
mental effect of distribution processes, but they have a great impact on organizational
performance. The study based on the results of questionnaire-related research
describes a theoretical model, which explains the analytical relationships between
green supply chain processes and organizational performance [36].

Enhancing stock efficiency and environmental sustainability goals in direct distri-
bution logistic networks can be improved using lean management and green manage-
ment principles within logistics to reduce the environmental impact of distribution
processes [37].

The partner selection process is also an important influencing factor for green
supply chain solutions, as in the case of the optimization of a reverse logistics network
the results of integrated fuzzy-artificial immune optimization heuristics-based
solutions show [38].

The success of green distribution processes is also based on emission measuring
operations and estimation of carbon footprint including capturing, calculation, and
management of emissions across the transportation and distribution network
[39, 40]. The performance evaluation can be based on logistics performance
indicators and environmental performance indicators, and these can be integrated
into a green logistics performance indicator [4]. Benchmarking is also a suitable
tool to support evaluation and process improvement in green distribution
networks [11].

For the solution of green supply-chain-related optimization problems, a wide
range of integrated optimization and process improvement methods can be used:
game theory [7], spanning-tree based genetic algorithm [9], Lagrangian heuristics
[10], path analysis [16], integrated CPU-GPU heuristic inspired on variable neigh-
borhood search [41], fuzzy genetic algorithm [42], simulation [43], analytical hierar-
chy process [44], decision making trial and evaluation laboratory for the identification
of cause-effect chain components of distribution systems [45, 46]. Other heuristic
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algorithms, such as quantum particle swarm optimization are also suitable for the
solution of multi-objective optimization of multi-echelon supply chain and distribu-
tion, where a wide range of constraints can be considered including capacity, produc-
tion cost, transportation and material handling cost, greenhouse gas emissions, and
time window [47].

Several scenarios and case studies related to the design and operation of green
supply chain and green distribution were assessed and evaluated to compare the
effects of technology, logistics, human resources, and policies on the efficiency, reli-
ability, and availability of environmental impact of green supply chain solutions. The
most important fields of case studies are from general distribution processes [6, 48],
but valuable case studies were published in the field of food industry [2], air condi-
tioner manufacturers [7], third party logistics providers [8], motorcycle industry [17],
healthcare [28], direct distribution logistic networks [37], electronic equipment and
instruments manufacturing companies [38], distribution of fruits and vegetables [49],
automotive industry [50], power networks [51], agri-food supply chain [52] and
disrupted supply chain solutions in the pandemic era [53]. The methodological
framework and main research directions of green distribution networks, including
methods, objective functions, case studies and special conditions, and constraints are
shown in Figure 8.

2.4 Consequences and identification of research gaps

The consequences based on the above described systematic literature review,
including descriptive and content analysis, can be summarized as follows:

* Sustainable distribution is not only influenced by both technological and logistics
parameters, but also by product development also has a great impact on the
environmental impact of distribution processes.

Methodological framework of green distribution network researches

Methods

Analytical hierarchy process, Decision support methods, Decision making trial and evaluation laboratory,
Discrete-event simulation, Dynamic programming, Fuzzy genetic algorithm, Game theory, Heuristics and
metaheuristics, Integer linear programming, Integrated CPU-GPU heuristic inspired on variable neighbourhood
search, Joint optimization, Lagrangian heuristics, Mixed nonlinear programming, Mixed integer programming,
Multistage stochastic optimization, Path analysis, Spanning-tree based genetic algorithm

Objective functions
GHG emission, Energy consumption, Sustainability,
Case studies Inventory, Transportation performance, Operation

cost, Carbon foot print, Capapcity utilisation,

feod Industty air condibiopes misnutasturep third Availability, Efficiency, Service level, Investment cost

party logistics providers, motorcycle industry,
healthcare, direct distribution logistic networks,
electronic equipment and instruments manufacturing = T
company, distribution of fruits and vegetables, Sp'ecml cond;lhc!ns . .
automolive industry, power networks Third party logistcis providers, Cross-docking
facilities, Reverse processes, FMCG (fast moving
cutomer goods) sector, Collaborative environment,
Vendor managen inventory

Figure 8.
Methodological framework and main vesearch divections of green distribution networks, including methods,
objective functions, case studies, and special conditions and constraints.
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* Competitive distribution becomes more and more important in the
case of disrupted supply chains, where environmental impact plays an
important role.

* The risk evaluation has a great impact on the financial and environmental impact
of distribution systems, especially in the case of an uncertain environment.

* Consumers influence the environmental impact of distribution networks and
their greening process.

* Direct distribution systems can be transformed into multi-echelon
distribution networks to decrease the environmental effect and improve cost
efficiency.

* Emission measuring operations and estimation of carbon footprint including
capturing, calculation, and management of emissions across the transportation
and distribution network are key success factors for green distribution.

* Green distribution networks represent NP-hard optimization problems,
where integrated heuristic solution algorithms are used to find the solutions to
multi-objective problems.

As a research gap, it can be concluded that the analyzed articles are focusing on the
analysis and optimization of conventional supply chain and distribution networks and
only a few of them discuss the potentials of cyber-physical systems, interconnected
and hyperconnected networks.

The increasing number of publications indicates the importance and scientific
potential of research on green distribution systems. The articles that addressed the
design and operation of green distribution systems are based on conventional supply
chain environment, but few of the articles have aimed to research the potentials of
Industry 4.0 technologies-based optimization.

Therefore, Industry 4.0 technologies still need more attention and research in
the field of integration, cooperation, and globalization of supply chains and
distribution networks. Accordingly, the main focus of this research is the modeling
and optimization of a cyber-physical distribution network, where not only financial
but also environmental aspects are taken into consideration.

The main contribution of this article includes the followings: (1) a systematic
literature review with descriptive and content analyses to describe the main research
directions and identify research gaps; (2) functional modeling of a cyber-physical
distribution network based on Industry 4.0 technologies; (3) mathematical model to
find the best parameters for the cyber-physical distribution network from environ-
mental and logistics aspects point of view.

3. Description of a cyber-physical distribution network

Within the frame of this section, the functional and mathematical model of a
cyber-physical distribution system is described. The functional model focuses on the
transformation of conventional distribution systems into a cyber-physical distribution
using Industry 4.0 technologies, while the mathematical model includes “green”
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objective functions, such as minimization of energy consumption and greenhouse gas
emission, and related constraints (time, capacity, and energy).

3.1 Functional model of a cyber-physical distribution network

In conventional distribution systems operating in parallel, the low level of cooper-
ation means that many optimization options are not feasible. This not only reduces the
efficiency of distribution systems but also increases their environmental impact. To
address this, available Industry 4.0 technologies can be used to transform independent
distribution systems operating in parallel into a cyber-physical distribution network,
where the integration of individual distribution systems can be achieved, resulting in
coordination that can greatly improve system performance and at the same time
achieve a much more environmental friendly network operation (Figure 9).

The transformation of a traditional distribution network into a cyber-physical
system may require the use of the following technologies:
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Figure 9.

Transformation of conventional distribution systems into a cyber-physical distribution network using Industry 4.0
technologies including smart sensors, edge computing, digital twinning, discrete event simulation, and real-time
data-based decision making.
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* smart sensors: using smart sensors we can gather real-time data from the
resources and processes of the distribution network, including real-time failure
data and status information;

* edge computing: using this distributed computing paradigm, we can bring
computation and data storage operations closer to the sources of data sources, which
is important in the case of large geographical areas, such as a distribution network;

* edge node: this layer is the connection between smart sensors of the physical
system and the distribution cloud; edge node includes the tasks of IoT
management, offline data analysis, and storage;

* digital twin: using different digital twin solutions it is possible to create
real-time models of the distribution network; digital twin integrates data from
multiple sources, from field sensors to ERPs of the players in the distribution
network (manufacturers, distribution centers, and third-party logistics
providers);

* discrete event simulation: with a real-time model including real-time failure data
and status information more sophisticated forecasting can be made, which is an
essential condition for the optimal coordination of technological, logistics, and
human resources; the results of real-time discrete event simulation are required
for the decision-making process.

3.2 Mathematical models of distribution networks

Within the frame of this section, the mathematical models of a conventional and
cyber-physical distribution network are described. The mathematical models are
focusing on energy efficiency-related “green” objective functions, including energy
consumption and greenhouse gas emission as the most important influencing factors
of environmental impact. The mathematical model includes time, capacity, and
energy-related constraints.

3.2.1 Mathematical model of a conventional distribution network

The objective function of the optimization problem is either the energy consumption
or the real or virtual greenhouse gas emission. The energy consumption as objective
function can be defined as follows in the case of conventional distribution:

”mux ”max
ECNV =N "ECYMP + Y "ECD® — min. (1)
a=1 a=1

where ECCONV

is the energy consumption of the conventional distribution system,
ECMP is the energy consumption between the manufacturer cluster 2 and distribution
cluster a, ECP€ is the energy consumption between the distribution cluster @ and the
CONSUMETS, 4y 1S the number of independent distribution networks.

The energy consumption between the manufacturer cluster @ and the distribution

cluster a can be defined as follows:
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Amaxa

EC =% e, (,,,) L2 (Ou) )

a=1

where v,, is the transportation vehicle assigned to route a of distribution system a
in Tierl between manufacturers and distribution centers, &,,.x, is the number of
distribution routes for distribution system 4 in Tierl between manufacturers and
distribution centers, ¢,, is the energy consumption of transportation vehicle v,
assigned to route a of distribution system 4 in Tierl between manufacturers and
distribution centers, I’ is the length of the optimal distribution route a of distribution
system a in Tierl between manufacturers and distribution centers, which is a function
of the O, set of distribution centers assigned to route a of distribution system 4 in
Tier1 between manufacturers and distribution centers, and g, is the current capacity
of transportation vehicle assigned to route a of distribution system a in Tierl between
manufacturers and distribution centers.

The energy consumption between the distribution cluster 2 and consumers
assigned to distribution center 4 can be defined as follows:

ECzﬂZ CRRACH 3)
a = Vpa \ Do, pa \Zpa

where vy, is transportation vehicle assigned to route $ of distribution system 4 in
Tier2 between distribution centers and consumers, f,,,,, is the number of distribution
routes for distribution system a in Tier2 between distribution centers and consumers,
&,,, is the energy consumption of transportation vehicle vy, assigned to route f of
distribution system a in Tier2 between distribution centers and consumers, l;ff is the
length of the optimal distribution route $ of distribution system 4 in Tier2
distribution centers and consumers, which is a function of the ®y, set of distribution

centers assigned to route f of distribution system a in Tier2 between distribution
centers and consumers, and 4y, 18 the current capacity of transportation vehicle

assigned to route f of distribution system a in Tier2 between distribution centers and
consumers.

The second objective function is the greenhouse gas emission, which can be
defined for the following GHGs: carbon dioxide, methane, nitrous oxide, and fluori-
nated gases. The GHG emission can be defined in the following way for the different
GHGs in the case of conventional distribution:

Amax

CONV MD, DG ,
EMyicre = ZEMMG?-IG + ZE MGHG — min. (4)

where EMS Y. is the GHG emission of the conventional distribution system,

EM)io# - is the GHG emission of the vehicle assigned to the distribution operations

between the manufacturer cluster 2 and distribution cluster a, EM5<%, - is the GHG

emission of vehicles assigned to distribution operations between the distribution
cluster a4 and the consumers, and MGHG = [CO,, SO,, CO, HC, NO,, PM] is the matrix
of greenhouse gases to be taken into consideration.

The emission between the manufacturer cluster a and the distribution cluster a can
be defined as follows:
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Umaxa

EMBGe = > SE e (4,.) 1 (O ®

where 911550 is the specific GHG emission in the case of transportation vehicle
assigned to route a of distribution system 4 in Tierl between manufacturers and
distribution centers.

The emission between the distribution cluster a and consumers assigned to
distribution center a can be defined as follows:

DC TIER2,1) a opt
EMyiéne = Z MGHG  * Eug, (qwa> *La (©pa) (6)

where 8MGHC’;U””’ is the specific GHG emission in the case of transportation vehicle

assigned to route f of distribution system 4 in Tier2 between distribution centers and
consumers.

As constraints, we can take the following into consideration: capacity of vehicles,
capacity of loading and unloading equipment, capacity of distribution centers, time
window for manufacturer, time window for customers, time window for 3PL pro-
viders in Tierl, time window for 3PL providers in Tier2, and available energy for
electric vehicles.

Constraint 1a: We can define the upper limit of the loading capacity of transporta-
tion vehicles. It is not allowed to exceed this upper limit of loading capacity while
assigning distribution tasks to the routes and scheduling the delivery tasks:

Lmax

Va,a : Cy,, > Z q; €Y @

where C,,, is the upper limit of loading capacity of the transportation vehicle
assigned to route a of distribution system 4, 7,4 is the upper limit of customers’
demands, q; is the volume or weight (capacity unit) of customers’ demand i, ¥, is the
set of customers’ demands assigned to route a of distribution system a.

Constraint 2a: We can define the upper limit of the material-handling capacity of
loading and unloading equipment. It is not allowed to exceed this upper limit of
material handling capacity while assigning distribution tasks to the routes and
scheduling the delivery tasks:

Imax

zaa = Z Z;i\q, E \sz (8)

where C,_, is the upper limit of the material-handling capacity of the loading and
unloading equipment assigned to delivery tasks of route « of distribution system a, z;
is the required material handling capacity of customers demand i.

Constraint 3a: We can define the upper limit of the storage capacity of distribution
centers. It is not allowed to exceed this upper limit by assigning manufacturers to
distribution centers and distribution centers to customers:

a: CW, > lfi%qme‘l‘lm 9)

i=1 a=1
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where CW, is the storage capacity of the distribution center of distribution system
a, q;, is the customers’ demand i assigned to route a of distribution system a.

Constraint 4a: We can define a time window for the potential manufacturing
process for each demand of customers. It is not allowed to exceed this lower and
upper limit while assigning customers’ demands to manufacturers and scheduling
them:

Viya: oINm <gn < AKX (10)

where 2N s the lower limit of the time window for the manufacturing
process for customers’ demand i at the manufacturer of the distribution system a,
7MAXm is the upper limit of the time window for the manufacturing process for
customers’ demand i at the manufacturer of the distribution system a, 7, is the
scheduled manufacturing time for customers’ demand i at the manufacturer of the
distribution system a.

Constraint 5a: We can define a time window for the customers’ demands. The
manufactured products must be delivered within this predefined time window to the
customers and it is not allowed to exceed this time window:

Vi,(/l . TI};HNwl STcd <T1'VIAXcd (11)

where /N4 is the lower limit of the time window for delivering the manufactured

product to customer i in the distribution system a, 724X is the upper limit of the time
window for delivering the manufactured product to customer i in the distribution
system a, 7% is the scheduled delivery of manufactured product to customer i in the
distribution system a.

Constraint 6a: The material handling operations can be performed by third-party
logistics providers in the case of Tierl and Tier 2. We can define an available
time window of these 3PL providers and it is not allowed to exceed this time
window while assigning and scheduling material handling tasks performed by the 3PL
providers:

; . IN3PL 3PL AX3PL
Visa, i Ty ST ST (12)

where T%ZN 3PL is the lower limit of the time window of availability of third-party
logistics provider for customers’” demand i in distribution system a in Tier p, tj,~ > - is
the upper limit of the time window of availability of third-party logistics provider for

customers’ demand i in distribution system a in Tier u, 7;'* is the scheduled logistics

iap
service for customers’ demand 7 in distribution system 4 in Tier .

Constraint 7a: As a sustainability and energy efficiency-related constraint, we can
define the available energy of transportation vehicles and other material handling
equipment. For example, in the case of electric vehicles we can define the available

capacity of batteries or the required reloading time:

Va,ai e, (q,, € War) 12 (Ou) SE (13)

aa Voa

where E'* is the upper limit of available energy (capacity of a battery in the case
of electric vehicles).
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3.2.2 Mathematical model of a cyber-physical distribution network

In the case of a cyber-physical distribution system, where Industry 4.0 technologies
make it possible to integrate the operation of the different distribution system within
and between tiers the energy consumption can be computed in the following way:

ECC® = ECMP 1 ECPC — min . (14)

where ECC'® is the energy consumption of the cyber-physical distribution system,
which integrates all individual separated distribution systems of the conventional solu-
tion, ECP is the energy consumption between manufacturers and distribution clusters,
ECP€ is the energy consumption between the distribution centers and consumers.

The energy consumption between manufacturers and distribution centers in Tier 1
can be defined as follows:

Amax

EC™ = e, (q,) 1" (00) (15)
a=1

where v,, is the transportation vehicle assigned to route « in Tierl between manu-
facturers and distribution centers, a,,,, is the total number of distribution routes for
Tierl between manufacturers and distribution centers, ¢,, is the energy consumption
of transportation vehicle v, assigned to route « in Tierl between manufacturers and
distribution centers, /" is the length of the optimal distribution route a in Tierl
between manufacturers and distribution centers, which is a function of the ©, set of
distribution centers assigned to route « in Tierl between manufacturers and distribu-
tion centers, and ¢, is the current capacity of transportation vehicles assigned to route
a in Tierl between manufacturers and distribution centers.

The energy consumption between the distribution centers and consumers in Tier2
can be defined as follows:

ECPC =Y e, (q,,) <" (©)) (16)

where vy is the transportation vehicle assigned to route $ in Tier2 between distri-
bution centers and consumers, $,,,, is the number of distribution routes in Tier2
between distribution centers and consumers, €,, is the energy consumption of trans-
portation vehicle v assigned to route f in Tier2 between distribution centers and
consumers, l;p " is the length of the optimal distribution route £ in Tier2 between
distribution centers and consumers, which is a function of the O set of distribution
centers assigned to route f in Tier2 between distribution centers and consumers, and
q,, is the current capacity of transportation vehicles assigned to route £ in Tier2
between distribution centers and consumers.

The transformation of the conventional distribution system into cyber-physical
distribution is suitable from energy consumption point of view, if

Amax Amax
> ECYP +Y ECDC>ECMP 4 ECPC (17)
a=1 a=1
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In the case of a cyber-physical distribution system, the emission of greenhouse
gases can be computed in the following way:

EMG% . = EMMP + EMPC — min . (18)

where EM%, - is the GHG emission of the cyber-physical distribution
system, which integrates all individual separated distribution systems of the
conventional solution, EM™P is the GHG emission between manufacturers and
distribution clusters, EMPC is the GHG emission between the distribution centers and
consumers.

The GHG emission between manufacturers and distribution centers in Tier 1 can
be defined as follows:

Amaxa

EMpyigrc = Z Spcnc” * €, (%a> 17 (©,) (19)
a=1

where 9115500 js the specific GHG emission in the case of transportation vehicles
assigned to route a in Tierl between manufacturers and distribution centers.

The emission between the distribution centers and consumers in Tier2 can be
defined as follows:

TIER2,» t
Mpyiéne = Z Sucre” €y, (qw;) 'l;p (©5) (20)

TIER2,v5 . e . .
where 98,,.,;5" is the specific GHG emission in the case of transportation vehicles

assigned to route f in Tier2 between distribution centers and consumers.
The transformation of the conventional distribution system into cyber-physical
distribution is suitable from GHG emission point of view, if

Amax Amax

MD, DC MD DC
Z EMyche + Z EMyéine > EMycuc + EMycuc (21)
a=1

As constraints, we can take the following into consideration: capacity of vehicles,
capacity of loading and unloading equipment, capacity of distribution centers, time
window for manufacturer, time window for customers, time window for 3PL pro-
viders in Tierl, time window for 3PL providers for Tier2, available energy for electric
vehicles.

Constraint 1b: We can define the upper limit of the loading capacity of
transportation vehicles. It is not allowed to exceed this upper limit of loading
capacity while assigning distribution tasks to the routes and scheduling the delivery
tasks. The difference between the constraints 1a and 1b is that, while in the case of a
conventional distribution network, customer demand can only be assigned to the
transport vehicles within the given distribution network, in the case of a cyber-
physical distribution system, any customer demand can be assigned to any
transportation vehicle:

Va: C,, > Z q; € ¥ (22)

i=1
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where ¥, is the set of customers’ demands assigned to route a in the cyber-physical
distribution network.

Constraint 2b: We can define the upper limit of the material handling capacity of
loading and unloading equipment. It is not allowed to exceed this upper limit of
material-handling capacity while assigning distribution tasks to the routes and sched-
uling the delivery tasks. The difference between the constraints 22 and 2b is that,
while in the case of a conventional distribution network, customer demand can only
be assigned to the transport vehicles and related material handling equipment
(loading and unloading equipment, packaging machines, labeling) within the given
distribution network, in the case of a cyber-physical distribution system, any
customer demand can be assigned to any material handling equipment:

Va,a: Cy, > iﬂi Z; (qi E‘I‘a) (23)
i—1

Constraint 3b: We can define the upper limit of the storage capacity of distribution
centers. The difference between constraints 3a and 3b is that while in the case of the
conventional distribution system the capacity of a distribution system depends on
only the manufacturers and customers of the same distribution system, in the case of a
cyber-physical distribution network all products produced by all manufacturers can
be assigned to all distribution centers (warehouses):

Ya: CW, > Mi “mzaf q;, €¥Ya (24)

i=1 a=1

where CW, is the storage capacity of the distribution center of distribution system
a, q;, is the customers’ demands i assigned to route « of distribution system a.

Constraint 4b: We can define a time window for the potential manufacturing
process for each demand of customers. It is not allowed to exceed this lower and upper
limit while assigning customers’ demands to manufacturers and scheduling them. In
this cyber-physical network, the time windows can be defined for all manufacturers of
the whole network, while in the case of conventional distributions networks, the time
windows are focusing on the manufacturers of separated distribution systems:

Vi,a: oiNm<gn < tA%m (25)
where 72N" is the lower limit of the time window for the manufacturing process for
customers’ demand i at the manufacturer of the distribution system a, 724%™ is the upper
limit of the time window for the manufacturing process for customers’ demand i at the
manufacturer of the distribution system a, 77, is the scheduled manufacturing time for
customers’ demand 7 at the manufacturer of the distribution system a.

Constraint 5b: We can define a time window for the customers’ demands. The
manufactured products must be delivered within this predefined time window to the
customers and it is not allowed to exceed this time window. In this cyber-physical
network, the time windows can be defined for all customers of the whole network,
while in the case of conventional distribution networks, the time windows are focus-
ing on the customers of separated distribution systems:

Vi,a : T%HNCd <T§d <TJVIAXcd (26)

= Ya = %ia
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where 7/Ned is the lower limit of the time window for delivering the manufactured
product to customer i in the distribution system a, 7}/4%< is the upper limit of the time
window for delivering the manufactured product to customer i in the distribution
system a, 7% is the scheduled delivery of manufactured product to customer i in the
distribution system a.

Constraint 6b: The material handling operations can be performed by third-party
logistics providers in the case of Tierl and Tier 2. We can define an available
time window of these 3PL providers and it is not allowed to exceed this time
window while assigning and scheduling material-handling tasks performed by the
3PL providers. In this case, the 3PL providers can perform all logistics operations
in the cyber-physical distribution network, while in the case of conventional
distribution systems, the 3PL providers of separated distribution systems can work
uncoordinated:

Vl',ﬂl,/,t . ,ZJVIIN3PL < T3PL < TIVIAX3PL (27)

iap = Yiau iap

where TfﬂN 3PL js the lower limit of the time window of availability of third-party

logistics provider for customers’ demand 7 in distribution system a in Tier u, zjs > - i

the upper limit of the time window of availability of third-party logistics provider for

customers’ demand ¢ in distribution system a in Tier y, rfuljf is the scheduled logistics

S

service for customers’ demand 7 in distribution system 4 in Tier .

Constraint 7b: As a sustainability and energy efficiency-related constraint, we can
define the available energy of transportation vehicles and other material handling
equipment. For example, in the case of electric vehicles we can define the available
capacity of batteries or the required reloading time:

Va,a: e, (qvw e qf) 17 (O ) SET (28)

aa

where E}"** is the upper limit of available energy (capacity of a battery in the case

of electric vehicles).
The decision variables of this NP-hard optimization problem are the followings:

* assignment of customers’ demands to manufacturers (Tier 1),

* assignment of final products to 3PL providers in manufacturer-distribution
center relation (Tier 1),

* assignment of customers’ demands to distribution centers (Tier 2),
* scheduling of manufacturing of customers’ demands (Tier 1),

* scheduling of logistics operations of 3PL provider in manufacturer — distribution
center relation (Tier 1),

* assignment of 3PL providers to perform delivery operations from distribution
centers to customers (Tier2),

* assignment of vehicles to routes and distribution networks (Tierl and Tier2),
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* scheduling of logistics operations of 3PL provider in distribution center —
customer relation (Tier 2).

To solve this integrated assignment, scheduling and routing problem of the green
distribution network and heuristic algorithms can be used. In the literature, we can
find a wide range of heuristic solutions to integrated assignment, scheduling and
routing problems [54-56].

4. Numerical example

This part of the chapter demonstrates a short numerical example of the application
of the above-mentioned methodology from an assignment problems point of view. In
our analyzed distribution system there are four suppliers, two distribution centers,
and four customers, as Figure 10 shows.

The input data of the scenario are shown in the Appendix, as follows:

* locations of suppliers, distribution centers, and suppliers of the scenario analysis
(Table Al in Appendix A),

* the relative distances among suppliers and distribution centers (Table A2 in
Appendix A),

Figure 10.
Locations of suppliers, distribution centers, and suppliers of the scenario analysis (Source: GoogleMaps).
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* the relative distances among distribution centers and customers (Table A3 in
Appendix A),

* the customers’ demands (Table A4 in Appendix A),

* the specific transportation cost among suppliers and distribution centers
(Table A5 in Appendix A). The specific transportation cost between distribution
centers and customers is 1 EUR/TEU/km.

In the case of a conventional supply chain solution the optimized material handling
(transportation) cost is 54,837 EUR, which can be divided into two main parts: the
cost among suppliers and distribution centers is 15,537 EUR and the cost among
distribution centers and customers is 39,300 EUR. In the case of a cyber-physical
system, where all three levels of the supply chain are integrated through the Internet
of Things technologies, the material-handling (transportation cost) is 51,929 EUR,
which can be divided into two main parts: the cost among suppliers and distribution
centers is 21,557 EUR and the cost among distribution centers and customers is 30,372
EUR. It means, that in the case of this simple scenario the total material handling cost
can be decreased by 5.30%.

The optimal assignment of supplier and distribution centers with related material
flow intensity is shown in Table 1, while the optimal assignment of distribution
centers and customers is shown in Table 2.

Kecskemét Cegléd Szolnok Karcag
Ujszdsz 30 25 25 0
Kunhegyes 55 65 25 165

Table 1.
The optimal assignment of suppliers and distribution centers with velated material flow intensity [TEU/time
window].

Distribution center Customer Demand 01 Demand 02 Demand 03 Demand 04
Ujszész Hatvan 10 0 15 0
Jaszberény 20 25 10 0
Polgar 0 0 0 0
Debrecen 0 0 0 0
Kunhegyes Hatvan 0 0 0 25
Jaszberény 0 0 0 45
Polgar 15 45 5 55
Debrecen 40 20 20 40
Table 2.

The optimal assignment of distribution centers and customers with velated material flow intensity in [TEU/time
window].
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The simplified numerical example shows, that the optimal solution of the inte-
grated system does not lead to decreased costs at all levels of the supply chain, which
means that the cyber-physical system focuses on the optimization of the whole sys-
tem, while in the case of conventional supply chain solutions, the part systems of the
supply chain are separately optimized.

5. Discussion and conclusions

The globalization of market processes requires the development of supply chains
to meet the increasingly dynamic needs of individual customers with the efficiency of
mass production. This means not only increasing the efficiency and flexibility of
production processes but also improving related processes such as purchasing and
distribution. In addition to increasing efficiency, there is a growing emphasis on the
development of “green” systems and “green” solutions to reduce the environmental
impact of processes related to meeting market needs.

In this chapter, a systematic literature review is carried out to identify the main
lines of research, emphasizing the importance of product development, competitive
distribution networks, risk evaluation, application of Industry 4.0 technologies,
emission measuring and emission management, and optimization.

Based on the results of this systematic literature review, it is concluded, that using
Industry 4.0 technologies, it is possible to transform conventional distribution sys-
tems into cyber-physical networks, where smart sensors, edge computing solutions,
digital twinning, and discrete event simulation make it possible to coordinate the
hyperconnected distribution network based on real-time data and perform a more
sophisticated decision-making process. Within the frame of this chapter, a potential
approach is described including both the functional model of a cyber-physical
distribution network and the mathematical model to optimize the operation from
environmental impact point of view.

The described method makes it possible to support managerial decisions, because
depending on the results of the optimization different purchasing portfolios can be
generated. The described methodology can be used to analyze the potentials of the
potential transformation of conventional supply-chain solutions into a cyber-physical
supply-chain.

The resources of manufacturing companies and third-party logistics providers
are not taken into consideration and the parameters of the distribution network
are given as deterministic parameters. These limitations show the directions for
further research. In further studies, the model can be extended to a more complex
model including resource optimization for manufacturing and logistics services.
Second, this study only considered time, capacity, and energy consumption as
deterministic parameters. Fuzzy models can be also suitable for the description
of a stochastic environment, where capacities and time windows can be taken into
consideration as uncertain parameters. This should be also considered in future
research.
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A. Input data of the scenario analysis

Latitude Longitude
Suppliers
Kecskemét 46°53'15.9'N 19°40'17.4’E
Cegléd 47°10'15.2"N 19°47'36.7"E
Szolnok 47°09'54.7'N 20°10'32.7’E
Karcag 47°18'35.1'N 20°57'11.8"E
Distribution centers
Ijjsza’sz 47°16'17.5"N 20°05'33.2"E
Kunhegyes 47°22/01.7"'N 20°39'54.6"E
Customers
Hatvan 47°41'48.6'N 19°45'59.9’E
Jaszberény 47°28'30.4"N 19°52'02.4"E
Polgar 47°52'33.6"N 21°08'46.5"E
Debrecen 47°32'00.7"N 21°38'54.7"E
Table A1.
Locations of suppliers, distribution centers, and suppliers of the scenario analysis.
Kecskemét Cegléd Szolnok Karcag
Ujszdsz 62.2 29.4 317 82.2
Kunhegyes 102.0 81.5 48.8 31.0
Table A2.
The relative distances among suppliers and distribution centers in [km].
Hatvan Jaszberény Polgar Debrecen
Ijjszész 80.1 35.0 153.0 183.0
Kunhegyes 108.0 82.4 89.4 96.1
Table A3.
The relative distances among distribution centers and customers in [km].
Demand 01 Demand 02 Demand 03 Demand 04
Hatvan 10 24 9 25
Jaszberény 20 25 10 45
Polgar 15 32 5 27
Debrecen 40 20 20 40

Table A4.
The customers’ demands in [TEU].
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Kecskemét Cegléd Szolnok Karcag
Ujszész 1.100 1.085 1.120 1.150
Kunhegyes 1.200 1.160 0.950 1.050

Table As.
The specific transportation cost among suppliers and distribution centers in [EUR/TEU/km].
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Chapter11

Sustainable and Efficient City
Logistics
Shahvin Nasir

Abstract

This article is discussing the basic trend and challenges in city logistics operations.
The role of each actor in city logistics has been highlighted. The actors have enabled
city logistics to generates the main benefits for the city logistics operations need to
focus. Critical trends and challenges that contributed towards city logistics develop-
ment has shown that city logistics efficiency need to be addressed to ensure sustain-
able impact to the cities. Different approaches in making the city logistics operations
were implemented to ensure that the customers get their possession according to
the stipulated time. The usage of new technology has also assisted in enhancing the
efficiency of city logistics deliveries. By providing the right strategies, the objective of
achieving sustainable city logistics can be obtained.

Keywords: sustainability, trends, challenges, efficient, city logistics

1. Introduction

The city logistics has become an important development in urban freight develop-
ment. With the numbers of trucks keep on increasing, the congestions become much
worst and the environment also become deteriorate. City logistics enable to achieve
the efficiency of delivery system in the city center. One of the main focus of city
logistics is sustainability. Green logistics and reverse logistics are the main focus of
the concept. City logistics need to serve varieties of customers which stays in differ-
ent kind of environments. Other types of facilities available in the cities also need to
serve. The complexity of city environment has made the logistics services much more
complicated and difficult to arrange [1]. Delivering perishables item to the city center
would require the delivery being done in a short period of time. Frequent and ade-
quate delivery services must be made available to ensure that the citizen can be served
properly. Logistics delivery in the cities need to adhere to the restriction of truck
movement during a specified time. Even though such regulation may restrict the
delivery process, but it needs to take into considerations for the logistics delivery to be
much more efficient and effective. City logistics have to plan strategically in order to
achieve the economic gain in sustaining the environmental aspects of the cities.

In 2020, the urban world populations are 56%. More than half of the world
populations is residing in the city area. Almost 68% of the upper middle-income
group is staying in the urban area. European Union enjoy among the highest popula-
tion in the urban area with 81% of its populations. However, in developing countries,
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the populations that lives in the urban areas is around 35-45% of the populations are
residing in the urban areas. The world bank data shown that many people are prefer-
ring to stay in the urban area hence the city logistics has become important to fulfill
the needs of its residents [2]. The rapid growth of cities in the world has contributed
towards the increase challenges in logistics operations. It was argued the big cities
population has made the logistics operations much more difficult than other cities [3].

2. Actors in city logistics

Actors involve in city logistics can be categorized as follows: (a) shippers, (b)
freight carriers, (c) receivers (d) residents, (e) other road users and (f) administra-
tors [4]. The actors can be further divided into private and public sector. The public
sector usually is the government administrators either the national or local govern-
ment. The shippers, freight carries and residents can be considered as the private
group [5]. Each of these actors has their own interest and responsibilities. There are
differences between these actors and it need to be considered in planning for the city
logistics activities. Shippers can be categorized as retailers, wholesalers and manu-
facturers. Shippers would require a high frequency of deliveries in order to meet the
objectives of the company. In order to meet the objectives, shippers would require
a quality service from the freight carriers. Shippers would inform the required
delivery time however the service providers would determine the timing and routing
for the delivery. The service providers need to consider many factors especially the
delivery windows set by the receivers and also to adhere any restrictions imposed in
the city center. It is a complex task for the service providers since they have to fulfill
the needs of both suppliers and also the receivers [6]. The service provider would
focus on reducing the operating costs while making any delivering and collecting
of cargo in the city center. Even though obtaining a high profit might be the main
objectives of services providers, they would not compromise with the service quality
provided to their customers. The citizen who stays in the cities would definitely
would like to experience less trucks operations in the city thus would be able to
reduce the congestions and also the pollution in the cities. The citizen would love to
control the externalities for a sustainable city. The receivers would set an agreement
with the service providers in determining the time for delivery to their premises. The
main determination of the receivers is to receive the goods on time, with reliable,
cheap safe and door to door service. The government need to establish policies that
not only acceptable to the citizen but also to the shippers and also service providers.
The government have to consider all the actors before implementing those policies
since it would have impact to the actors. On the hand, the actors and the government
involve have to work together to ensure that the city logistics operations would be
at the acceptable level of service and costs, so that it would remain competitive and
also sustainable for the cities. Addressing the environmental impact such as conges-
tions and pollution need to be the main concern of the actors in ensuring a sustain-
able city logistics operation.

The main focus for every actor in relation to the city logistics are totally
different form one and another since every approach taken have contribute to
the logistics activities [7]. The public sector main focus would to reduce the
pollution, congestions and also to improve the road safety in the city centre since
many freight vehicles moves in the city [8]. The shippers would focus on service
efficiency and reliability [9]. As for the receivers in the city center mainly would
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like to have a comfortable and sustainable living environment with less hassle in
moving in the city. The freight carriers need to reduce the cost of the deliveries
and at the same time developing new distribution network for more efficient
operations [10].

With the different stakeholders in the city logistics operations, it is important
to discuss the objectives while planning for city logistics operations. The objectives
can be divided into (a) public objectives and (b) private objectives [11]. The public
objectives are concerned in ensuring the public needs are being taken care and the
city logistics operations would affects their quality of life. The public objectives
also looking into the economics sustainability. The private objectives which usu-
ally covers the need of the shipplers and service providers would be focusing on
the operations efficiency and also ensuring the they would be albe to increase their
profits. The different objectives have made it difficult to developed a policy which
would fulfill the interests of all stakeholders [12]. To develop the right strategies, all
the stakeholders have to work together in finding and implementing strategies that
would benefits all stakeholders. They must be involved in every stage of strategies
development so that whatever understanding and concern they have can be embed-
ded in the strategies. By working together, the public and private objectives can
be comprehended to ensure the urban mobility environmental sustainability and
economic sustainability can be achieved. The stakeholders have an effect towards
each other. Hence it is critical to ensure the balance between the different require-
ment of each actor.

3. Trends and conditions of city logistics
3.1 New platform in commercial business

The development of e-commerce has changed the supply chain than logistics
design in the city. Before e-commerce, the turnover of inventory is longer and can
easily be predicted. E-commerce has changed the expectation of the receivers in the
city center. E-commerce has changed the way for the traditional retail business to
increase their profit [13]. It has also urged the retail company to sought for a new
and more dynamic business models in order to their business to be more sustain-
able. UNCTAD estimated e commerce sales at $25.6 trillion in 2018, increased by 8%
compare to the year 2017. The development of digital business and solutions contrib-
uted towards these figures. The biggest countries with the highest sales in e commerce
business are the United States of America, China and United Kingdom. From that
figure the e commerce value for B2C e commerce sales was $4.4 trillion which repre-
senting 17% of the total e commerce sales. Compared to $1.9 trillion in 2014. It was
estimated more than 1.4 billion people shopped online and it comes from all parts of
the world [14]. With these numbers, it has become very much more critical for the
citizen to be more involve in determining the city logistics concept in their respec-
tive cities. Price, quality of service time and other quality aspects need to be focus
especially for the last mile delivery in the city center [15]. With the current trends, it
is expected the last mile delivery to consumes residents will become very much more
important comparing to the delivery process to the retail outlet in the city center.
Small parcel delivery will be more significant with the need to have small trucks, van
or motorcycle for deliveries and more frequent delivery would be the new trends in
last mile deliveries.
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3.2 Timely delivery

Quick and fast delivery has become critical and the service providers need to
adapt to the changes of the supply chain, Many service providers need to offer 1 day
delivery service in order to fulfill the customer requirements. Operational excellence
has become important in supporting the ecommerce development. The logistics
services need to be closer to citizen population. The traditional logistics services need
to change to be more dynamic to service the citizen [16]. The traditional supply chain
would deal with a longer inventory replenishment. With the younger generation
dominating the cities, more online shopping has occurred and they really needed the
quick and fact delivery from the service providers. With many cities has increase the
speed of its internet connection, the online shopping also has increased gradually
[15]. The last mile delivery is made either to the home of office of the receivers. This
has made the service providers need to delivered the goods to different buildings and
environments which has required them to change some of the traditional delivery
methods.

3.3 Economic view

The development of technology and apps has made sharing economy become an
important element in city logistics development. A shared economy model allows
consumers to share creation, production, distribution, trade, and consumption of
goods and services [17]. The main element in economic sharing is mutual coopera-
tion. With the development of digital approaches especially with the introduction
of apps, it has allowed everyone to be connected which enable them to share either
service or products. E-hailing and p-hailing (parcel hailing) services are the examples
of economic sharing model which has so successful for the past 5 years. The users use
the platform to orders a service from a supplier or food provider and a third party
perform the delivery which being chosen from the app’s platform itself. In some occa-
sion, the services can be share between different users for split the cost of using the
services [16].

Two important differences in performing the sharing economy model are
collaborative consumption and collaborative business [15]. Collaborative con-
sumptions is a process where people share the access to products or services with-
out having to own the product or services. This can be done by using the platform
provided by the internet. In other perspective Collaborative consumption can
be defined as the peer-to-peer-based activity of getting, providing, or sharing
the accessibility to goods and services, through a coordinated community-based
online services [18]. As for collaborative business, it focusing on sharing the
same infrastructure and services with its competitors. Again, with the usage
of technology, the logistics providers are able to share any available assets and
capacities among the competitors in order to give more options to the customers
[19]. Sharing of resources would need a greater requirement for consolidation of
goods and this will enhance the percentage of capacity utilization. This sharing
concept can reduce the number of cargo movements, number of fleets required
and also to reduce the empty leg journey between the participating logistics
providers. The new economic concept would base to the on-demand concept and
efficient usage of internet will allow to match the demand and supplier in more
effective manner. The concept of making the service to be available instantly can
be achieved [20].
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The firm involving with the total supply chain have to alert with the new trends
that might be available in the near future. Since the Covid 19 pandemic in the begin-
ning of 2020, many new trends have taken place. Pharmaceutical product such as
self-test kit for detecting Covid 19 has become a critical product in many cities and
countries. To ensure the sustainability of the city logistics operations, aggressive
information collection on the new activities that has an impact towards the customer
buying behavior have to be identified. The new buying behavior would be the new
trend to ensure the sustainability of city logistics services. Failure to understand the
new trend in purchasing power of the customers, would delay the improvement that
city logistics operators need to implement. Hence it would affect the sustainability of
the city logistics operations itself.

4. Challenges of city logistics

Cities all around the world needs to protect the sustainability of its cities. The
logistics regulations and polices implemented usually would be looking into solving
these challenges which are environmental sustainability, social sustainability and
economical sustainability [6]. The environmental sustainability is on air pollution,
social sustainability are the fatalities, noise road safety and economical sustainability
is about unreliable services and delivery delays. Improving the efficiency for the
goods movements has been the main focus of city logistics. City logistics has an affect
towards the citizen living in the cities such as accidents and pollutions, the service
providers which reducing their revenue because of the restrictions of movements and
the world, based on the contribution of transport to global warming [21]. Restrictions
on trucks in the city center has been one of the most effectives ways to reduce the
challenges in the city. The restrictions are seen as the best way to reducing number of
trucks during the peak period hence would help in alleviating the pollution. It has also
avoided the trucks to compete with other modes in using the limited space available.
However, this restriction has also impeded the trucks operations which would jeopar-
dize the service level of the service providers hence would affect the delivery time to
the citizen.

The last delivery to the receivers is known as the last mile delivery. Apart from the
sustainable challenges, city logistics also need to deal with the last mile problems. The
receivers might receive many deliveries per day. This would create a difficult delivery
process. The receivers may receive its goods from several vendors, if consolidation
between vendors can be done, it would reduce the number of deliveries to the respec-
tive receivers. Restrictions on deliveries has also created many challenges in city
logistics operations. Many receivers would not approve if the deliveries to be made at
night, thus this would increase the number of congestions during peak period during
the day [22]. If the receivers are at home, the delivery might be inefficient since the
delivery involve small parcels. However, with the development of ecommerce, small
parcel deliveries have become very much critical.

The most crucial challenges in city logistics are the restrictions that have to
be obeyed by the logistics service providers. The focus is to ensure the effective
movement for the last and first mile delivery [23]. A lot of rules, regulations and
restrictions need to be adhered by any service providers. Failure to fulfill these set of
regulations will affect the city logistics deliveries. The regulations would different
from one city to another [24]. However, the comments challenges are the window
for making the deliveries, green zone area, predestination or active transport zone
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areas and much ore. This would make some destinations not accessible for the service
providers. To ensure the last mile deliveries can be performed efficiently, the service
providers need to consider the diversity of the receivers in the city centre. Different
types of houses, office locations and industrial areas has enhanced the complexity of
deliveries [11]. The last deliveries to the inner cities have become very much difficult
due to the restrictions and it requires small parcels to be delivered more frequently in
order to fulfill the demand.

The main challenges in providing city logistics deliveries are to ensure that the
unsustainable impact can be minimize. However, transport and logistics has always
been known has a negative impact on sustainability aspects. The negative impacts
usually go the environmental issues. The environmental issues lie on people, profit
and planet [11]. With many actors involves in the city logistics activities, many
conflicting decisions on its operations may arises. Traffic congestions, pollutions and
noise might have a severe effect on people in the cities. The restrictions on regula-
tions for the deliveries will have an impact towards the efficiency of deliveries which
will reduce the profitability of the service providers and the planet will be affected
through the global warming and pollutions [25]. The diversity of actors in city
logistics operations has indicated the differences on the needs of each actor in mak-
ing the cities more sustainable. The administrators’ main objective is to develop and
maintain a livable city. Reducing the traffic congestions, reducing the air pollutions
and reducing the noise level are the main target of the administrators. So, the regula-
tions and restrictions implemented is to achieve the objectives. As for the carriers and
logistics providers, their main objective to ensure the delivery of products can be done
as efficiently as possible. They need to plan the deliveries according the regulations
and restriction imposed by the administrators of the cities. With different regulations
in different cities, the utilization of the capacity of the vehicles used may have an
impact towards planning the delivery operations. Hence, the cost of delivery also may
increase [26, 27]. The shippers would definitely need their product to be delivered
on time since this will enhance the image of the shippers. The receivers of the city
logistics service would require a reliable and efficient logistics service providers to
delivery their products but with a minimum disruption to the environment. The other
residents need to have a city with less pollutions and acceptable noise level from the
transport that make the deliveries.

Another main challenge in city logistics is to understand the changes in consumer
behavior. It is critical to understand consumer behavior since it consists of how the
consumers choose and set priority on the products or services they consume. With
the e-commerce has become an important trend in city logistics, it has increased the
globalizations aspects of products that reach in any cities. Technology and the internet
have changed the consumer behavior. Ordering process can be done at any time and
any place [28]. The deliveries are expected to be done as quickly as possible. Thus,
this has made the increase of demand which requires a flexibility in supply of the
product. The e-commerce has demanded a new distribution channel and the last mile
distribution has become very much complex and need to handle in effective manner.
The number of parcel delivery logistics companies has been increasing since the rapid
development of the usage of internet. This has also changed the type of product being
delivery through this company. Food and groceries have been included in the last
mile deliveries of city logistics which previously more focus on books, clothing and
appliances.

With these challenges, the city logistics need to ensure that the policy that sup-
ports the operations of the trends need to be available. The administrator of the cities
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needs to carefully plan the type of policy that have to be updated. In certain situation,
some new policies might need to be introduced to ensure that the city could support
the new trend development. For the city to be sustainable, new logistics operations
approaches have to be in place since the new trends might require a fresh type of logis-
tics handling. The sustainability aspects are not only for the city logistics operators
but also for the receivers benefits since the operations of city logistics would depends
on the continuous buying from the receivers in the city center. The policy and regula-
tions need to benefit not only the city logistics operators but also to the receivers. If
the receivers are not satisfied with the services provided, repeat purchase might now
happened and it would affect the sustainability of the city logistics operations.

5. Facilities in city logistics

Logistics facilities can be categorized as any buildings that is used for storage and
warehousing activities. These facilities need to have a good accessibility infrastruc-
ture, in order words the buildings need to close to transport infrastructure. As for city
logistics, it needs to be close with road network [29]. With the rapid development in
city logistics operations, the density city of the warehouse is varying. It could be a
huge building to a small office just to cater for a specific area for deliveries. The huge
warehouse facilities usually located at the outskirt of the urban areas. This would
enable the sorting and consolidating activities to be conducted. Then the service
providers would establish a smaller office for the delivery of the specific locations.
The hub for these areas has been developed in order to have a more effective deliv-
ery system [30]. The hub and spoke concept have been one of the concepts for the
delivery process. Figure 1 illustrate the hub and spoke concept for the delivery in the

city center.

The main different these hubs facilities are the size of the hub. Since city logistics
would require delivery to houses and offices, the last mile deliveries usually would
focus on van or motorcycles. The deliveries from the hub and the city hub would be
done by trucks. The city hubs would be located at the outskirt of the cities. It would
help the hub to determine the right city hub to be delivered to [1]. Parcel hub need to
be located as close as possible to the receivers. Since it is located in the city itself, the
parcel hub usually would small in size due to the cost of land or owning the building.

Smaller local distribution centers like the parcel hub can ensure the receivers to get
their cargo faster and efficiently. Based on the Figure 1, the last mile delivery from
the parcel hub to the receivers would be the important link to complete the supply
chain. The last mile delivery has become more varieties nowadays. The last deliveries
are no longer to house of office premises, but there are also box facilities which can be
located strategically. The box facilities or also known as parcel lockers could basically
a short-term solution for the delivery to be made to places where the receivers are
not available at a particular time The box facilities can be located at strategic places
such as petrol stations or supermarket nearby by to the residents’ houses. This would
definitely reduce the problems in the last mile deliveries [31]. These boxes would
enhance the contactless deliveries especially during the COVID 19 pandemic since
its outbreak in end of 2019. However, the use the boxes facilities, the logistics service
providers need to informed the receivers. The main communication tools would be
through the mobile phones which and application (apps) can be developed for the
communications between the relevant parties. Self-pickup points from e-commerce
purchases have also become very much common nowadays. Even though it not a new
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Figure 1.
Hub and spoke concept for city delivery.

trend in delivering products, this would reduce the number of products not being
delivered. The self-pickup point also should be located near to residents’ populations
[32]. With the growing numbers of self-pickup points, the logistics service providers
need to ensure that the mobility and accessibility of the self-pickup points so that the
delivery can be done efficiently. In countries such as Germany and France, almost
20% of parcel deliveries, 91% of the populations have the access to the self-pickup
points within 10 minutes of their houses [28].

6. City logistics: moving forward

The city logistics efficiency would highly be depending on the efficiency of the last
mile delivery. The receivers in the city need to have quick, easy services and the ser-
vice providers have to fulfill these requirements to remain competitive in the industry.
The usage of the latest technology has been seen as one of the tools for the service
providers to have competitive advantage in the business. The technology enables the
service provider to obtain as much relevant data as possible and analyze the data in
order to make improvements in their services. The big data concept has help service
providers to understand the requirements of the customer much better. Technology
would enable receivers to enjoy real time tracking information, monitoring the
movements of cargo, can receive information if delay occurs and other relevant
information which would make the receivers feels that the cargo is always with them
all the time [16]. New services can be introduced by using technology for examples
crowdsourcing from drivers can be done and this would assist small companies to
compete with huge organization.
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As the main objectives of city logistics is to remain the sustainability of the city, a
few strategies can be implemented to help to sustain the environment. Introducing a
specific requirement on type of trucks that can operate in the city center can be one of
the approaches [21]. Trucks which fulfill the requirements will be given some identifi-
cation so that they can operates in the city center. Apart from that developed specific
regulations to manage urban freight movements should be in place. By managing the
urban logistics, freight deliveries can be effectively rather than implementing strict
restrictions for the deliveries. New zoning system can be incorporated to manage the
freight deliveries. Locating the right locations for urban distribution center and also
parking area can assists the effectiveness of the last mile deliveries. By having pick up
and drop off boxes in strategic area, can reduce the number deliveries to houses and
also office premises. This means the need of consolidating the cargo need to done and
the concept of parcel hub before the last mile delivery process can be done success-
fully. Another difficult task to perform but will provide good result is encouraging
deliveries during off peak period. This means the services providers need to change its
operations time. However, this need to be agreed between the service providers and
also the receivers. This approach can be effective if the government provide incentives
not only to the service providers but also to the receivers as well.

The new strategies in the city logistics, could be more effective and efficient with
the introduction of the new technologies to support the changes. The development of
IR4.0 has made city logistics very much vulnerable to changes. City logistics need to
embrace digital changes for the operations to be very much efficient. It is well known
that big data, automation and digital connectivity has become the new crucial way in
performing excellent city logistics operations [16]. The acceleration of cargo volume,
velocity, the differences in real-time data which continuing very high important
information has become the main focus. With this acceleration, the need to change all
the data in meaningful decision making has become a reality and a critical technologi-
cal enhancement to improve city logistics [33].

City logistics requires innovation in delivering and receiving of cargo if the new
strategies implementation to be successful. A synchronous movement of cargo by
separating the delivery time from the time cargo receive by customers. With develop-
ment of IR4.0, automated and autonomous delivery system in the city logistics opera-
tions has been developed rapidly. The delivery by using drones, droids and automatic
vehicles has been connected with automation efforts. Drones has been one of the
latest approaches in making delivery in the city environments. It has been proven that
drones are able to reduce the CO, emission in the city center [34]. However, to make
drones delivery very much more practical, and integrated movement between road
vehicles such as van and small trucks would enhance the efficiency of city logistics
delivery since drones can be used for the definite last mile delivery. Even though
drones can be seen as an interesting way of performing the very last mile delivery,
there a few challenges that the drone’s operators need to overcome. One of the prob-
lems, drones could be efficient for a very small package delivery. Ina research study,

a number of 16 drones are needed to make a delivery for a van operation. Apart from
that, a minimum space for landing and take-off must be available at the receivers’
locations. If the receivers live in high rise apartment, this space might not be available.
Other issues also need to adhere such as the security aspects, noise pollution, chang-
ing the current air space regulation and difficult to operation during bad weather
could jeopardize the efficient operations of drones [35].

Apart from drones for the last mile delivery, many firms have the initiates to introduce
road base autonomous vehicle deliveries or AVs. Many studies have been conducted to
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deliver different kind of product from pizza, grocery and medical supplies. Many types
of AVs have been develop [36, 37]. These new delivery systems are estimated to reduce
the delivery costs by 50% also and reduce congestions by 4% since the AVs are able to
provide with better driving attitude with a good navigation system [38]. The usage of
robot has also been another new technology alternatives in making deliveries. Is has also
reduce the number of environmental issues, Congestions and also the delivery cost.

All the new digital technology implemented for making last mile delivery has
shown that it will help to make the city center more sustainable. Air pollution, noise
pollution, congestions and also cost of operations has been indicated can be reduced
by using these new technologies. However, the initial cost of capital needs to plan so
that the cost is not too expensive for the operators and firm to invest since it would
attract more company to invest on the new digital system if the initial cost is not too
high. This would be crucial for cities that are located in developing countries since
capital investment will be one of the important criteria to make the investment deci-
sion, even though the system will benefit the firm operations in the long run. For the
automation to successfully implemented in the city logistics operations, the devel-
opment of internet of Things need to in place. IoT would enable cloud computing,
artificial intelligent and data collection to assists the city logistics operations. These
new technologies would ensure the real time information analysis can be further used
in city logistics operations [39].

A new concept in introducing Interconnected City Logistics has the aim
to improve economic, environmental and societal efficiency. The concept of
Interconnected city logistics is supported by the physical internet. Physical Internet
is aspired by the internet itself where information and communication technology
help data to travel as quickly as possible. Physical internet is developed by redesign-
ing the logistics activities which suites the efficiency and sustainability challenges
[40]. Interconnected City logistics is focusing on nine core concepts. These concepts
need to synthesize with the digitalization to make is more successful. The core
concept is [41]:

a.cities as nodes of the world’s logistics web
b.cities by system standardization

c.the multi-faceted activities of city logistics
d.city logistics networks in a city web architecture
e. the multiplicity of urban logistics centre

f. city logistics stakeholders into an open system
g.goods through modular logistics containers
h.people mobility and freight logistics in the city
i. city logistics with urban planning

One of the tools to ensure this concept is successful implemented is the usage
of internet of things. Digital platforms need to be available to ensure that the
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connectivity is efficient which would assist in making better decision regarding city
logistics delivery in the digitalization era.

7. Conclusion

Sustainable city logistics has become a global challenge. A good operations and
management of city logistics has been a great important in many cities. Rapid growth
of the population, increasing online business and more complex logistics demand
had contributed to the enhancement of city logistics challenges. The development
in social, environmental and economic has also contribute towards the city logistics
activities. The new trend and challenges have challenged the capabilities of the city
logistics providers to meet the new demand from the customers in the city center.
Last mile delivery has undergone new changes and local parcel hub has become more
desirable for deliveries since the receivers are not at home especially during weekdays
delivery. The need to cater for the new demand has made the logistics operators to be
more agile in making the last mile delivery.

With the new developments, new infrastructure and better utilization of space in
the city center need to be upgraded. If this focus not been addressed, it would affect
the efficiency of the logistics activities such as the, loading g and unloading activi-
ties for the last mile deliveries. The implemented of smart technology could assists
in enhancing the efficiency of the city logistics operations. Internet of things (IoT)
artificial intelligent, drone deliveries and other relevant technologies need to be the
important investment for the logistics operators to operate efficiently in the city cen-
ter. Apart from technology, the collaboration between the actors in the city logistics
operators also be the main factors from the success of city logistics.
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